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ABSTRACT OF THE DISSERTATION

On the Concrete Security of Identification and Signature Schemes

by

Wei Dai

Doctor of Philosophy in Computer Science

University of California San Diego, 2021

Professor Mihir Bellare, Chair

Digital signature schemes are ubiquitous in real-world applications of cryptography. They
are the core cryptographic building block for public-key infrastructures and distributed ledgers.
Yet, the exact security of signature and signature-related schemes are often unknown, due to gaps
in their security analyses.

A security proof for a cryptographic scheme S rules out attacks on the scheme assuming
hardness of some underlying problem P, for example the discrete-logarithm on elliptic curves.
Often, there are gaps between the quantitative security evidenced by cryptanalysis and the
quantitative security given by security proofs. For many deployed schemes, quantitative security

proofs do not give any meaningful security guarantees. The study of concrete security aims to
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eliminate this gap.

In this work, we study the concrete security of (1) a “big-key” identification scheme by
Alwen, Dodis, and Wichs, (2) Schnorr identification and signature schemes, and (3) discrete-
logarithm-based multi-signature schemes. We identify and tighten the gaps between theoretical

guarantees, practical expectations, and best-known cryptanalysis.
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Introduction

Digital signature schemes are ubiquitous in real-world applications of cryptography. They
are the core cryptographic building block for public-key infrastructures and distributed ledgers.
Yet, the exact security of signature and signature-related schemes are often unknown, due to gaps
in their security analyses.

A security proof for a cryptographic scheme S rules out attacks on the scheme assuming
hardness of some underlying problem P, for example the discrete-logarithm on elliptic curves.
Often, there are gaps between the quantitative security evidenced by cryptanalysis and the
quantitative security promised by security proofs. For many deployed schemes, quantitative
security proofs do not give any meaningful security guarantees. The study of concrete security
aims to eliminate this gap.

In this work, we study the concrete security of (1) a “big-key” identification scheme by
Alwen, Dodis, and Wichs, (2) Schnorr identification and signature schemes, and (3) discrete-
logarithm-based multi-signature schemes. We identify and tighten the gaps between theoretical

guarantees, practical expectations, and best-known cryptanalysis.

Efficiency Improvements for Big-Key Cryptography

The first chapter is concerned with the security threat of key exfiltration and the efficiency
of schemes achieving the goals of symmetric encryption and public-key identification. Key

exfiltration happens when attacker-planted malware on the key-storing system uses the system’s



network connection to convey the key to a remote accomplice. A line of theoretical work has
suggested a mitigation, called the Bounded Retrieval Model (BRM) [41, 38,30, 6, |5], which
involves using big keys. BKR [/11] initiated an effort to take the BRM (they call it big-key
cryptography) to practicality. We continue this effort.

We first identify probe complexity (the number of scheme accesses to the slow storage
medium storing the big key) as the dominant cost for BRM schemes. Our large-alphabet subkey
prediction lemma allows us to minimize the probe complexity required to reach a given level of
security, thereby optimizing storage usage. We use this to obtain efficiency improvements for big-
key symmetric encryption [[11]]. We then provide an additional lemma on polynomial-evaluation
entropy preservation, and use the two lemmas in conjunction to obtain efficiency improvements
for the ADW big-key identification scheme [[6]. We note that the big-key identification scheme [6]
leads to an entropically unforgeable big-key signature signature scheme via the Fiat-Shamir

transform, and our efficiency improvements carries over to the signature setting.

Tight and Non-rewinding Proofs for Schnorr Identification and Signature

The second chapter is concerned with the concrete security of Schnorr identification and
signature schemes [79]. For these widely-deployed schemes, all known standard-model proofs
[76, 1, 58] exhibit a gap: the proven bound on adversary advantage (success probability) is much
inferior to (larger than) the one that cryptanalysis says is “true.” (The former is roughly the
square-root of the latter. Accordingly we will refer to this as the square-root gap.) The square-root
gap is well known and acknowledged in the literature. Filling this long-standing and notorious
gap between theory and practice is the subject of this paper.

We introduce the Multi-Base Discrete Logarithm (MBDL) problem. We use this to give
reductions, for Schnorr and Okamoto [74] identification and signatures, that are non-rewinding
and, by avoiding the notorious square-root loss, tighter than the classical ones from the Discrete

Logarithm (DL) problem. This fills a well-known theoretical and practical gap regarding the



security of these schemes. We show that not only is the MBDL problem hard in the generic group
model, but with a bound that matches that for DL, so that our new reductions justify the security

of these primitives for group sizes in actual use.

Chain Reductions for Multi-signatures and the HBMS Scheme

The third chapter is concerned with the concrete security of multi-signature schemes.
Usage in cryptocurrencies has lead to interest in practical, Discrete-Log-based multi-signature
schemes. Proposals exist, are efficient, and are supported by proofs, but, the bound on adversary
advantage in the proofs is so loose that the proofs fail to support use of the schemes in the 256-bit
groups in which they are implemented in practice. This leaves the security of in-practice schemes
unclear.

We ask, is it possible to bridge this gap to give some valuable support, in the form of
tight reductions, for in-practice schemes? As long as we stay in the current paradigm, namely
standard-model proofs from DL, the answer is likely NO. To make progress, we need to be
willing to change either the model or the assumption. We show that in fact changing either
suffices. Our approach is to give, for any scheme, many different paths to security. In particular
we give (1) tight reductions from DL in the Algebraic Group Model (AGM) [47], and (2) tight,
standard-model reductions from well-founded assumptions other than DL. We obtain these results
via a framework in which a reduction is “factored” into a chain of sub-reductions involving
intermediate problems.

We implement this approach first with classical 3-round schemes, giving chain reductions
yielding (1) and (2) above for the BN [14]] and MuSig [64] schemes. Then, in the space of 2-round

schemes, we give a new, efficient scheme, called HBMS, for which we do the same.



Chapter 1

Efficiency Improvements for Big-Key

Cryptography

1.1 Introduction

This paper is concerned with the threat of key exfiltration. This means attacker-planted
malware on the key-storing system uses the system’s network connection to convey the key
to a remote accomplice. A line of theoretical work has suggested a mitigation, called the
Bounded Retrieval Model (BRM) [41} 38, (30, |6, S]], which involves using big keys. BKR [11]]
initiated an effort to take the BRM (they call it big-key cryptography) to practicality. We
continue this effort. We identify probe complexity (the number of scheme accesses to the slow
storage medium storing the big key) as the dominant cost. Our large-alphabet subkey prediction
lemma allows us to minimize the probe complexity required to reach a given level of security,
thereby optimizing storage usage. We use this to obtain efficiency improvements for big-key
symmetric encryption [11]. We then provide an additional lemma on polynomial-evaluation
entropy preservation, and use the two lemmas in conjunction to obtain efficiency improvements

for the ADW big-key identification scheme [6].



LARGE-ALPHABET SUBKEY PREDICTION. Let b > 2 be an integer representing the block

size in a storage system, for example b = 32 or b = 64 for words in memory, or b = 8-512 (512
bytes) for a typical hard-disk drive. Let ¢ = 2° be the alphabet size, and [q] = {0,1,...,q—1}
the corresponding alphabet. Let K = (K[0],...,K[k—1]) € [¢]* be a string over [g] of length &,
randomly chosen. It represents a (big) key stored in our storage system as a sequence of k blocks.
We imagine that an adversary-chosen function Lk : [g]F — [q]Z (representing adversary-implanted
malware, and here called the leakage function) is applied to K, and the result L (representing
exfiltrated information, here called the leakage), is provided back to the adversary. Think of ¢ as
somewhat smaller than k, for example ¢ < k/10, so that the leakage, although not total, is certainly
non-trivial. Despite this, we wish to make secure use of the big key, specifically to (repeatedly)
extract “small” keys (T > 1 blocks, for a parameter T) for use with conventional cryptography. In
any such extraction, we make T random but distinct probes ij,...,i; € [k] = {0,1,...,k— 1} into
K to determine J = K[i1]...K][i¢] as the T-block short key. Given the leakage L and the probe
positions iy,...,ir, the adversary aims to predict (compute in its entirety) J. Two metrics (see
Section |1.3| for precise definitions of what we discuss next) are of interest. First is the subkey

prediction advantage
AdvP (0) (1.1)

defined as the maximum probability that an adversary can compute J, the maximum being over all
leakage functions Lk returning ¢ blocks and over all adversary strategies. It is useful to let k* = kb
denote the amount of storage occupied by the big key in bits, and, correspondingly, £* = /b the
amount of allowed leakage in bits. (We will want to fix these and vary b, thereby defining k and
£.) Now, in usage, we would ask for a certain number s of bits of security (for example s = 128),
meaning we want the subkey prediction advantage to be at most 27°, and then want to know the

number 7T of probes it takes to get there. This is the probe complexity,

Probes;- - ,(b) = min {«: CAQVYT (0 /b) < 2*5‘} . (12)



The probe complexity will be our cost in accesses to a potentially slow storage system, like a
disk, and for effiency of the overlying big-key scheme, we want to minimize it. To this end,
Theorem [I.3.1] gives a good upper bound on the subkey prediction advantage, whence we obtain
a good upper bound on the probe complexity. Next, we compare our bounds to prior ones, and

discuss history and applications (to big-key cryptography and thus key exfiltration resistance).

PRIOR WORK AND COMPARISONS. ADW [7, Lemma A.3] is an elegant and general

result that, as a special case, gives an upper bound on the subkey prediction advantage (and
thus probe complexity) for all values of parameters we consider. The bounds, however are quite
poor, so that, to get a desired level of security, one needs a very large number of probes (we
will see numbers in a bit), resulting in a significant loss of efficiency for the overlying big-key
cryptography schemes. This lead BKR [11] (in their quest for practical big-key symmetric
encryption) to formulate subkey prediction, and seek better bounds by direct analysis. They
however only considered the case b =1 of a binary alphabet. They gave an example to show
that there are non-obvious leakage functions that lead to better subkey prediction advantage
than one might expect, making the problem of giving a (good) upper bound challenging. Via a
combinatorial analysis, they showed that the worst case is when the pre-images of the outputs of
the leakage function are approximate Hamming balls in the space of big keys, thereby deriving
estimates (not quite upper bounds, something we rectify) on the subkey prediction advantage
and probe complexity, for the case b = 1 (¢ = 2), that are much better than those obtained via
ADW [6, Lemma A.3]. They posed the large alphabet (b > 1) case as an open question, asking,
specifically, to give bounds on subkey prediction advantage and probe complexity, in the b > 1
case, that are better than the ones obtained via ADW [7, Lemma A.3]. (The motivation, as we
will see later, was to improve efficiency of big-key symmetric encryption.) Our work answers this
question, giving (good) upper bounds as a function of the block size b.

In usage, we would typically first decide on the amount of storage k* (measured in bits) we

allocate to the big key, for example k* = 8- 10'! bits = 100 GBytes. Next we would fix the amount



Table 1.1: Fix the amount of storage we allocate to the big key at k* = 8- 10'! bits = 100
GBytes. Fix the amount of leakage at 10% of the length of the big key, £* = k* /10 = 10 GBytes.
The first table considers security level s = 128, while the second considers s = 512. Each
table then considers different block sizes b. (Once b is chosen, the length of the big key in
blocks is k = k* /b and the length of the leakage in blocks is ¢ = ¢*/b.) The table entries show
upper bounds on the probe complexity Probesy: ¢« ;(b). The “Us” column is our bound via
Theorem|1.3.1] and “ADW?” is what is obtained via [7, Lemma A.3]. The block sizes are chosen
to represent common word or disk sector sizes in storage systems.

) s= 128 ) s=512
Us | ADW Us [ ADW
I [271] 11532 I [ 971 [ 46127
61 | 1584 § | 219 6335
32| 47| 592 32 | 171 | 2366
64 | 45 | 434 64 | 165 1735
§-512 | 43 | 287 8-512 | 159 | 1146
8-4096 | 43 | 285 | | 8-4096 | 158 | 1139

of leakage ¢* (also measured in bits), for example /* = k*/10 = 10 GBytes, corresponding to
10% of the length of the big key. The block size b may be determined by the storage system (for
example 512 bytes or 4096 bytes) or chosen to optimize security and efficiency as per our bounds.
Once it is chosen, the length in blocks k = k* /b of the big key and ¢ = ¢* /b of the leakage
are determined. Now, for a given level s of security, we want to know the probe complexity
Probes; ¢« ((b). Smaller (fewer probes into the likely slow storage system) is better. We tabulate
results in Fig. Our bounds emerge as substantially better than those obtained via ADW [7,
Lemma A.3]. For example, for s = 128, the improvement ranges from a factor of 26 (b = 8) to a
factor of 6.6 (b = 8-4096). Below, we will see how this translates to efficiency improvements for
big-key cryptography.

THE BRM. Assume (for concreteness of this discussion) that the primitive is symmetric
encryption [[11]] (we will discuss other primitives later), and let K denote the encryption key, k*
bits long. In the Bounded Retrieval Model (BRM) [41, 38, 30, 6, |5, 11], an adversary-chosen
function Lk (representing adversary-implanted malware) is applied to K, and the ¢*-bit result

L (representing the exfiltrated information), is provided back to the adversary. Security would



appear impossible, since Lk could be the identity function, so that L = K, but the idea is that
K is big (for example k* = 100 GBytes), while L is assumed to be somewhat smaller (like
¢* = k* /10 = 10 GBytes). In other words, the model assumes that the amount of data exfiltrated
can be limited, say via network or system monitoring. Indeed, security product vendors such as
McAfee [65] provide tools for this type of monitoring and detection.

If the scheme is poorly designed, the fact that the exfiltrated information is somewhat
shorter than the key won’t guarantee security. For example if the scheme applies SHA256 to
K to get a 256 bit key K and then uses AES256 to encrypt the data, then Lk(K) can just return
the 256 bit string K = SHA256(K) and security is entirely compromised no matter how big is
K. The first requirement for a BRM (also called big-key) scheme is thus leakage resilience,
meaning an adversary, given L = Lk(K), still cannot violate security, and this must be true for

any (adversary-chosen) function Lk that returns £* bits.

PROBE COMPLEXITY. Big keys may help for security, but it would be prohibitively costly

to process a 100 GByte key for every encryption. The BRM addresses this via a condition that
says that each encryption (or decryption) operation should only make a “small” number of probes
into the big key K, meaning have low probe complexity. Security in the presence of leakage is a

difficult goal under any circumstances, but made even more so here by this requirement.

FROM BITS TO BLOCKS. Viewing the big key K = (K[0],...,K[k*—1]) as a sequence

of bits, BKR encryption [11] begins by making some T* random probes iy, ..., i € [k*] into K
to extract a T"-bit subkey J = K[i1]...K][iz<|. It then applies a (randomized) hash function to
J to get a key K for a conventional (AES-based) symmetric encryption scheme, and uses K to
encrypt the data. Once J has been obtained, the computation, being symmetric cryptography
operations, is quite efficient, but K, being big, is likely stored on a slow medium like a hard
drive, and so the encryption cost is dominated by the storage accesses needed to get J. For a
subkey prediction advantage of s = 128 (based on which BKR show ind-cpa style security of their

encryption scheme at the same security level), BKR will need ©* = 271 probes into the storage.



(This is as per the b = 1 row of the first table in Fig.[I.T] BKR’s subkey prediction lemma gives
an estimate, not a bound, so we use our number, but numerically the two are almost the same.)

But (as BKR themselves point out), their scheme is making very poor use of storage by
drawing only a bit of the big key per probe. Letting b be some appropriate block size determined
by the storage system (for example b = 8- 512 bits = 512 Bytes), K would actually be stored as a
sequence of blocks, and a single probe into the storage can retrieve an entire block at about the
same cost as retrieving a single bit. Indeed, a typical storage API does not even provide a way to
directly access a bit, so an implementation of BKR would, for a probe for bit-position j, have
to draw the block containing this bit position, take the corresponding bit, and throw the other
bits away. A natural improvement (suggested by BKR) is to draw (and use) an entire block per
probe. Thus, we now view the big key K = (K[0],...,K[k — 1]) € [2°]* as a sequence of blocks,
corresponding to the way it is actually stored, where k = k*/b is the number of blocks. Now,
making some T probes iy, ..., i € [k] into K, one obtains the subkey J = K[i}]...K]iz]. The rest
of the encryption process is as before, and as we have already noted, is efficient, even though
J could be a bit longer. Continuing to require a subkey prediction advantage of s = 128, the
question is, what value of T guarantees this? This is the question that BKR could not answer. It is
answered by our large-alphabet subkey prediction lemma. Specifically, the first table of Fig. [I.1]
gives values of T for different choices of b. For b = 512 Bytes, we see that T = 43. Recalling that
BKR needed t* = 271 probes, we have reduced the number of probes (storage accesses) by a
factor of 271 /43 ~ 6, meaning offer a 6x speedup.

The price we pay (as alluded to above) is that J is longer, specifically, 271 bits for BKR
and 43 -512 = 22 KBytes for us. This means the hashing of J to obtain the AES key K takes
longer, but modern hash functions are fast, and the time saved in storage accesses is more than
the time lost in extra hashing 31}, 34]. This is especially true since the hashing can be pipelined,
taking advantage of the iterated structure of hash functions to process blocks incrementally as

soon as they are retrieved rather than delaying hashing until after all blocks are retrieved.



BIG-KEY IDENTIFICATION. In a (public-key) identification scheme, a user (called the

prover) has a secret key sk whose associated public key pk is held by the server (called the
verifier). Access control is enforced by having the prover identify itself as the owner of sk via an
interactive identification protocol. The Schnorr [79] and Okamoto [74] schemes are well-known
examples, but they are of course conventional (small-key) schemes. Identification is an interesting
target for a BRM scheme. Here it is the secret key sk that would be big (100 GBytes)— we want
the public key pk to remain of conventional size. The usage we envision is hardware-assisted
access control, where sk is on an auxiliary device like a USB stick that the user plugs into a
possibly infected machine to identify herself (login) to the server across the network. The key
being large, and reading from a USB being slow, the malware will have difficulty obtaining
enough information about the key (10 GBytes) to violate BRM security, even after a significant
number of usages (logins) by the user.

Identification in the BRM was first treated by ADW [6], who gave (asymptotic) security
definitions and a clever scheme that involves combining multiple instances of the Okamoto
scheme [74]] in a compact way. We target making this scheme practical. The quest is meaningless
in the absence of concrete security, for practicality is fundamentally about maximizing efficiency
for a given level (eg. 128 bits) of security. A first and central step is thus a concrete-security
treatment. We render the definitions of big-key identification (the goal is security against
impersonation under active attack) concretely, then revisit the asymptotically-stated result of
ADW [6] to render it, too, in concrete form. We note that for the ADW scheme, probe complexity
dictates the computational cost of the two most costly phases of the protocol, the response phase
and verification phase (as we will demonstrate in Fig. [[.2)). Hence, improvements in probe
complexity directly translate into improvements in efficiency. Towards lowering probe complexity
for a given level of security, we first improve the concrete security of the reduction via a lemma
on the entropy preservation of polynomial evaluation that improves bounds from ADW [6]. We

then obtain further reductions in probe complexity, by using our large-alphabet subkey prediction
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lemma in place of ADW’s own [7, Lemma A.3]. The large-alphabet aspect here is crucial, for the
scheme draws, from the big key, a value in Z}’}, where p is a prime of 512 bits long (for 128-bit
security of the identification scheme), and m > 2 is an integer parameter, so probes need to return
blocks of the (large) size b = m - [log,(p)]. Putting it all together gives a reasonable-cost big-key
identification scheme, and the first concrete rendition of the ADW big-key identification scheme.
A preliminary implementation shows that with a pairing-friendly group of 512 bits, the execution

of the protocol takes a few seconds.

1.2 Preliminaries

For n a positive integer, we let [n] = {0,1,...,n— 1}, and [1..n] = {1,...,n}. We also use
the notation Z, to denote the set [n] in contexts where we use the underlying algebraic structure
modulo n. If x is a vector, then |x| denotes its length and x[i] denotes its i-th coordinate. We call x
an n-vector if |x| = n. We number coordinates starting from 0. For example if x = (10,0, 11) then
|x| = 3 and x[2] = 11. We let € denote the empty vector, which has length 0. If 0 </ < |x| — 1
then we let x[0..7] = (x[0],...,x[i]), this being € when i = 0. We say that x is a vector over set S if
all its coordinates belong to S. We let S” denote the set of all n-vectors over S and we let S* denote
the set of all finite-length vectors over the set S. If S is a set then |S| denotes its size. If T < |S|is a
positive integer, we let S () be the set of T-vectors over S with distinct entries. Strings are treated
as the special case of vectors over {0, 1}. Thus, if x is a string then |x| is its length, x[¢] is its i-th
bit, x[0..7] = x[0]...x[i], € is the empty string, {0, 1}" is the set of n-bit strings and {0, 1 }* the set
of all strings. For K € [g]* and pp € [k]*, we let K[pp] = (K[pp[0]], K[pp[1]],--.,K[pp[|pp| — 1]]),
this being € when pp = €.

If X is a finite set, we let x <—s X denote picking an element of X uniformly at random and
assigning it to x. Algorithms may be randomized unless otherwise indicated. Running time is

worst case. If A is an algorithm, we let y <~ A(xy, - ;r) denote running A with random coins r
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on inputs x1,--- and assigning the output to y. We let y<—sA(xy,---) be the result of picking r at
random and letting y <— A(xy,--- ;7). We let [A(x1,---)] denote the set of all possible outputs of A
when invoked with inputs xi, - - -.

We use the code-based game-playing framework [19] (see Fig.[I.1|for an example). By
Pr[Gm] we denote the probability that game Gm returns true. Uninitialized boolean variables,
sets and integers are assume initialized to false, the empty set and 0, respectively.

Following [17]], our random oracle H is variable range. This means it takes two inputs, x
and Img, where the latter is a (description of) an efficiently sampleable set, and returns as output
a random point in Img. In schemes, we (implicitly or explicitly) fix a unique description for
each range set that is used. For example, x <—sH(x, [k]) will return a random element in [k], and

pp s H(x, [£](¥) will return a random t-dimensional vector over [k] with distinct entries.

HAMMING BALLS. Let g > 2 and n > 1 be integers. We define the weight of a n-vector v

over [¢] to be

)

w(v) = |{i € ] | v[i] # 0}

the number of coordinates of v that are non-zero. Let K C [¢]" for some integer n, we define the

weight of X to be
w(K) =} wix),

xeX
the sum of weights of vectors in X. For 0 < r < k, the g-ary hamming ball of radius r over [g]* is

the set

Byu(r) = {velgl s wi) <rf

of k-vectors over [g| that have more at most r non-zero coordinates. We let B, x(r) denote the

size of the set B, x(r) and note that
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q>2 the alphabet size. A block is an element of [g].
k the length in blocks of the big key
<k the number probes into the big key K
Game GZI?’ET(ﬂ’ Lk) JZI_ the adversarr;/ =
K s[q]"; L« Lk(K) Lk the leakage function, Lk: [¢]* — [¢]*
p <[k © 14 the length of the output of the leakage function,
J <= A(L,p) called the leakage length, in blocks
Return (J/ = K[p]) b>1 the block length, meaning g = 2°. Theorem
does not assume ¢q is a power of two, but it is in
Game Gfﬁp( 4, %) some applications.
K K ’ L the leakage, an /-vector over [g] returned by Lk
p sk K the big key, a vector of length k over [¢]
J s 4(p) p the pr.obe vector,.a .T—vector over [k] all of whose
Return (J = K[p]) coordinates are distinct
k* . the length of the big key in bits, k* = kb
* . the length of the leakage in bits, £* = £b
p . the leakage rate, p = */k* = (/k

Figure 1.1: Top Left: Subkey prediction game Gf]lff_ .- Bottom Left: Restricted subkey predic-
tion game G}* used in Section Right: Summary of quantities involved.

For convenience of stating our results, we establish the following conventions: if r > k then we
let By x(r) = Byx(k) = ¢*, and if k = O then for all » > 0 we let B 4(r) = 1. We also define the
function

rdgx(N) =max{re[k+1] : Byi(r) <N}

to return the largest radius r in the range 0 < r < k such that the ball B, x(r) has size at most N.

1.3 Large-Alphabet Subkey Prediction

Here we define the subkey prediction problem parameterized by alphabet size and give

our results about it.
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1.3.1 The Problem

We consider the subkey-prediction game, G:]l,(llc), (A4, Lk), shown on the top left of Fig.
(Ignore the game below it for now.) The quantities involved in the game, as well as associated
ones, are summarized on the right of the same Figure. In the game, a k-vector K over [¢], called
the big key, is randomly chosen from [g]¥. Then, a random T-vector p is chosen from [k](¥), so
that its coordinates are all distinct. (Recall that [k] (%), the set from which p is selected in the game
in Fig. denotes the set of all T-vectors over [k] all of whose coordinates are distinct.) We
refer to p as the probe vector. Each of its coordinates is a probe, pointing to a location in the big
key. Adversary 4 is given the leakage L = Lk(K) and the probe vector p. Its goal is to predict
(compute, output) K[p] = (K[p[l]],...,K[p]t]]), the T-vector consisting of the coordinates of K

selected by the coordinates of the probe vector. The adversary returns J as its guess, and the game

returns true if 4 succeeds, meaning J = K[p]|. We define the following advantage metrics:

AV (A,LK) = Pr[GIP (LK)
Advzlj,ET(Lk) = m;xAdelj,ET(ﬂl, Lk),

AV ()= max Adv?P

Lk).
kel 0= | 0 Ak ()

The first advantage is the probability that the game outputs true, meaning the probability that the
adversary successfully returns K[p|. The second advantage is obtained by maximizing the first one
over all adversaries 4. Note that this is well-defined since here we consider all computationally
unbounded adversaries. The third advantage is obtained by maximizing the second advantage
over all leakage functions Lk that output ¢ blocks.

Now fix some big-key length £* (in bits) and leakage length £* (in bits). Also fix an integer

s representing the desired security. For any block length » > 1 such that b divides k* and ¢*, we
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let

Probes. ¢+ ,(b) = min { vz Advyh, (0/b) < 2—5} . (1.3)

Here, we have set the alphabet size to ¢ = 2°. The length k of the big key and ¢ of the leakage
in blocks are determined, respectively, by k = k* /b and ¢ = ¢* /b. Then, Probes; ¢« ((b) is the

skp

smallest number of probes T that will guarantee that Adv e

(£) is at most 27%.

The subkey prediction game and problem formulated by BKR []11]] differs in two ways.
First, they had only considered the g = 2 case (that is, » = 1) of a binary alphabet. The large
alphabet aspect of our treatment refers to the fact that our alphabet size is a parameter ¢ that we
view as quite large. In some applications, g = 2% where b is the block size of our storage medium,
but Theorem does not assume ¢ is a power of two. The second difference with BKR [11] is
that their probes p[1],...,p[t] were random and independent, so in particular two of them might
be the same, but ours are random subject to being distinct. This is important towards our being
able to get a provable upper bound on the subkey prediction advantage, whereas BKR were only

able to get (for their setting) an estimate or approximate upper bound.

Now our goal is to upper bound, as well as possible, the subkey prediction advantage

AdvFP

4 (¢) as a function of g, k, 7, . Thence we will obtain upper bounds on Probes- ;- <(b).

1.3.2 Subkey Prediction Theorem

The bound in our subkey prediction theorem is the ratio of the sizes of two g-ary hamming

balls. We refer to Section for definitions.

Theorem 1.3.1 (Subkey-prediction bound) Let g.k,¢,T be integers with g > 2 and {,© < k. Let

r be any integer in the range 0 < r < rdq7k(qk*€). Then

Bq,k*t(”)

AdvFP
Bq,k (r )

e (1.4)

(£) <
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The theorem allows us to pick the parameter r arbitrarily in the given range, so for the best
estimates we would pick a r that minimizes the ratio. We postpone the proof to first discuss how

this compares to prior work and how to use it to get numerical bounds.

COMPARISON. BKR [11] give an upper bound we denote ngtr (21‘_5) on the subkey
prediction advantage in their setting. Recall that their setting differs from ours in two ways. First,
g = 2 in their case. Second, in their game, the T probes are random and independent, while in our

game they are random but distinct. Their function GE

}‘Tr(N) is a sum of rdy «(N) terms. It is quite
complex and it is hard to estimate numerically. BKR gave a simpler expression, that approximates
GE}‘{ (N), and that they use for numerical estimates, but this expression is not an upper bound,
and thus it is not clear their numerical estimates are upper bounds either. Our bound, the ratio of
the sizes of two g-ary Hamming balls, is simpler than the bound of BKR (this makes crucial use
of the probes being distinct), and, we will see, more analytically tractable, even when g = 2. In

particular, we are able to upper bound min, B, () /B, (r), subjected to 0 < r < rdq7k(qk_é),

quite nicely for numerical estimates, as discussed next.

TOOLS FOR DERIVING NUMERICAL BOUNDS. Theorem 1.3.1{upper bounds the subkey

prediction advantage as the ratio of the sizes of two hamming balls. Below, we present tools to
bound this ratio. First, we need some definitions. Let H> be the binary entropy function, defined
for x € [0,1] by Hz(x) = —xlog,(x) — (1 —x)log, (1 —x). We note that the value of xlog,(x) is
taken to be 0 when x = 0. This ensures that H> is continuous over [0, 1]. More generally, for an

integer ¢ > 2 the g-ary entropy function is defined for x € [0, 1] by

Hy(x) = xlog,(q— 1) —xlog,(x) — (1 —x)log, (1 —x)
_ Hz(x)
log,(q)

+xlog,(g—1) .

We note that H, attains its maximum at x = 1 —1/¢. We define its inverse function, H, ' : [0,1] —

[0,1—1/g] to be such that Hq’l(Hq(x)) = x for any x € [0,1 — 1/g|. We define the following
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error function for g > 2 and 0 <r <k,

e(q,k,r) =log,(e) ( ! + ! ! > —|—llogq (M) . (1.5)

12r " 12(k—r) 12k+1) "2 k

The following lemmas, the proofs of which are given in Section[I.6] are key to deriving numerical

bounds. The first gives both upper and lower bounds on the size of a Hamming ball.

Lemma 1.3.2 Let k,q,r be integers with g > 2 and 0 < r < k. Then,

quq(r/k)—s(q,k,r) < Bq’k(r‘) . (16)

Additionally, if 0 <r <k(1-1/q),
Byi(r) < gHatr/b), (1.7)

The second lemma lower bounds the value of rd, «(N).

Lemma 1.3.3 Let N, g,k be positive integers such that ¢ > 2 and N < g~. Then,

{qu (@) ~kJ < rd,k(N).

The following provides a two-sided bound on H,- L.

Lemma 1.3.4 Let g > 2 be an integer, and x € [0, 1] a real number. Then,

S AT IE)

min(x,1 ——) —
( ) log,(q) q

These bounds are good when ¢ is large.

DERIVING NUMERICAL BOUNDS. We now use the above to derive upper bounds for

example parameter values. Let b > 1 be a block size, so that the alphabet has size ¢ = 2°. Fix



some big-key length k* (in bits) and leakage length £* (in bits) that are multiples of b, and let
k=k*/b and ¢ = ¢* /b be the big-key and leakage lengths, respectively, in blocks. We assume
that T and ¢ satisfy that £ > T, as the below method only apply when this condition is met. We note
that this is a reasonable assumption for practical applications, as leakage length ¢ is usually large,
and we are attempting to keep the probe complexity, T, small. Now, suppose we have obtained
some integer value r such that: (1) 7 < rdy (¢ ) and (2) 0 < r < (k—1)(1 — 1/g). Then, we
use Equation (I.6) to lower bound B, (). Given condition (2), we can use Equation to
upper bound the quantity B, x_(r). This results in an upper bound, denoted RatioBound, x ¢ <(),
for the ratio By x—(r)/Bgyk(r):

q(k—T)Hq(r/(k—T))
- quq (r/k)—e(gk,r) *

RatioBound, x <(r)

Note that in the above expression, the terms H,(r/(k—7)), H,(r/k) and €(q, k, r) can be computed
numerically for any given value of ¢,k,T and r. Hence, deriving numerical upper bound for the
ratio B, x—(r)/By x(r) amounts to obtaining a value r satisfying the two conditions given above.

We take r to be r, 4 ¢, defined as

Fakt = Lqu(k—;g) ‘kJ :

Here, we assume that a method of obtaining numerical lower bounds for H,- (x) is availabl We
now check the two conditions required. For condition (1), we know that r, ; ¢ < rdq7k(qk’£ ) by
Lemma (taking N = ¢*~*). For condition (2), note that by Lemma and the assumption

that ¢ > T,

<0y <01

'For example, this is available in mathematical software Sage. Also, when g is large, Lemma provides a
good lower bound for H, ! that is easily computed numerically.
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Hence,

e =i 0 # < 0 -1/).

We consider the quantity

AdV,?(¢) = RatioBound, s <(rgx.¢) - (1.8)

We note that since r = r, ¢ satisfies condition (1) and (2), by Theorem I.3.T)and above analysis,

B, _ _
(€)< q.k r(rq,k,z) SAdvskp (g),

skp
Adv gkt

RTT = By a(rgue)

Hence, Advzlf,fﬂ(f) is an upper bound for Adv?f,it(f). Now, given a particular desired security

level, s, we want to find the smallest T such that Advzlj,fﬂ(ﬁ) <275 We let

Probesy: o« ,(s) = min{’c clk+1]: Advzlj,gt(ﬁ) < 2’3} .

Note that this is similar to the definition of Probes- s« 5 (s) (Equation (T.3)), only that Advzlf,fﬂ(ﬁ)

is replaced with Advzlf,fﬂ(f). Thence,

PI‘ObeSk*’g*J,(S) < Probesk*’gﬁ;,(s) . (1.9)

We note that Probes;: ¢« »(s) can be computed numerically by iteratively incrementing T and
computing m;lj,fﬂ(é). Fig. [1.1|shows values of Probes;- s« 5(s) for various practical values of
k*, ¢*, b and s.

PLOTS. For the left plot, we fix the following:
— Blocksize b = 32 bits, so that g = 232,

— Leakage length ¢* = 8- 10'° bits = 10 GBytes, so that £ = ¢* /32.
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Probesy. ¢+ 105(32) wvs. £*/k* —logy(AAV™ () ws. 0*)k*

q,k,47
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Figure 1.2: Fix the big key length £* to be 100 GBytes. The left graph plots (an upper bound
on) Probes;- o+ 128(32) as a function of the leakage rate p. The right graph plots (a lower bound

on) —log, (Advzl?; 147(Pk)) as a function of p, where k = k*/32.

— Desired security level s = 128 bits.
The left graph in Fig. plots Probes;: /, /- 5(s), upper bound for Probes- /, ;- ((b), as a function
of the leakage rate p. The left plot shows that the number of probes needed to maintain s bits of
security increases faster once the leakage rate goes over 50%. Hence, for applications, it may be
beneficial to use big keys that are big enough so that the leakage rate can be assumed to be less
than 50%. For example, if 10 GBytes is the leakage bound, one might, for efficiency, target big
key of size at least 20 GBytes.

For the right plot, we fix the following
— Blocksize b = 32 bits, so that g = 232,
— Big key length k* = 8- 10! bits = 100 GBytes, so that k = k*/32.
— Number of probes T = 47.
The number 47 has been chosen because, as per Fig. it ensures Advzlf]fﬂ(k /10) < 27128 Now
with b,k*, T (and thus also g, k) fixed, the right graph plots —log, (A_dvzlf,fxp -k), lower bound for

— logz(AdvSkp (p-k)), as a function of leakage rate p. The right plot in Fig. |1.2{demonstrates

q:k,T
that, even though a scheme is designed for 10% leakage, security degrades gradually as the

leakage rate goes over 10%.
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1.3.3 Proof of Theorem [1.3.1

We follow the framework of the proof of BKR [[11].

RESTRICTED SUBKEY PREDICTION. The proof involves consideration of a simpler game,

called the restricted subkey prediction game, denoted G™P and shown on the right in Fig.
Game G™*P is similar to game G*P, except that there is no leakage function Lk and leakage L.
Instead, the big key K is drawn from a restricted subset X C [q]k of big keys. We define the
following advantage metrics:

AV (A, %) = Pr |G (A, %)

,T

AQVE (5) = max Adv (2, %),

AdVrSkp N) = max AdvrSkp .
akx V) Kclghxl=N T (%)

The first advantage is the probability that the game outputs true, meaning the probability that the
adversary successfully returns K[p]. The second advantage is obtained by maximizing the first
one over all adversaries 4. The third advantage is obtained by maximizing the second advantage
over all sets K C [g]* that have size N. We note that the first two advantages do not have ¢ in the

subscript, which is due to the fact that X encodes the value of q.

MONOTONE SETS. Let x,x’' be vectors in [g]¥. We say that x dominates x', or X’ is

dominated by x, written X’ < x, if X’ can be obtained by changing non-zero coordinates of x to 0.

We let
DS, x(x) ={x' € [q]F : X' <x}
be the set of all x' dominated by x. A set K C [g]* is monotone if

UxeKDSq,k(x) C XK.

That is, if x € %, and x’ is dominated by x, then x’ € %K. For example, a Hamming ball in [g]¥, of
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any radius, is a monotone set.

SOME NOTATION. For integers x,T > 0, we let

—

T—

x=[l&-0= [T J. (1.10)

i=0 j=x—t+1

Notice that X(r) = 0 if T > x. This can be seen because, if T > x, then, in the second product
above, the starting value for j is < 0, and since x > 0, this means the term j = 0 is included in the
product. Also when T = 0, the product has zero terms, and hence by convention takes value 1,
meaning x(g) = 1 for all x > 0. We use below the notation from Equation (I.10).

For a nonempty K C [g]¥, we define the function

1 (k—w(x)) )
gkﬂ(‘]() = |i7(| XEZ;C k(r) .

(1.11)

The following lemma says that if & is monotone, then the restricted subkey prediction advantage

for big keys drawn from X can be expressed exactly, and in particular by the function of
Equation (T.TT).

Lemma 1.3.5 Let q,7,k be positive integers such that © < k and q > 2. Let K C [q]* be a

non-empty monotone set. Then,
K
Adv; P (K) = gr2(K).

Proof of Lemmal[1.3.5; Let A4, be the adversary that, on input p, always returns the all-0 t-vector.

We claim that this adversary maximizes the advantage, meaning
K k
Adv P (K) = Adv (K, o) -

This follows from the assumption that X is monotone. Now, we compute the advantage of 4.
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For K € [g]¥, let Z(K) denote the set of all p € [k](® such that K[pp] = (0, ...,0). We have

Z(K) 1 (k—w(K))(z
1Z(K) y (1)

Advrskp K /‘40
kT ( |K| Kgg( k] | |K| KeX k(z)

= gk,t(‘]() .

We say that a set K C [g]* is sandwiched between hamming balls if

Bq,k(r) CKC Bq,k(l’—i— 1)

for r = rd, x(] ). For N an integer such that 1 <N < ¢*, we define

R ' k—1i)( r k—(rd 1))
Gq7k7T(N):% y (q_l)z(’lf)(TT))u+(l_Bq,k< (]i\c;,k(N))>( ( q,;;(gw D

(1.12)

The following says that if X is monotone and sandwiched between Hamming balls, then the

restricted subkey prediction advantage for big keys drawn from X can be expressed exactly, and

in particular by the function of Equation (I.12).

Lemma 1.3.6 Let q,T,k be positive integers such that T < k and q > 2. Let K C [q]* be a

non-empty monotone set that is also sandwiched between hamming balls, i.e. B, (r) C K C

B, i (r+1) for r =rdy (| K|). Then

Adviip(‘]() =G| X)) -

Proof of Lemma 1.3.6: Let N =|X|. By Lemma|l.3.5] we have

aairo = p e,

N %  km

Since B, (r) € K C Byi(r+1). This means B, (i) C K for i =0,...,r, and X contains
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N — B, x(r) vectors of weight r + 1. Thus, the above equals

N—Bgi(r) (k—r—1)(

Iy (R k=@ _
N ko +N§6(q—1) (i>——Gq,k,t(N)

as claimed. 1

Next, we show that monotone sets sandwiched between Hamming balls are the extremal
cases for the restricted subkey prediction game, meaning that they maximize the restricted subkey
prediction advantage. The following is analogous to [11, Lemmas 6,8]. We streamline their

analysis and extend it to large alphabets.

Lemma 1.3.7 Let q,k,N be positive integers. Suppose g > 2, N < ¢~ and © < k. Then, there is a

non-empty monotone set X C [q]* of size N such that

Advj;l,j; (N) = Advyjlgp(yo .

Additionally, X is also sandwiched between hamming balls, i.e. for r = rdq,k(N ),
Bq,k(r) CKC Bq7k(r+ 1) .

The proof of Lemmal|l.3.7|is deferred to Section As a direct corollary of Lemma and
Lemma[1.3.7] we get the following result.

Corollary 1.3.8 Let g, 7,k be positive integers such that T < k and ¢ > 2. Then,

AdVD (N) = Gya(N) . (1.13)

Hence, from this point on, we identify the two functions Advgsipt(-) and G, x+(-). Next, we

observe a useful property of G, 4 <(N). In particular, it is decreasing in the domain [1 .q".
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Lemma 1.3.9 Let q,7,k be positive integers such that T < k and q > 2. Let i, j be integers such
that 1 <i< j < ¢~. Then,

Gq,k,r(i) > Gq,k,t(j) .

We proceed to relate the restricted subkey-prediction game to the subkey-prediction game via the

lemma below.

Lemma 1.3.10 Let ¢, q,k,T be integers such that 0 < { <k, g > 2, and 1 <1 < k. Then,

AdVT (1) <AAVDP (g

The proofs of Lemma(I.3.9/and Lemma|[I.3.10]are deferred to Section Finally, we give a
way to bound the expression G, x :(N). In particular, we show that it is at most the ratio of two
hamming balls of the same radius rd, x(N); one with dimension k — T and one with dimension
k. Recall that BKR did not give concrete numerical upper bounds for their subkey-prediction
advantage, only estimates. Due to assuming the uniqueness of probes, we are able to simplify our

expression G, x -(N). In particular, we note that for non-negative integers k,i,T such that i,7 <k,

(k> (k—i)) :@ (k=@ _ (k—'T)(i) _ (k—‘ ) (1.14)
ki) iy k) i(j)

l

This property allows us to prove the following lemma.

Lemma 1.3.11 Let N, q,k, v, r be positive integers such that g > 2, N < g*, t <k and r < rdy x(N).

Then

Proof of Lemma [I.3.11; By Lemma|l.3.9]

Gwa(N) < Gq,k,t (Bq,k(r))«
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By Equation (I.12) and Equation (1.14),

The proof of Theorem [[.3.1|follows directly.

Proof of Theorem [I.3.1: Note that when r = 0, Equation (I.4) is trivially true. Hence, we let

r <rdy x(N) be a positive integer. Then,

AdvP (1) < AdV) P () (Lemma([[:3.10)
=Gra(dh (Corollary [T.3:8)
B, _
< Lt(r) (Lemmal[I.3.11)) |
Bq,k(r )
Proof of Lemma[1.3.7

Let
T ={ K C g : K] = N and AdvpY"(K) = Advp (V) |-

Let K € T be the minimal weight element, i.e. the element X € 7 that minimizes the value
w(K) = Lyex w(x). We will show that X is a set satisfying the properties claimed in the lemma.
We will prove the two properties separately, namely that % is monotone and B, x(r) € K C

B, «(r+1). We first claim that X is monotone. The idea is to define a “shifting” operation for
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any set X’ C [¢]* at a coordinate to increase Advflr(p(‘](’ ) while decreasing w(X). Seeking a

contradiction, suppose X is not monotone. Without loss of generality, suppose that for all pairs
of x € K and y ¢ X such that y < x, we have that x and y differ only in the first component. We

build another set K’ with the following properties.
LK =X
2. w(K') <w(X)
3. AdVeP(K) > Advey?(K)

We first explain briefly explain the construction of &’ on the high level before giving the formal

construction. Let z € [q]k_l. We will attempt to “swap” vectors of the form o

z, for a € [g], in
and out of K. The swapping is done in two cases. We define D, to contain the o’s such that
al|z € K. First, if 0 € D, or D, = 0, no swapping will be done. Second, if 0 ¢ D, and D, # 0,
then we will do the following. Let B = max D,. We will remove the element B||z from % and add
the element 0||z to K. After such operations are done for all z € [¢]*~!, the resulting set will be
X’. Formally, the construction of X is given below. X’ is constructed from X via the function
0 : [g]* — [g]*, which is defined relative to the set B (set A is used in the later analysis). Sets A
and B partition the set of strings of length k — 1. Set A consists of z’s such that no swapping will

be done. Set B consists of z’s such that swapping will be done. The formal definition for A, B, ¢,
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and X is as follows:

A

{ze[q]kfl :OEDzorDZ:(Z)},

B {ze[q]k_l :O¢DzandDZ7£0},

)
0||z if z€ B and o0 = max D,

0(afz) = § (maxD,)||z ifzeBand =0 )

oz otherwise
\

K’z{(b(x):xe 17(}

By construction, we note that the swapping operation preserves the size of the set and only
decreases its overall weight. Hence, | X’| = | K| and w(X’) < w(X). It remains to show property
(3). Let A4 be an adversary such that AdVZfl;p(ﬂl, X) = Advif];p(?(). Consider the adversary 4’
that behaves exactly as A4 with the exception that it always guess 0 for the first position. More

precisely, 4" does the following.

Adversary 4'((sy,...,517))

J/ (—/q((Sh,ST))
Fori+1,...,7do
If s;=1thenJ'[i] + O

Return J’

Let P(-) denote the probability function in game GZflép(ﬂl, K) and P'(-) the probability function

in game Gzl;p(ﬂl’ , X'). We now define three events for both games GEEP (4, %), G;:l;p(ﬂ’ ,K),

where z € [g]* .
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WIN : The game returns true
ONE : 1€ {sy,...,st}
s; : (K[l..k] =z), oNE and (Vi,s; # 1 :J'[i] = K]s;])
Note that P(ONE) = P'(ONE), and P(WIN |—~ONE) = P'(WIN | =ONE). We claim that P(WIN|ONE) <

P'(WIN| ONE). If so we have

Advﬁl;p(ﬂl, K) = P(WIN)
= P(WIN|ONE) - P(ONE) + P(WIN | Z"ONE) - P(—ONE)
= P(WIN | ONE) - P'(ONE) + P/(WIN | ~ONE) - P'(~ONE)

< P/(WIN | ONE) - P'(ONE) 4+ P'(WIN | ~ONE) - P'(—ONE)

= P/(WIN) = Advf};p(ﬂl’ VK .
So now we need to show that P(WIN | ONE) < P/(WIN | ONE). We have

P(WIN|ONE) = ) P(WIN|s;)-P(s;)

z€[q)t!
= Y P(WIN|S) P(S,) (1.15)
z€[q)!
< Y P(wiN|S)-P(S.) (1.16)
z€[gl!

= P'(WIN | ONE) .

Equation (T-T3) is true because P(s;) = P'(s;) for all z € [¢]*~!, since the swapping operation do
not change the last k — 1 component of any vector. Next, we argue the validity of Equation (1.16)).
Let z € [¢g]*~! such that P(S,) # O (and hence P'(S;) # 0), which means that there is some

o € [g] such that af|z € K. For any z € [¢]*!, consider the sets U, = {a € [¢] : at||z € K} and
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V,={a€q]:alz€ K'}. Note that P(WIN |s;) < 1/|U,| and P'(WIN|S;) < 1/|V,|. Additionally,
we note that |U,| = |V;|, and V, always contains 0. Since .4’ always guess 0 for the first component,

we have P'(WIN |s;) = 1/|V;|. Therefore,

1 1
P(WIN|S,) < — = — = P/(WIN]S,) .
( | Z) |Uz| |VZ| ( | Z)

Next, we show that & must be sandwiched between two hamming balls. We first claim
that B, (r) C K. Seeking a contradiction, suppose that B, ;(r) € K. Let x’ be a point in
B, «(r)\ K of minimal Hamming weight. Let x be a point in & \ B, x(7) of maximal Hamming
weight. We claim that w(x) > w(x"), otherwise B, (r) C K. Let K’ be obtained by removing
x from X and then adding ', i.e. X' = (X \ {x})U{x'}. Because X’ was minimal in Hamming

weight and x was maximal in Hamming weight, the set X’ continues to be monotone, and it has

size N. Also g (%K) < gk(X’) because w(x) > w(x’). Hence, by Lemma

AV (K) = gie(K) < gea(K) = Advi P (X)) .

This contradicts the assumption that Adv;s;l,??T (N) = Advf’l;p (X). Hence, it must be that B, (r) C
K. Now suppose K Z B, (r+1). Let x’ be a point in B, x(r+ 1)\ K. Such a point exists
because we know that N < B, (r+1). It must be that w(x") = r+ 1 since B, x(r) C K. Let x be
a point in &\ B, x(r+ 1) of maximal Hamming weight. Note that w(x) > r+1 = w(x’). Let K’
be obtained by removing x from % and then adding x’, meaning X' = (X \ {x}) U{x'}. The set
XK' continues to be monotone, and it has size N. Also gi :(K) < gx:(K') because w(x) > w(x').

Hence, by Lemma(I.3.5]
AV (K) = g12(K) < gua(K) = Advp (K.

This contradicts the assumption that Advr;l,ipT (N) = Advfl;p(ﬂc). Hence, it must be that & C
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BqJ{(r—l— 1). 1

Proof of Lemma and Lemma

To prove Lemma |1.3.9/and Lemma [1.3.10} we recall the notion of discrete concavity.
Suppose F': [1..M| — R. We say that F is concave if F(a+ 1) —F(a) < F(b+1) — F(b) for all

a,b € [1..M] satisfying a > b. Now suppose ¢,m are integers with 1 < m <. Then we let
S(M,m,t) = { (X1, ey xm) € [L.M]" 2 x4+ + X :t} :

Define F:[1..M|"™ — R by F"(x1,...,Xn) = F(x1) +--- 4 F(x;,). We use the following lemma

proved by [11].

Lemma 1.3.12 ([11]) Suppose F :[1..M] — R is concave. Suppose 1 < m <t are integers such

that m divides t and t/m € [1..M|. Then
ma Fm geooy = . F t .
(x1-,...,xm)e.)§((M,m,t) (xl xm) m ( /m)

Lemma 1.3.13 The function, Fy 1 : [1..qk] — R, defined below, is concave.

N k
Fuaa) = AavI M)

Proof: Let Ny, N| be two integers such that qk > Ny > N; > 1. Consider, fori =0, 1,
Ai = Fypa(Ni+1) — Fy i 2 (Ny),
For i = 0,1, we let r; be defined as follows. If N; = B, (r) for some r, then we take r; to be the

value such that B, x(r;) = N;. Otherwise, we let r; = rd, ¢ (N;) + 1. Note that we can now express
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A; in terms of r; as follow (via Equation (I.12))),

Since Ny > Ny, we note that ro > ry. Therefore, we have Ag < A and that F 4 ; is concave. |
We first prove Lemma([I.3.9using Lemma|[1.3.13]

Proof of Lemma [1.3.9: Note that,

q*- Fyi(N)

Gq7k,1 (N) — N

Welet Aj = g* Fypr(i+1) —¢* Fyp.(i) foralli=0,...,q" — 1. We define Ag = ¢* - F 1 +(1) =
¢*-G,x+(1). Hence, by construction G, 4 (i) = ( 3._:{) A;)/i. Note that since F, s ¢(-) is concave in
the domain [1..g%], the sequence Ay, ... ;Age_y 1s non-increasing, meaning that A; > A; whenever
1<i<j< qk — 1. Additionally, we check that Ag = qk and A} < qk, hence Ag > Aj. Therefore,

the partial averages of the sequence A, ..., Ax_j,
i—1

(L A))/i=GCyrsli),
j=0

is non-increasing as claimed. |

Lastly, we prove Lemma|1.3.10]using Lemma [1.3.12]and[1.3.13]

Proof of Lemma [1.3.10: Let M = ¢*, m = ¢’ and t = ¢*. We note that the leakage function
Lk : [¢]* — [q]" defines a partition of [¢]* into ¢* sets, with each set being Lk~ !(L) for some

L € [g]*. Hence, we can expand Pr[Gle,ET(ﬂl, Lk)] by conditioning on the value of L. Suppose
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[q)f ={Li,...,Ly}. Welet N; = Lk~ '(L;)|. We derive

k
Adv, ¢ (0)

Lk (L) .
- (; —F maxPr{G, ;' (4, Lk) |Lk(K) = L]

Lk (1) —
BT (;T -Adv P (Lk(L))

m
< F, N:
- (Nl,.,.7NI,,13)?§(M7mJ) ~ a.kx(Ni)
- F (Ni,...,Np
(Nl'v--ern?)%)é(MmJ) q,k,‘t( 1 )
=mFyp:(2) (1.17)
qk—é 1skp , k—¢ rskp , k—t

=m- _qk - -Aqu,kl,Dr(q = Aqu’k?T(q ). (1.18)

Equation (T.17) is justified since F, 4  is concave and ¢ /m = 2¥=¢. Equation (T.T8) is by definition

of F and because m = ¢*. 1

1.3.4 Multi-challenge Subkey Prediction

Here, we present an extension of GZI,(IE . with multiple challenges, quzsf P (Fig. , the
multi-challenge subkey prediction game. Note that [[11] considers the multi-challenge version
directly. However, we only need this extension in the proof of Theorem |1.4.1

Let ¢g,k,T,t,¢ be positive integers such that ¢ > 2, k > 1, k > ¢, t > 1. We define the

following advantages associated with the game G;nisf 1;, analogously to the advantages associated
. skp
with G e
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Figure 1.3: Multi-challenge subkey prediction game G

Game Grqnfi( ’(4,Lk

)
K <s[q]*;L + Lk(K)
For i € [t] do p; < [k]®
J<sA(L,po,---,Pi—1)
Return (Ji € [t] : J = K[py]))

mcskp

AV (A,LK) = Pr |G (A, LK) |

q’k7t7[ Q7k7tat

AdV™SP (L) = mngdekp (4,Lk),

q7k7’t7[ q7k7ﬂc7[

AV () = max  AdV"SP(Lk).

Lemma 1.3.14 Let q,k,7,t be positive integers such that g > 2, k> 1, k> {, t > 1. Then,

Proof: Let Lk : [¢]* — [g]’ be any leakage function. Let 4 be a G

Gskp

ok« adversary A’ such that

AdvFP

which implies the lemma by maximizing over all 4 and Lk. 2 is defined as follows.

Adversary 4'(L,p’)

jesftlipi < p

CIJC;TJ q7k-,TJ

Lk:[g]k—[q]*

sk sk
Advgj;;};(ﬁ) <t- Adv;,gT o) .

mceskp
g,k Tt

1
() > AV (g, LK) |

q7k71 - f]JWW

Fori € [t] —{j} do p; + [k](®

J /‘ZL(L,POw-th—l)
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Game G%\ (9) ROR()
bes{0,1}; R {0,137
K s g If (b = 0) then K < {0,1}*
H
(Lk,6) «s."() Else K < KEY"(K,R)
L LKH(K) Return (R,K)
b <5 ARORH (L 5) | H(x,Img)
Return (b’ = b) If not T'[x,Img]| then T [x,Img] <—sImg
Return 7'[x,n]

Figure 1.4: Game for defining the security of a big-key key encapsulation algorithm
KEY:{0,1}* x {0,1}" — {0, 1}*.

Algorithm XKEYH, __ (K,R) // K € [¢)*, [R| =r

g,k K,T,r

pp < H(R, [k]); J « K[pp]; K < H(R||J, ¥); Return K

Figure 1.5: Encapsulation algorithm XKEY. Given a length-k big-key K and a length-r
selector R, the algorithm returns a length-k subkey K. The value T specifies the number of
unique probes used.

Return J’

Let E| be the event that 4 succeed in the game Gzlflﬁr(ﬂl’ ,Lk), i.e. J/ = K[py for some o € [¢].

Note that o is random variable that is well-defined given E; (in case J' = K[py] for multiple
o € [t], we can take the smallest one). We note that since 4’ simulates the multi-challenge game

for 4 perfectly, Pr[E;] = Adv?ﬁfﬁ (4,Lk). Let E; C E; be the event that 4’ also guesses the

meskp

correct ¢, i.e. j = o in the game G%k’w

(4',Lk). We note that Pr[E;] = 1 - Pr[E{], since j is
independently uniform in [¢] and the distribution of (po,...,p;—1) does not depend on the value

of j. Notice that AdV}'? (',Lk) > Pr[Ey] = L-Pr[E] = 1. AdvI'W (4, Lk). 1

1.4 Big-Key Symmetric Encryption

In [11]], Big-Key symmetric encryption schemes are constructed modularly from Big-Key

encapsulation schemes. In this section, we present a block-based big key encapsulation scheme
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that is more efficient than achieved previously.

KEY ENCAPSULATION SCHEMES. A (symmetric, Big-Key) encapsulation schemes, on

input a big key K and a random string R, returns a (short) key K. The string R encapsulates the
short key K in the sense that any party holding the big key K can derive K from R. The security
of a key encapsulation schemes is captured by GllieEyY(ﬂ) (Fig. . In this game, a big key K is
randomly sampled. The goal of the two-stage adversary A4 is to guess whether the real-or-random
oracle, ROR, is returning real keys, derived using key encapsulation scheme KEY from randomly
sampled R, or randomly sampled keys that is independent of R. In its first stage, A4 gets access to
H and chooses a leakage function Lk and state . Next, the game computes L < Lk" (K) and run
the second stage of 4 with inputs L, ¢ and oracles ROR and H. A4 wins the game if it successfully

guesses the bit b. We define the following advantage of A4 against key encapsulation scheme KEY
Advi (1) =2-Pr |G, ()| ~ 1.

OUR CONSTRUCTION. Our random oracle model construction is given in Fig.

Theorem 1.4.1 Let k,b,x,t,r > 1 be integers. Let g =2°. Let KEY = XKEY gk x1,r be the
big-key encapsulation scheme associated to them as per Fig. Let A4 be an adversary making
at most t queries to its ROR oracle and leaking ¢ - b bits. Assume the number of H queries made
by A in its first stage, plus the number made by the oracle leakage function Lk that it outputs in
this stage, is at most q1, and the number of H queries made by A in its second stage is at most q».

Then

(2q1 +1—1)
2r+l

t.
AdviL () < qo-1-AdVP_(0) +

e (1.20)

The proof of Theorem|1.4.1|is deferred to Section|1.4.1

SAMPLING UNIQUE PROBES. In XKEY, we have outsourced the sampling of the unique

probes to the variable-range random oracle. We note that sampling from [£](® can be done via
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Algorithm SE.EncH (K, M) Algorithm SE.Dec™ (K, M)

R+s{0,1}"; K «+ KEY"(K,R) (R,C) < C

C <+ AE.Enc(K,M); C < (R,C) K «— KEYH(K,R)

Return C M «+ AE.Dec(K,C)
Return M

Figure 1.6: Big-Key Symmetric Encryption Scheme |11, Section 5], SE, using a standard
symmetric key encryption scheme AE and a key encapsulation mechanism KEY.

rejection sampling efficiently. For example, per Lemmal|l.7.1{in Section (1.7} it holds with all but
2737 probability that 4t samples from [k] contains T unique probes (hence for parameters involved

in Fig. the failure probability is less than 2712° since © > 43).

SYMMETRIC ENCRYPTION SCHEMES. To obtain a (big-key) symmetric encryption scheme,

one can plug our XKEY construction directly into the (big-key) symmetric encryption scheme (in
Fig.[[.6) by BKR. For security, we omit the details here and appeal to [[11, Theorem 13].
EFFICIENCY. Let k* = 8- 10! = 100 GBytes, and ¢* = 10 GBytes. Using b = 8-512 =
512 Bytes, our XKEY makes roughly the same number of H queries compared to [|11]] but makes
significantly less access into the big key K (43 vs. 271, Fig. [I.1)). In practical instantiations
where K is stored on slow storage medium (e.g. hard disk), this translate to 6x improvement in

efficiency.

1.4.1 Proof of Theorem 1.4.1]

Proof of Proof (of Theorem[1.4.1): Consider the games, Gmy, ...,Gmj3 defined in Fig. Let
KEY = XKEY ; t k1, We note that game Gmy, with the boxed code included, simulates the game
Gll((ng (A4) exactly for b = 1 case and outputs true when 4 outputs 1. Similarly, we note that Gms,

without the boxed code, simulates the game GlfnyY(ﬂ) exactly for b = 0 case and outputs true
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Game Gm,

k

K<slq]
For j«1,...,tdo
RIj] 5 {0,173 K[j] {0, 1}
P 5[k
Fori<1,...,tdo
If R[i] = R[/] then
bad < true; M
stage < 1
(Lk,5) <=4 (); L<s Lk (K)
stage < 2; b s ARORHo(g L)
Return (' = 1)
Ho(x,Img)
If not T [x,Img]| then
T'[x,Img] <—sImg
If stage = 1 then For j € [f] do
If x = R[j] and Img = [£](¥) then
bad < true; |T[x,Img] + P[/]]
If x = R[j]||/]j] and Img = {0, 1}* then
bad < true; |T[x,Img] + K[/]]
If stage = 2 then For j € [t] do
If x = R[] and Img = [k](¥) then
v, Img] + P[j]
If x = R[;]||/]j] and Img = {0, 1}* then
v, Tmg] K
Return 7 [x, Img]

Game Gm3

k

K<s|q]
For j«1,...,tdo
R[j]+={0,1}"; K[j] {0, 1}*
P[j} =[]
stage < 1
(Lk,0) <=s.4"1(); L<sLkH (K)
stage < 2; b +—s ARORHI (5 L)
Return (' =1)
Hi(x,Img)
If not 7' [x,Img]| then
T'[x,Img] <—sImg
If stage = 2 then For j € [r] do
If x = R[j] and Img = [k](¥ then
v, Tmg] + P[j]
If x = R[]||/]j] and Img = {0, 1}* then
bad < true; |T[x,Img] + K[/]]
Return 7 [x, Img]

ROR()
J < j+1;Return (R[j],K[/])

Figure 1.7: Games Gmy,...,Gms. All games share the same procedure ROR shown on the

bottom of the middle column.

when 4 outputs 1. Hence,

Adv, () = Pr[Gmg) — Pr[Gm;) .
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Game Gmy

K <s[q)*

For j« 1,...,tdo
RIj] {0, 1}7; K[j] -5 {0, 1}%
P s (0
stage < 1; (Lk,6) <A™ (); L+sLk™(K)
stage ¢ 2; b’ +—s ARORM (5 1)
Return (b' = 1)

Hs (x,Img)
If not Tp[x, Img] then
Tp[x,Img] <—sImg
If stage = 2 then For j € [t] do
If x = R[j] and Img = [£](¥ then
TO[x7Img] — P[.]]
If x = R[}]||/[j] and Img = {0, 1 }* then
bad < true
Return 7p[x, Img]

ROR()
j < j+ L; Return (R[j],K[j])

Figure 1.8: Game Gmgy. Note that Tj is a table obtained via coin-fixing.

Adversary B(L,ppy,---,PPi—1)

i+ 0; For j € [t] do
R[j]«s{0,1}"; P[j]<spp;

b s ARORH: (L)

o< [i]

Return Jy

ROR()
J < j+ L; Return (R[j],K[j])

Hs(x,Img)
If not Ty [x,Img] then
To[x,Img] <—sImg
If stage = 2 then For j € [t] do
If x = R[j] and Img = [£](¥ then
TO[x7Img] - P[]]
If Img = {0, 1}* then
R,'HJ,' —xi+i+1
Return 7p[x, Img]

Figure 1.9: Subkey prediction adversary B.

We will proceed to bound Pr[Gmy]. Note that Gmg and Gm; are identical-until-bad. Hence, via

the Fundamental Lemma of Game Playing [[19]

Pr[Gmg] = Pr[Gm,| + (Pr[Gmg| — Pr|Gm;])

(1.22)

< Pr[Gm;] +Pr[Gm; sets bad] .

Next, we claim that

Pr[Gm; sets bad] <

tt—1) t-q
or+l + or
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First, there is at most #(r — 1) /2! probability of collision in the r-bit values R[1],...,R[t] by the
birthday bound. Next, Hp sets bad only when stage = 1, and there are exactly ¢; Ho-queries when
stage = 1. We note that each Hp-query when stage = 1 has at most ¢ /2" probability of setting bad
since there are at most ¢ distinct values for R[1],...,R[t].

We proceed to bound Pr[Gm;]. We note that Gmy, with the boxed code included, is
equivalent to Gm;. Furthermore, Gmj3, without the boxed code, is identical to Gm; until bad is

set. Hence,

Pr[Gm;] = Pr[Gm;] = Pr[Gmj3| — (Pr[Gm;] — Pr|Gmj])
(1.24)

< Pr[Gms3] + Pr[Gmj sets bad] .

Lastly, we claim that

Pr[Gmj sets bad] < ¢» -t-AdV;lf,ET(E) , (1.25)

Notice that the theorem follows from Equations (I.21)), (1.22), (I.23), (1.24)), and (1.25). It
remains to show Equation (1.25)). The justification of Equation (1.25]) involves two step. First, we

argue that there is some fixing of the coins of A4, H1, Lk, which results in a deterministic leakage

function Lk’, an adversary 4’, and partial H table Tj such that
Pr[Gmj sets bad] < Pr[Gmy sets bad] , (1.26)
where Gmy is given in Fig. [[.8] Next, we show that

Pr[Gmy sets bad] < g2 - AdV ' rh (B,LK) < gp -1 Adv)T (0) (1.27)

by constructing a multi-challenge subkey prediction adversary B, which is given in Fig.
B will embed the probes given, ppy,...,pp,_; into the H response and run A4’. Tt will guess,

at random, one of the H queries of 4’ of the form (R||J,{0,1}*). Hence, if Gmy sets bad,
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then with at least qlz probability, B succeeds. The second part of Equation (1.27]) follows from
Lemmal|l.3.14] This justifies Equation (1.25]) and concludes the proof of the theorem. 1|

1.5 Big-Key Identification

IDENTIFICATION SCHEMES. An identification scheme ID specifies the following:

— Via prm <—s|D.ParamGen, parameter generation algorithm ID.ParamGen generates parameter

prm, which is a common input to all other algorithms.

— Via (sk, vk, hlp) <—s|D.KeyGen(prm), key generation algorithm ID.KeyGen is run by the prover
to generate secret key sk, corresponding verification key vk and a string hlp called the help string.
The last is information that, conceptually, can be viewed as part of the public verification key vk,
meaning public and available to the adversary, but to keep the verification key small, hlp is stored

by the prover along with sk.

— Via (com, st) <—s1D.Com(prm), commitment algorithm ID.Com is run by the prover to generate
its first message com, called the commitment, along with state information st that it saves.

— Via c+s{0, 1}'D‘Ch', the verifier generates a random challenge c to return to the prover.

— Viaz < ID.Rsp(prm, hlp, sk, st, c), deterministic response algorithm ID.Rsp is run by the prover
to generate its response Z.

— Viad < ID.Vrf(prm,vk,com,c,z), deterministic decision algorithm ID.Vrf returns a boolean

decision d for the verifier to accept or reject.

In the ROM, algorithms may have oracle access to the random oracle H. This syntax is non-

asymptotic, in that there is no explicit security parameter. Correctness requires that

Pr[Execute|p(prm, vk, sk, hlp)] =1

for all prm € [ID.ParamGen| and (sk, vk, hlp) € [ID.KeyGen(prm)|, where
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Game G}E‘i(ﬂl) Prover(i,args)
If pst[i] = L then / Commit

prm <s|D.ParamGen; s < 0
(pcom[i], pst|i]) <—sID.Com(prm)

(sk,vk,hlp) <—s1D.KeyGen(prm)
Return pcom(i]

st <_$/qisetupLeakg,Prover,H (prm,vk, hlp) .
(com,st’) s 4.Com" (st); If prsp[i] = L then éResponse
¢ s {0, 1}1D-Ch prspli] <—s1D.Rsp" (prm, hip, sk, pst][i], args)
74— ’q'RSPH(prm, hlp, sk, st', ¢) Return prspli]
d < 1D.Vrf™ (prm, vk, com, ¢,z) Return L
Return d
H(x, Img)
Leak(f) If T[x,Img] = L then T[x,Img] +—sImg

Lsf(sk) s s+]|L| Return T [x, Img]

If s < ¢ then return L else return L

Figure 1.10: Game defining security of identification scheme ID under pre-impersonation
leakage.

Game Execute|p (prm, vk, sk, hlp)

(com,st) <—s1D.Com(prm)

¢ s {0, 1}D-Chl

7 < ID.Rsp(prm, hlp, sk, st, c)
d < ID.Vrf(prm,vk,com,c,z)

Return d

SECURITY OF IDENTIFICATION SCHEMES. We give definitions allowing concrete-security

assessments. The core definition is that of adversary advantage. The notion captured is security
against impersonation under active attack [45, 15] in the further presence of leakage on the secret
key [6]].

Let ID be an identification scheme. Let £ be an integer representing a bound (in bits) on
the leakage. Let 4 be an impersonation adversary, made up of component algorithms 4.Setup,

A.Com, and A4.Rsp. We associate to these the game of Fig. First, the parameters and keys
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are generated. Next, A4.Setup is run with access to a leakage oracle Leak, a prover oracle Prover
and the random oracle H. The leakage oracle takes input a function Lk from the adversary and
returns leakage L = Lk(sk). This oracle can be called adaptively and any number of times, its
code ensuring that the total number of bits returned to the adversary does not exceed ¢. The
prover oracle allows an active attack in which the adversary, playing the role of a dishonest
verifier, can generate prover instances and interact with them. The commitment and state of
instance i are produced by the game and stored as pcom(i] and pst[i], respectively. If instance i
has been activated, meaning pst[i] # L, then the adversary can submit, via args, a challenge of
its choice, and obtain response prspli]. After exiting this setup phase, the adversary turns into a
dishonest prover, aiming to convince the honest verifier to accept. It produces its commitment via
A.Com, receives a random challenge ¢, and produces its response via 4.Rsp. The game returns
the boolean decision d of the verifier’s decision function. We define the leakage impersonation

advantage of A4 against ID to be
AdvP",(4) = Pr [GIE1(4)|

GROUPS. We fix a bilinear group description G = (G,Gr,g,e, p), where
— p > 3 is a prime number that will be the order of the groups
— G, Gr are (cyclic) groups of order p
— g € G is a generator of G

— e: G xX G — Gr is an efficiently computable, non-degenerate bilinear map. This means that (1)

e(g*,g") = e(g,g)" forall a,b € [p], and (2) (g, g) is not the identity element of G7.

We will base security on the assumed hardness of the CDH (Computational Diffie-Hellman) and

DL (Discrete Logarithm) problems in G. The definitions are based on games G°Y" and DL in
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Game Gcgdh(ﬁl) Game Gifﬁ’kﬂ(ﬂl, Lk)
For i € [k] do sk[i] < Z}}
pp s [k]®; e 2,
For j € [m] do

sk*[j] = LiZo (sk[ppli]][])¢’
L < Lk(sk); sk <sA4(pp,e,L)
Return (sk* = sk).

(G7GT7g7e7p) — g
x,y¢s[pl; hesA(G,8",8")
Return (h = gv)

Game DL;(A)

(G7GT7gae7p) — g
xes[plx s A(G,8")
Return (x = x')

Figure 1.11: Left: Games G'sgdh and DL g defining the security of CDH and DL problems in G.

Right: Game Giﬁ’m(ﬂ, Lk). Where Lk : [¢]* — [¢]’ is a leakage function. [k](" contains the

set of T-dimensional vectors over [k| with distinct entries.

Fig.|1.11] associated to G and an adversary 4. We define the following CDH and DL advantages:

AdvE" () = Pr{GE" ()]

Adv(4) = Pr[DLg ()] .

Hardness of CDH of course implies hardness of DL. Quantitatively, given 4, one can construct

A’ with similar running time such that
Advcg (a) < Advcgdh(ﬂl’).

ADW IDENTIFICATION SCHEME. We present a variant of ADW’s identification scheme [|6]],

which uses a random oracle to derive the challenges (as considered in [6]] without analysis). The
scheme ID = ADW([G, k,m,7,r] is parameterized by a bilinear group description G and positive
integers k,m,T,r. We require that m > 2 and kK > T > 1. Here k is the number of blocks of
the secret key, where each block is an m-dimensional vector over Z,, and 7 is the number of
probes that algorithms make into the secret key. The parameter r determines the challenge length,

meaning we set |ID.c = r. The algorithms |D.ParamGen, ID.KeyGen,ID.Com,ID.Rsp, ID.Vrf are
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ID.ParamGen() ID.Com(prm) Derive!! (R)
Fori € [m] do gi <G ys(Z,)" pp « H(R,[k]®)
Return (go,...,8m—1) a4 HT;OI i[j] e<+sH(O|R,[p]); c* <sH(1||R,[p])
Return (a,y) Return (pp,e,c*)
ID.KeyGenH(prm) ID.RspH(prm, hlp, sk,st,c) ID.Ver(prm,vk,com,c,z)
s<sZp,vk <+ g’ (pp,e,c*) Derive! (c) a < com
For i € [k] do For j € [m] do (pp,e,c*) Derive' (c)
skli] <= (Z,)" sk*[j] = XiZg sklpp[il][j]-¢' | (Pk",0%,2) <z
pk[i) T2y &V | pke « TTZ) pk[ppli]¢ A (' 8" =alpk'))
oli] < (H(i,G)pk[il)* | o* « [T, olpp[il] hi < e(pk* [TZg H(ppli), G), vk)
hlp < (pk,o) For j € [m] do hy < e(c*,g)
Return (sk, vk, hlp) 24 y[j]+c* - sk*]j] B« (h =hy)
Return (pk*,6*,7) Return (A A B)

Figure 1.12: Algorithms of identification scheme ID = ADW([G, k,m, T, r| associated to bilinear
group description G = (G,Gr, g, e, p) and parameters k,m, T, r satisfyingm > 2 and k >t > 1.
Here H is a variable range function, meaning H(-,Img) returns outputs in the set (described by)
Img. In addition, algorithms KeyGen, Com, Rsp, Vrf also takes prm as argument.

given in Fig.[1.12]

Intuitively, the scheme consists of k generalized Okamoto identification scheme [74, 6],
and one instance of BLS signature scheme [28]. Each block of the secret key (in Z;,”) is a
secret key for a generalized Okamoto identification scheme of dimension m. The public keys,
pkl[0],..., pk[k—1], of the k Okamoto’s identification schemes, are signed using the BLS signature
scheme under signing key s, yielding signatures G[0],...,6[k — 1]. The public verification key of
the identification scheme, consists only of the verification key, vk, of the BLS signature scheme.
During identification, a random 7T instances out of k instances is chosen (via H by the verifier) and
compressed via polynomial evaluation to sk*, pk*, and 6* by the prover. During response phase,
the prover, in addition to answering the challenge from the Okamoto identification scheme, needs
to transmit pk™ and ™ to the verifier. We note that the signing key, s, of the underlying signature
scheme must not be visible to the attacker. This signing key is simply be discarded after KeyGen.

(However, we note that, as ADW has pointed out, there are advanced uses of this key such as
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updating the big secret key.) The correctness of ID = ADW[G, k,m,7,r] is checked as follows.
Let prm € [ID.ParamGen| and (sk, vk, hlp) € [ID.KeyGen(prm)]. We claim that, during a honest
execution of the protocol (Executeip(prm, sk, vk, hlp)), the flags A, B in ID.Vrf will both be set to

true. A is set to true because

Tt = T el
i=0 i=0

m—1 m—1
=11 gl (I1 e =g pk*e .
i=0 i=0

B is set to true because

T—1 ) T—1 1—1 .
e(pk” I_IO H(pp[i], G)* ,vk) = e(I_IO pk[pplil]¢ I_]O H(ppli],G)", ")
T—1 )
= e(JJ((pk[pp[il]H(pp[i], G))*)* . &)

Il
- o

T

= ([ (olppli))*¢) = e(c"8) -

Il
o

Hence, Pr[Executeip(prm, sk, vk, hlp)] = 1, and ID satisfies correctness.

EFFICIENCY. As pointed out in [6]], the identification scheme has nice efficiency prop-
erties. First, the public key (verification key) is very short (one group element). Second, the
communication costs of all phases are very small. The bulk of communication happens in the
response phase, which outputs 2 group elements and m elements from Z,,. Third, the scheme has
probe complexity depending T, which can be made small while preserving security. In particular,
during each run of the protocol, only 7T locations of the secret-key will be accessed (each location
consist of m elements of Z,). Fig. demonstrates the computation and communication costs of

different operations. Note that very small values of T makes the scheme insecure. The crux of the
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Table 1.2: Left: Table illustrating computation and communication cost of different operations
of the identification scheme ADWg i uz-. Chl here represents the challenge phase of the
protocol. Right: Example parameters for ADW scheme to achieve 128-bit security. The
schemes uses group of size p such that 2°'! < p < 25!2 and we impose a bound on the leakage
of 10% on a big-key of size 100 GB = 8 x 10'! bits. For each value of m on the left column, we
look the value of T needed to achieve 128-bit security for the identification scheme, both using
our bound and using ADW’s bound.

Computation cost
KeyGen Com | Chl | Rsp Vrf
Example parameters
Mult G k-m m—110 | 2t m+T m | ©(Us) | T (ADW)
ExpG | k(m+1)+1 m 0 |2t—2 | t+m+1
2 718 3951
Mult Z, 0 0 | 0] m 1
4 349 2397
Exp Z,, m 0 0 2t T
e eval 0 0 0 0 1 ° |2 o1
Comm o 16 | 201 1840
_ ommu 1ca o 0cos S > 32 | 180 1771
z ] 0 0 . 0 64 | 169 1739
{0, l}r - 0 1 O 0

security analysis amounts to giving a lower bound of T for a desired security level. Here is where

we make significant concrete security improvements over ADW.

CONCRETE-SECURITY ANALYSIS. Before we present the theorem stating the concrete

security of the ADW identification scheme, we first need to define the following special subkey

prediction game. The game Gif;‘?kﬂ(Lk,ﬁl) (Fig. |1.11)) captures a particular type of subkey

prediction game in which the subkey is interpreted as a tuple of polynomials. In this game, the
adversary A4 needs to predict the value of these polynomials at a random point e, which is given

to 4. We define the following prediction advantage

AV (f) = max Pr |GPSP a,Lk)|.
pmkild) A, Lk:(Z)E—(2Z)! pmt LK)

We state a theorem which captures the concrete security of the ADW identification scheme.
The theorem streamlines the original analysis of ADW to a precise relation of advantages, which

allows us to instantiate parameters of practical sizes.
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Theorem 1.5.1 Let G = (G,Gr,¢g,€,p) be a group with efficient pairngs. Let 1D = ADW g i . r
be the ADW identification scheme shown in Fig. Let 4 = (A4.Setup, 4.Com, 4.Rsp) be
a leakage impersonation adversary. Let q denote the number of H queries plus the number of
Prover queries that A.Setup and A.Com makes. Fig.[l.14|and Fig. gives two adversaries
Acdn and Ay such that

. 1
Advip"(A)7 < AdVE™ (Aean) +m - AdVE (Aq) + Ad"fjﬁk,r(“g +k/m) + % + P (1.28)

Additionally, let t| be the running time of A.Setup, ty be the running time of 4.Com, t3 be the
running time of A4.Rsp, and let t4 be the running time of |D.KeyGen. We have that the running

time of A.qn and Ay is approximately t| +1t, +2 - t3 + 4.

The proof of Theorem [I.5.1]is given in Section [I.5.1] The following lemma relates
Advzsrl;pm(f + k/m) to the large-alphabet subkey prediction advantage (as bounded in Sec-

tion|1.3.3)).

Lemma 1.5.2 Let p,m,k, %,/ be positive integers, then

k k
ADR, (1) < \/Adv;,gm

T
(@‘i‘l—)

pskp
p7k7k>T

We note that with Lemma [1.5.2] we can bound the term Adv (¢) for any value

p,m,k,T,¢. Hence, the only term that is not explicitly bounded on the right-hand side of
Equation (1.28) are Advcgdh(ﬂl) and m - Advcgdh(ﬂl), which can be assumed to be small when

the CDH and DL problems are suspected to be hard in group G.

COMPARISON WITH ADW’S ANALYSIS. Our analysis of ADW’s identification scheme

improves upon the original analysis in the following ways. First, we analyze the scheme in
which the challenge is generated using a random oracle directly. (The construction that uses

a random oracle to derive the challenge is mentioned to be secure in [6] with no proof.) Sec-
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ond, while ADW’s analysis is offered in the asymptotic case, we state and prove a reduction
that gives concrete security, which lead to practical instantiation of parameters. The reduction
gives a bound of the impersonation advantage in terms of three dominating quantities: CDH

and DL advantages in G, and a special form of subkey-prediction advantage under polynomial

pskp

Dk .(Lk,4). Hence, giving a good numerical bound of the impersonation

compression, Adv

pskp

»m k(LK A). Here is where we make significant improve-

advantage amounts to bounding Adv
ments: we use the large-alphabet subkey prediction lemma (Theorem [[.3.T)) as well as a tighter
polynomial-evaluation entropy preservation lemma (Lemma|l.5.2)) to give significantly better

concrete bounds. The comparison of parameters can be found in Fig.[1.2]

PARAMETER INSTANTIATION. We give an example instantiation of the ADW identifica-

tion scheme with 128-bits security. First, we find a pairing friendly group G with symmetric
pairing e : G X G — Gr. Because of the square-root loss of security, we need 256-bit of se-
curity for CDH and DL in G. Hence, G needs to be of size roughly 512 bits. We consider
G = (G,Gr,g,e,p), where p is a prime of roughly 512 bits (2°'! < p < 2512). We represent
elements in Z,, using exactly 512 bits. We pick a big key size of 100 GB, i.e. k* = 8- 10!, For a
choice of m > 2, we have that the block size in bits is b = m-512. We let k = k* /b be the size
of the big key in blocks. We fix a leakage rate of 10%. By Theorem (1.5.1| and Lemma
to achieve 128-bit security for the identification scheme, we need 512 bits of security from

AdvSkp

k
omic(L+ ). Hence, we need

T = Probes;: ¢« s(m-512)

probes. Values of Probes;- s« i« (m-512) versus various values of m is shown in Fig.

using both our bound and ADW’s bound.

ENTROPY PRESERVATION UNDER POLYNOMIAL EVALUATION. Lemmal[l.5.2)relates the

prediction advantage to the large-alphabet subkey prediction advantage. Note that our bound is
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quantitatively better than [[6, Corollary A.1]. In particular, we prove % rate entropy preservation
while ADW proves a rate of % Before proving the lemma, we define the following quantities
for jointly distributed random variables (X,Y). Let X be a random variable, the prediction and

collision probability of X is defined, respectively, to be
Pred(X) = maxPr[X =x], CP(X)=Pr[X =X],
X

where X' is an independent random variable that is identically distributed to X. Additionally,
suppose that (X,Y) are jointly distributed, we define the conditional prediction and collision

probability of X given Y, respectively, to be
Pred(X | ¥) = Ey[Pred(X | ¥)], CP(X |¥)=Ey[CP(X |Y)].

We note that Pred(X | Y) and CP(X | Y) are random variables in Y. We need the following

well-known lemma,

Lemma 1.5.3 Let (X,Y) be jointly distributed random variables, then
CP(X|Y) <Pred(X |Y) <\/CP(X |Y).

Proof: For each value y of the random variable Y, we consider the probability mass function of

the random variable X | Y =y, Pxjy_,(-). We note that
Pred(X | Y =y) = max Pxjy_,(x) ,
X

P(X|Y=y) ZPX\Y_y
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First, we derive that

CP(X | ¥ =) = (max Pyy—y(x) ) - ¥ Pejy—y (x) = Pred(X | Y =).

Taking expectation over y sampled from Y on both sides of the above equation, we obtain that
P/rved(X 1Y) < EIVD(X | Y). Next, we note that viewing Pred(X | Y =y),/CP(X |Y =y) as 1-

and 2-norms of Py|y_,(-) respectively, we have Pred(X | ¥ =y) </CP(X | Y =y). Hence, by

the above property and Jensen’s inequality

Pred(X | Y) = Ey[Pred(X | Y)]
< Ey[vCPX | Y]]
< VEy[CPX | Y]]

=CP(X|Y). I

Proof of Lemma m: Let 4 be any adversary and Lk : [¢]* — [¢]’ be a leakage function.
Consider the sample space defined by the experiment Ggiﬁf ki (A4, Lk) (all the coins used by the

experiment and adversary ). We consider all the variables used inside Ggs,l;pkx(ﬂl, Lk) as random

variables (e.g. sk* and L = Lk(K)). We note that
Pr [Gp“‘p (ﬂ,Lk)} < Pred(sk* | pp,L,e) .

p’m7k7T

Furthermore, by Lemma

Pred(sk* | pp, L,e) < \/CP(sk™ | pp,Le) .

We now need to bound CNP(sk* | pp,L,e). To compute this quantity. We consider another
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pskp

independent execution of G Dk

(A4,Lk), where the variables in the second execution is denoted
with’, e.g. sk’. We restrict to the event that Lk(sk) = Lk(sk’) and pp = pp’. We define polynomials
P1,--.,pj, which are functions of sk,sk’, pp, p;(x) = Y= (sk[pp[i]][j] — sk'[ppi]][j])x'. Notice
that these polynomials are of degree at most T. If sk # sk’, then at least one of p j 1s a non-zero

polynomial, and has at most T roots. Hence, if sk # sk’, over a independently uniform e, the

probability that p;(e) = 0 is at most % when p; is not the zero polynomial. Finally, we derive that

(/:IVD(sk* | pp,L,e) = Epp.Le [CP(sk* | pp, L, e)}
< Epp..e|Pr[sk[pp] = sK'[pp] | pp, L]
+Pr [Vj € m] : p;(e) = 0 | sk[pp] # sK'[pp). pp, L]

= CP(sk{pp] | pp, L) +E [Pr[¥j € [m] : p;(e) = 0]

— T
< Pred(sk[pp] | pp,L) + »

k T
S Adv;rg,k,‘t(g) + ; . I

1.5.1 Proof of Theorem 1.5.1]

We follow the proof technique used by [6]. Let ID = ADWg f .« - be the ADW identifi-

cation scheme. The reduction is very similar to the reduction from [|6, Appendix B.5]. Rewind
attemps to run a given leakage impersonation adverasry A4 twice with two different programmed
challenges that only differ in the element ¢* (R and e stay the same). Rewind takes an algorithm
Gen that generates (prm, vk, sk, hlp,T), where T is the table used by H. Rewind simulates H for
A using H, as decribed by the code. Rewind returns the success status of the rewinding process,

along with the two responses of the two executions (z1,z2), plus the honest response (z*) and the
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Game Rewind' (Gen, 4) ’Rewindz(Gen,ﬂ)‘
(prm, vk, sk, hlp,T) < Gen(); s + 0
st s .4.Setupleak-Prover.Hr (prm, vk, hlp)
(com,st’) « 4.Com" (st); ¢  {0,1}'D-Ch!
T[0llc, [pl] = [p)s T [1]lc, [p]] < L
Tilc, (k)] < [k]V); T « Ty
If Cc] then
bad < true
T 0lle, [p]] = Ls T[1le, [p]]  Ls Tle, [@)] « 1]
21+ A.Rsp™Til(st )
2+ A.Rsp™ Bl (st )
For j € [m] do y[j] < 0
(pk*,0*,2*) < ADW.Rsp™® (prm, hip, vk, sk, y, ¢)
(pp,c,e) + Derive(c)
For j € [m] do sk*(j] « X (sk[ppli][j])e
A+ Verf[T]](prm,vk,com,c,zl)
B« Vrft(B (prm,vk,com,c,z;)
C < (T[llle, [p]] # T2[1]|e, [p]])
Return (AANBAC,z1,22,2%,8k™)

Gen()

prm <—s ParamGen(); (vk, sk, hlp) <—s KeyGen(prm)
Return (prm, vk, sk, hlp, L)

H¢[T'](x,Img)

If Img = [p] then b||x + x

Clx]  true

If T'[x,Img] then return T [x,Img]

If 77 then
If not 7'[x,Img] then T’[x,Img] <—s Img
Return 77 [x, Img]

Else if not 7'[x,Img] then T'[x,Img] <—sImg

Return 7 [x, Img]

Prover(i,args)

If pst[i] = L then // Commit
(pcom([i], pst[i]) < 1D.Com(prm)
Return pcom|i]

Else If prsp[i] = L then // Response
prspli] <s1D.Rsp™* (prm, hip, sk, pst[i], args)
Return prspli]

Return L

Figure 1.13: Game Rewind' and Rewind® (boxed). The oracle Leak is the same as the one

given in Fig. [I.10]

honestly generated and compressed secrete key (sk™). Let x € {1,2}, we use Pr[Rewind*(Gen, 4)]

to denote the probablity that the first component of the output of Rewind” is true. First, using the

well-known rewind technique [15], we will argue that

Pr[Rewind!(Gen, 2)] > Advigfz(ﬂl)z 5

! . (1.29)

We now justify Equation (1.29). We consider the event that the flags A, B,C are all set to true.

Notice that the marginal probability that A is true and the marginal probability that B is ture are

both exactly Pr[G}Bpé (A4)]. We partition the random tape for G:g?z(ﬁl) into two parts: the random
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Adversary A.an(G, v, h) Adversary 44 (G,X)
(G,Gr,8,e,p) < G (t,21,22,2%,5k") < Rewind*(Geng;, 4)
(t, zl,z2,z sk ) Rewindz(Gencdh,JZl) (pk*,GT,z(l)) — 7
(p 17617 ) 2 (Pk§753a2(2)) 22
(pk3,035,2%) < 2 (pk*,6%,7") « z*
(pk*,0",2") " For j=1,...,mdo
& ((06})1/(03)2) -6 sk [j] + (V[ =22 [j]) /(] —¢5)
o=y 1) =7 —xiei=3) | x4 (Siepu oy (k1] — sk (1)) /(sk* [p] - sk [p])
s <« (6)1/® Return x
Return s’ Genai()
Gencgn() psiml; gp + X
(G,Gr,g,e,p) < G For j € [m] — {p} do
For j € [m] do XjsZp, 8 &Y
Yj < Zp: 8j < hY prm = (0, -,8m—1,8)
prm = (g0, ,8m—1,8); Vk < v (pk, sk, hlp) <— ADW.KeyGen(prm)
For i € [m] do Return (prm, pk, sk, hlp, L)
k] « [p}"s pkli] < T 7Y
Bi < [p]; oli] « vk
Ti,G] + g/ pkli]
hlp < (pk,o)
Return (prm, vk, sk, hlp, T')

Figure 1.14: Left: Adversary A.qy. Right: Adversary Ay,.

tape that is used upto right before A4.Rsp is run, and the rest of the tape that is used after 4.Rsp
starts its execution. Let 7' be a random variable denoting the first part of the random tape. For any

imp

value of T, say ¢, we let G(¢) be the game G,',(A) with the first part of random tape fixed to 7.

54



We have that

Pr [Rewindl(Gen,ﬂl)} =Pr[ANBAC]
=Er[Pr[ANBAC| T]]
>Er[Pr[AAB|T]—Pr[=C| T]]

:awmxnﬁ—%

where at the last step we used Jensen’s inequality and the convexity of squaring. This justifies

Equation (1.29). Second, we argue that
Pr[Rewind! (Gen, 4)] — Pr[Rewind?(Gen, 4)] < Pr[Rewind! (Gen, 4) sets bad] = % . (1.30)

This is because the size of the table C is upper-bounded by the number of queries that 4.Setup
and 4.Com makes to H and Derive, which is ¢. Next, we attempt to bound Pr[Rewind?(Gen, 4)].

We define the following events in the game Rewind?(Gen, 4).

(pky)(V)

E: AABACA( i
(pk3)(©)

= (pk")i7%) |

kp)(D) et
(pki) 3 # (pk™)a Cz> :

E: AABACA(
(k) €

Notice that per construction of the events,

Pr[Rewind?(Gen, 4)] = Pr[E] + Pr[E] . (1.31)
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Consider Aqy, (Fig.|1.14) and A4 (Fig.|1.14), which attemps to break CDH and DL problem:s,

respectively, using Rewind?. We will show the following (in)equalities

Pr{E] = AQv(" (Acan) , (1.32)
and
k
PrlE] < m- Adv}(Aq) + AdVDP, (£+ ). (1.33)

This part of the analysis follows from [6, Appendix B.5] and we restate their derivation here.

Assume E or E, since the signatures verifies, for w = [T, H(ppli], G)e[, we have
6" = (pk'w)’, o1 = (pkiw)* , 63 = (pkaw)” .

If E happens, the following two values are distinct

* 1\ oF N
((51)51 _ (W(c‘{cj) (pkl)cl> : (6*>c’1*7c§ _ <Wc*{fc§(pk)c‘{fc§>s

pk3)©

—~

Hence, the value 6 computed by A.qp is

(pk3)  (pk*)i—a

Therefore, 4.4, can compute g* and solve the CDH problem that it was given. This concludes

the proof for Equation (1.32)). If E happens, then we claim that sk* = sk with probability at most
Advzf}:iﬂ (£+k/m). This is true per definition of Advzflk(iﬂ(ﬁ +k/m). Notice that if sk* # sk,
then with probability 1/m, 4y can solved the DL problem that it embedded into the parameters.
This is because Ay has two representation of pk™ in the basis g, ..., gn_1, namely sk* and sk.

This concludes the proof of Equation (1.33). Notice that Equations (I.29)), (I.3T)), (I.30), (I.32),
and (1.33)) together implies the theorem. Finally, notice that 4.4y, and Ay has roughly the running
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time of Rewind? and ADW.KeyGen, which is about t; +1, +2t3+ 4. |

1.6 Proofs of Lemmas[1.3.2,[1.3.3, and [1.3.4

We need the following version of Stirling’s approximation of n!.

Lemma 1.6.1 [77] Foranyn € Z™,

We first prove Lemma|I.3.2]

Proof of Lemma([1.3.2; We first show the lower bound Equation . Notice that by definition
of Hy(r/k),
) = (q = 1Y R (1= R

Hence, by Lemma([I.6.1]

i=0
k!
>(g—1)
z(q—1) ri(k—r)!
V2mk(k ke
> (g1 Ve ;
VIRr(L)rets \/2m(k — 1) (KL e TR
__kHy(r/k) ke

2nr(k — r)eﬁe G

_ quq (r/k)—¢e(k,r) )
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Now, we assume that r < k — k/q and derive the upper bound, Equation (1.7).

Byi(r) _ ola—1'(5)

P e e
:,:io(k> ) (r k) (1= r /)T
=% (i) a0 (i)
<% (§)am v <<q a=m)
:lg(k) (/R (1 = r /)
sl_fo(k> (r/K) (1= r/k)E

where the first inequality is by the fact that r/k < (¢—1)(1 —r/k) if r <k—k/q. 1Lemma
follows from Lemma Proof of Lemma [1.3.3; Per definition of rd,x(N), it suffices to

show that

Bq,k(r) S N 5

for r = LHq_l(logq(N)/k) -k|. Per definition of Hq_l, r < (1—1/q)-k. Hence, we can apply
Equation (1.7)) and obtain

By i(r) < gt/ < gy (Qog,(N)/K) — py :

7

Lastly, we prove Lemma|[[.3.4]
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Proof of Lemma [1.3.4: We first show the lower bound that

1
log,(q)

min(x,1 — =) — <H '(x). (1.34)

Note that this is trivially true if the left-hand side of Equation (1.34) is negative. Hence, we
suppose that the left-hand side of Equation (I.34) is non-negative. As noted before, H, is
increasing in the domain [0,1 — 1/g]. Additionally, note that min(x,1 —1/¢) — 1/log,(q) <

1 — 1/q. Hence, it suffices to show

. 1 1
H, <m1n(x, =)= 1og2(q)) <x. (1.35)

We consider two cases. Case 1, x < (1—1/g). Case 2, (1 —1/g) < x < 1. We claim that both

cases follow from the equation below, which holds for x € [log,(g), 1].

1

Hy (o= log, ()

) <x. (136)

Case 1 is directly implied by Equation (I.36). For case 2, note that the left-hand side of
Equation (1.34) always evaluate to 1 —1/g — 1/log,(q). Hence, by Equation (I.36), H,(1 —
1/g—1/logy(q)) < 1—1/g <x. Finally, we justify Equation (1.36). Recall that H,(x) =
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Hy(x)/1ogy(q) +xlog, (g — 1). We compute

Hylx = logi(Q) )= = (fo;?) Tl logi(q) ogg(a—1)
_ 1 —1
< ooty THorle ) - Ofgg(iq) |
~fom@ H s - 101g§g<§,(;)1>
=x+ logi @ (1— logq( (q _ql(;ziz)(;_ )
<x+ logi o (1—1log,(q))

Next, we show the upper bound that
H '(x)<x(1--). (1.37)

Similar to the lower bound we just obtained, we note that it suffices to show H,(x(1 — é)) > X.

Let us define, for x € [0, 1]:
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We will show that H,(1(1 —1/q)) = x+ f(x). The derivation is as follows.

Hy(x(1-1/q))
—x(1-1/q)log,(g— 1) = x(1~ 1/g)log, (x(1 - 1/q))
— (1 =x+x/q)log,(1 —x+x/q)
> xlog,(q—1) —x/qlog,(¢—1)
—x(1 = 1/g)(log,(x) +log, (1 — 1/g))
— (1 —x+x/q)log,(1 —x+x/q)
=xlog,(¢—1) —x/qlog,(g—1)
—xlog, (x) —xlog, (1 —1/q) +x/qlog,(x) +x/qlog,(1—1/q)
— (1 =x+x/q)log,(1 —x+x/q)
—x(log,(g—1)+1og,(4/(q — 1)) — ¥log,(x)
—x/q(10g,(q — 1) +log,(1/x) +log,(a/ (g~ 1))
— (1 =x+x/q)log,(1 —x+x/q)
= x+x/qlog,(x/q) — xlog,(x) — (1 —x+x/q)log,(1 —x+x/q)

=x+f(x).

Lastly, we show that f(x) > 0 for any x € [0, 1]. First, we check that f(0) = f(1) = 0. Next,

check that the second derivative of f,

i . g—1
f (X) _x((]x—q—X) §07

is at most O for any x € [0, 1]. We omit the details of the derivative computation here. Hence, f is
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concave over the domain [0, 1], with f(0) = f(1) = 0. Thence, f(x) > 0 for all x € [0,1]. 1

1.7 A Rejection Sampling Lemma

We prove the following lemma, which allows one to efficiently sample from [k](®), for

appropriately constrained integers k, T, via rejection sampling.

Lemma 1.7.1 Let T,k,c be positive integers. Suppose k > 2(c+1)-7% Let x1,...,x +s[k] be

i.i.d samples, where
CcT

log, (k) —log((c+1)72)

t:1+[ -‘gr—kcr.

Let S = {xi1,...,x}. Then

Pr{|S| < 1] <277

Proof: Let 8 =t — 1. Since k > 2(c+ 1) -1, we have log, (k) —log,((c+ 1)t?) > 1. Hence,
d < c¢-t. Define S; = {xy,...,x;}. Hence, Sp = 0 and S; = S. Suppose that |S| < T, then there
exists at least & positions 7 such that x; € S;_;. Since x; is a independent uniform sample from [k],

the probability that x; € S;_; is |S;_1|/k, which is at most T/k. Hence,

st <4< (73°) P

((c—;l)t) (£>5

<(c +k1)12>5 -

IN

IN

Hence,

(c+1)1?

log, (Pr[|S| < 1]) < 8log,( )< —c-T. |
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Chapter 2

Tight and Non-rewinding Proofs for

Schnorr Identification and Signatures

2.1 Introduction

It would not be an exaggeration to say that Schnorr identification and signatures [[79]]
are amongst the best-known and most influential schemes in cryptography. With regard to
practical impact, consider that Ed25519, a Schnorr-derived signature scheme over twisted Edwards
curves [20], is used, according to TANIX [55]], in over 200 different things. (OpenSSL, OpenSSH
and GnuPG to name a tiny fraction.) Meanwhile the algebraic structure of the Schnorr schemes
has resulted in their being the basis for many advanced primitives including multi- [66, |14} 8, 63],
ring- [2, 53] and threshold- [84,|59] signatures.

Proving security of these schemes has accordingly attracted much work. Yet, all known
standard-model proofs [76, |1, 58] exhibit a gap: the proven bound on adversary advantage
(success probability) is much inferior to (larger than) the one that cryptanalysis says is “true.”
(The former is roughly the square-root of the latter. Accordingly we will refer to this as the

square-root gap.)
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The square-root gap is well known and acknowledged in the literature. Filling this long-
standing and notorious gap between theory and practice is the subject of this paper. We start with

some background.

SCHNORR SCHEMES. Let G be a group of prime order p, and g € G a generator of G. We

let ID = SchID|[G, g] denote the Schnorr identification scheme [[79]] (shown in[Figure 2.3). The
security goal for it is IMP-PA (impersonation under passive attack [44]). The Schnorr signature
scheme DS = SchSig[G, g] [[79] is derived from ID via the Fiat-Shamir transform [45] (also shown
in[Figure 2.3). The security goal for it is UF (unforgeability under chosen-message attack [50]) in
the ROM (random oracle model [18]]).

Recall that, G, g being public, the DL problem is for an adversary, given X = g*, to recover
x. Since we will introduce variants, we may, for emphasis, refer to DL itself as the “basic” version
of the discrete-logarithm problem. Existing standard-model proofs for both ID and DS [[76, 1, 58]
are based on the assumed hardness of DL. The heart of the proof for DS, and the cause of the
square-root gap, is the rewinding reduction in the proof for ID. This makes ID the first and most

basic concern.

THE SITUATION WITH ID. The simplest proof of IMP-PA for ID = SchID|G, g| uses the

Reset Lemma of [[15]]. It shows that, roughly:

. 1
eMPP(r) <y Jedl (1) + —, (2.1)
p

where €™PP3(¢) is the probability of breaking IMP-PA security of ID in time ¢ and €%(¢) is the
probability of breaking DL in time ¢. To draw quantitative conclusions about £™P™P2(¢) as required
in practice, however, we now also need to estimate €! (t). The accepted way to do this is via the

Generic Group Model (GGM) bound [81]], believed to be accurate for elliptic curve groups. It

65



says that

iy~ — . 2.2
e’ (1) . (2.2)

Putting together the two equations above, we get, roughly:

imp-pa !

£ < (2.3)
There is, however, no known attack matching the bound of Eq. . Indeed, the best known
time ¢ attack on ID is via discrete-log computation and thus has the considerably lower success
probability of 12/ p. For example if p ~ 22°° the best known attack against ID gives a time 7 = 250
attacker a success probability of t2/p = 27, but Eq. only rules out a success probability of

t/\/P= 2748 The proof is thus under-estimating security by a fairly large margin.
Accordingly in practice the proof is largely viewed as a qualitative rather than quantitative
guarantee, group sizes being chosen in ad hoc ways. Improving the reduction of Eq. (2.1)) to

bring the theory more in line with the indications of cryptanalysis has been a long-standing open

question.

TIERS AND KNOBS. Before continuing with how we address this question, we draw

attention to the two-tiered framework of a security proof for a scheme S (above, S = ID) based on
the assumed hardness of some problem P (above, P=DL). The first tier is the reduction from P. It
is represented above by Eq. (2.1). The second tier is the estimate of the security of P itself, made
(usually) in an idealized model such as the GGM [81] or AGM (Algebraic Group Model) [47]]. It
is represented above by Eq. (2.2). Both tiers are necessary to draw quantitative conclusions. This
two-tier structure is an accepted one for security proofs, and widely, even if not always explicitly,
used.

In this structure, we have the flexibility of choice of P, making this a “knob” that we

can tune. Creative and new choices of P have historically been made, and been very valuable
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in cryptography, yielding proofs for existing schemes and then going on to be useful beyond.
Historically, a classical example of such a (at the time, new) P is the Diffie-Hellman problem; the
schemes S whose proof this allows include the Diffie-Hellman secret-key exchange [39]] and the
El Gamal public-key encryption scheme [43]]. An example P closer to our work is the One-More
Discrete Logarithm (OMDL) problem [13]], which has by now been used to prove many schemes
S [15,[37,175, 46l 40]. But this knob-tuning approach is perhaps most visible in the area of bilinear
maps, where many choices of problem P have been made, justified in the GGM, and then used to
prove security of many schemes S. In the same tradition, we ask, how can we tune the knob to fill

the square-root gap? Our answer is a choice of P we call MBDL.

MBDL. Our Multi-Base Discrete Logarithm (MBDL) problem is a variant of the One-
More Discrete Logarithm (OMDL) problem of [13]. Continue to fix a cyclic group G and
generator g of G. In MBDL, the adversary is given a challenge Y € G, a list X1, X>,..., X, € G*
of generators of G, and access to an oracle DLO that, on input i, W, returns DLg x,(W), the
discrete logarithm of W, not in base g, but in base X;. To win it must find DLg 4(Y), the discrete
logarithm of the challenge Y to base g, while making at most one call to DL O overall, meaning
it is allowed to take the discrete log of at most one group element. (But this element, and the
base X;, can be chosen as it wishes.) The number of bases n is a parameter of the problem,
so that one can refer to the n-MBDL problem or assumption. (Our results will rely only on
1-MBDL, but we keep the definition general for possible future applications.) The restriction
to at most one DL O call is necessary, for if even two are allowed, DL(;jg(Y) can be obtained as
DLO(1,Y)-DLO(1,g)~! mod p where p = |G]|.

CORE RESULTS. We suggest that the square-root gap of Eq. (2.1) is a manifestation

of an unformalized strength of the discrete logarithm problem. We show that this strength is
captured by the MBDL problem. We do this by giving a proof of IMP-PA security of the Schnorr

identification scheme ID = SchID[G, g] with a tight reduction from 1-MBDL.: letting &' ™" (¢)
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Table 2.1: Speedups yielded by our results for the Schnorr identification scheme ID =
SchID[G, g] (top) and signature scheme DS = SchSig[G, g| (bottom). The target for the first is
that IMP-PA adversaries with running time ¢ should have advantage at most €. We show the log
of the group size p; required for this under prior results (i = 1), and our results (i = 2). Assuming
exponentiation in G is cubic-time, we then show the speedup ratio of scheme algorithms. The
target for the second is that UF adversaries with running time ¢, making g, queries to H, should
have advantage at most €, and the table entries are analogous.

Schnorr Identification
t e | log(pi) | log(pz) | Speedup s = (log(p1)/log(p2))?
280 | p—48 256 208 1.9
204 | 264 | 256 192 2.4
2100 1 =156 | 517 356 3
Schnorr Signatures
t | qn| & |log(p1) |log(p2) | Speedup s = (log(pi)/log(p2))?
280 | 260 | p—48 316 268 1.6
264 1 250 | 2-64 | 306 242 2.0
2100 1280 1 2—156 | 597 436 2.5

be the probability of breaking the 1-MBDL problem in time ¢, Theorem [2.4.1] says that, roughly:

~ 1
gmPPa () < glmmbdl(py 4 — (2.4)
p

Eq. (2.4) does not suffer from the square-root gap of Eq. (2.1)). Progress. But this is in the first of

the two tiers discussed above. Turning to the second, we ask, how hard is MBDL? Theorem [2.5.1

shows that, in the GGM, roughly:

2
81-mbdl(l‘) ~

: 2.5)
p

That is, 1-MBDL problem has essentially the same GGM quantitative hardness as DL. Putting
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Egs. (2.4) and (2.5) together, we get (roughly) the following improvement over Eq. (2.3)):
gmPPA () < (2.6)
p

This bound is tight in the sense that it matches the indications of cryptanalysis.

A direct indication of the practical value of this improvement is that, for a given target
level of provable security, we increase efficiency. Thus suppose that, for some chosen values
of €,1, we want to pick the group G to ensure €™PP3(¢) < ¢. Eq. allows us to use smaller
groups than Eq. . Since scheme algorithms have running time cubic in the log of p = |G|,
this results in a performance improvement. Figure says that this improvement can range from

1.9x to 3x.

WHAT HAS BEEN GAINED? A natural question is that our results rely on a new assump-

tion (MBDL), so what has been gained? Indeed, MBDL, as with any new assumption, should
be treated with caution. However, it seems that improving Eq. (2.1)) to something like Eq. (2.4)
under the basic DL assumption is out of reach and likely not possible, and thus that, as indicated
above, the apparent strength of the Schnorr schemes indicated by cryptanalysis is arising from
stronger hardness properties of the discrete log problem not captured in the basic version. We are
trying to understand and formalize this hardness via new problems that tightly imply security of
the Schnorr primitives.

Of course it would not be hard to introduce some problem which allows this. But we
believe MBDL, and our results, are “interesting” in this regard, for the following reasons. First,
MBDL is not a trivial reformulation of the IMP-PA security of ID, meaning we are not just
assuming the square-root problem out of existence. Second, and an indication of the first, is
that the proof of the IMP-PA security of ID from MBDL (see “Reduction approach” below) is
correspondingly not trivial. Third, the use of MBDL is not confined to Schnorr identification; as

we also discuss below under “MBDL as a hub,” it already has many further applications and uses,
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and we imagine even more will arise in the future.

REDUCTION APPROACH. The proof of Eq. (2.1)) uses a rewinding argument that exploits

the special soundness property of the Schnorr identification scheme, namely that from two
compatible transcripts —this means they are accepting and have the same commitment but
different challenges— one can extract the secret key. To find the discrete log, in base g, of a given
challenge Y, the discrete log adversary ‘B plants the challenge as the public key X and performs
two, related runs of the given IMP-PA adversary, hoping to get two compatible transcripts, in
which case it can extract the secret key and solve its DL instance. The Reset Lemma [[15]] says it
is successful with probability roughly the square of the IMP-PA advantage of A4, leading to the
square-root in Eq. (2.1).

Recall that our 1-mbdl adversary B gets input a challenge Y whose discrete logarithm in
the usual base g it must find, just like a DL adversary. To get Eq. we must avoid rewinding.
The question is how and why the ability to take one discrete logarithm in some random base X
helps to do this and get a tight reduction. Our reduction deviates from prior ones by not setting
Y to the public key. Instead, it sets X; to the public key. Then, it performs a single execution of
the given IMP-PA adversary 4, “planting” Y in the communication in such a way that success of
A in impersonating the prover yields DLg ,(Y). This planting step makes one call to DLO(1,-),
meaning asks for a discrete logarithm in base X; of some W that depends on the execution. The

full proof is in Section [2.4

MBDL AS A HUB. Having identified MBDL, we find that its applicability extends well

beyond what is discussed above, making it a hub. Here we briefly discuss further results from
MBDL.

The Schnorr signature scheme DS = SchSig|G, g| has a proof of UF-security in the ROM
under the basic DL assumption [76, (73} 1}, 58]. The bound —recalled in Eq. @])— continues to
exhibit the square-root gap. Theorem [2.4.3| gives a square-root avoiding reduction from 1-MBDL

to fill this gap. Figure shows resulting speedup factors of 1.6x to 2.5x for Schnorr signatures.
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Security above refers to the single-user setting. Our results extend to tightly reduce the
multi-user IMP-PA security of SchID[G, g| to I-MBDL, and analogously for signatures. This can
be shown directly, but is also a consequence of general results of [58].

The situation for the Okamoto identification and signature schemes [74] is analogous to
that for Schnorr, meaning the reductions in the current security proofs, from DL, use rewinding
and has the square-root loss. In Section [2.6| we give results for Okamoto that are analogous to our
results for Schnorr, meaning reductions from 1-MBDL that avoid the square root.

There’s more. In a follow-up work, we also give reductions from MBDL that improve
security of the following: (1) Bellare-Neven multi-signatures [[14] (2) Abe, Ohkubo, Suzuki

1-out-of-n (ring/group) signatures [2] and (3) Schnorr-based threshold signatures [84].

RELATED WORK. One prior approach to resolving the square-root gap has been to use

only an idealized model like the GGM [81] or AGM [47]]. Thus, Shoup [81] directly showed that
Simp'pa(t) < /p in the GGM. Fuchsbauer, Plouviez and Seurin [48]] give, in the AGM, a tight
reduction from DL to the UF security of DS = SchSig[G, g|. These results correspond to a setting
of the knob, in the above-discussed two-tier framework, that is maximal: P is the target scheme
itself (here Schnorr identification or signatures), so that the first tier is trivial and the second tier
directly proves the scheme secure in the idealized model.

But it is well understood that idealized models have limitations. Proofs in the GGM
assume the adversary does not exploit the representation of group elements. In the AGM, it is
assumed that, whenever an adversary provides a group element Z, it is possible to extract its
representation as a product of known powers of prior group elements. This is analogous to a
“knowledge of exponent assumption” [35,/51,|16]. However, even in a typical elliptic curve group,
an adversary can quite easily create group elements without “knowing” such a representation.
The maximal setting of knob (working purely in an idealized model) means the security guarantee
on the scheme is fully subject to the limitations of the idealized model.

With MBDL, we, instead make a non-trivial, moderate setting of the knob. Our tight
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reductions from MBDL, such as Eq. @), are in the standard model, and make no GGM or
AGM-like assumptions on adversaries. It is of course true that we justify MBDL in the GGM
(Theorem [2.5.1)), but we are limiting the use of the idealized model to show security for a purely
number-theoretic problem, namely MBDL. The first direct benefit is better security guarantees
for the schemes. The second is that MBDL is a hub. As discussed above, we can prove security
of many schemes from it, which reduces work compared to proving them all from scratch in
idealized models, and also increases understanding by identifying a problem that is at the core of
many things.

Another prior approach to improving reduction tightness has been to change metrics,
measuring tightness, not via success probability and running time taken individually, but via
their ratio [358]]. This however does not translate to actual, numeric improvements. To discuss
this further, let IMP-KOA denote impersonation under key-only attack. (That is, IMP-PA for
adversaries making zero queries to their transcript oracle.) Kiltz, Masny and Pan (KMP) [58]]
define a problem they call 1-IDLOG that is a restatement of (“precisely models,” in their language)
the IMP-KOA security of ID = SchID[G, g]. Due to the zero knowledge of ID, its IMP-PA security
reduces tightly to its IMP-KOA security and thus to 1-IDLOG. Now, KMP [58] give a reduction
of 1-IDLOG to DL that is ratio-tight, meaning preserves ratios of advantage to running time. This,
however, uses rewinding, and is not tight in our sense, incurring the usual square-root loss when
one considers running time and advantage separately. In particular the results of KMP do not
seem to allow group sizes any smaller than allowed by the classical Eq. (2.1I). Our reductions, in
contrast, are tight for advantage and time taken individually, and across the full range for these
values, and numerical estimates (Figure [2.1)) show clear improvements over what one gets from
Eq. (2.1). Also our results establish 1-IDLOG tightly (not merely ratio-tightly) under 1-MBDL.

We discuss ratio-tightness further in Section

DISCUSSION. Measuring quality of a reduction in terms of bit security effectively only

reflects the resources required to attain an advantage close to 1. Under this metric, whether one
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starts from Eq. or Eq. (2.4), one concludes that ID = SchID|[G, g] has log,(|G|)/2-bits of
security. This reflects bit security being a coarse metric. The improvement offered by Eq.
over Eq. becomes visible when one considers the full curve of advantage as a function of
runtime, and is visible in Figure [2.1]

While new assumptions (like MBDL) should of course be treated with caution, crypto-
graphic research has a history of progress through introducing them. For example, significant
advances were obtained by moving from the CDH assumption to the stronger DDH one [67} [33]].
Pairing-based cryptography has seen a host of assumptions that have had many further applica-
tions, including the bilinear Diffie-Hellman (BDH) assumption of [26] and the DLIN assumption
of [24]. The RSA ®-Hiding assumption of [29] has since found many applications. This suggests
that the introduction and exploration of new assumptions, which we continue, is an interesting
and productive line of research.

There is some feeling that “interactive” or “non-falsifiable” assumptions are undesirable.
However, it depends on the particular assumption. There are interactive assumptions that are
unbroken and successful, like OMDL [13]], while many non-interactive ones have been broken.
It is important that it be possible to show an assumption is false, but this is possible even
for assumptions that are classified as “non-falsifiable;” for example, knowledge-of-exponent
assumptions have successfully been shown to be false through cryptanalysis [16]]. (The latter

result assumes DL is hard.) MBDL is similarly amenable to cryptanalytic evaluation.

2.2 Preliminaries

NOTATION. If n is a positive integer, then Z,, denotes the set {0,...,n— 1} and [n] or
[1..n] denote the set {1,...,n}. We denote the number of coordinates of a vector x by |x|. If
x is a vector then |x| is its length (the number of its coordinates), x[f] is its i-th coordinate and

[x] = {x[i] : 1 <i<|x|}isthe set of all its coordinates. A string is identified with a vector over
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{0,1}, so that if x is a string then x[¢] is its i-th bit and |x| is its length. By € we denote the empty
vector or string. The size of a set S is denoted |S|. For sets D, R let Func(D,R) denote the set of
all functions f:D — R.

Let S be a finite set. We let x <—s.S denote sampling an element uniformly at random from
S and assigning it to x. We let y <~ A% (x,...;r) denote executing algorithm A on inputs x1,. ..
and coins r with access to oracles Oy,... and letting y be the result. We let y e$A01""(x1 yee)
be the resulting of picking r at random and letting y <— A9 (xq,...;r). We let [A91(xq,...)]
denote the set of all possible outputs of A when invoked with inputs x1,... and oracles Oy,....

Algorithms are randomized unless otherwise indicated. Running time is worst case.

GAMES. We use the code-based game playing framework of [19]. (See Fig.[2.2]for an
example.) Games have procedures, also called oracles. Amongst these are INIT and a FIN. In
executing an adversary A4 with a game Gm, procedure INIT is executed first, and what it returns
is the input to 4. The latter may now call all game procedures except INIT, FIN. When the
adversary terminates, its output is viewed as the input to F'IN, and what the latter returns is the
game output. By Pr[Gm(4)] we denote the event that the execution of game Gm with adversary
A results in output true. In writing game or adversary pseudocode, it is assumed that boolean
variables are initialized to false, integer variables are initialized to 0 and set-valued variables are
initialized to the empty set 0. When adversary 4 is executed with game Gm, the running time of
the adversary, denoted T 4, assumes game procedures take unit time to respond. By Q% we denote

the number of queries made by 4 to oracle O in the execution. These counts are all worst case.

GROUPS. Let G be a group of order p. We will use multiplicative notation for the group
operation, and we let 1 denote the identity element of G. We let G* = G\ {1} denote the set of
non-identity elements, which is the set of generators of G if the latter has prime order. If g € G* is
a generator and X € G, the discrete logarithm base g of X is denoted DLg ,(X), and it is in the set

ZIG‘.
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dl
Game GmG’ <

INIT:
L p|GlyesZ, Y g

Gmbdl

Game Goem

INIT:
L p|GliyesZy Y g

> Return Y 2> Fori=1,...,ndo
FIN(Y): Xi4$ 2y X< g
5 Return (y =y/) 4 Return Y, Xy, .... X,

DLO(i,W): / One query
5 Return DLg x,(W)

FiN(Y):
5 Return (y =)

Figure 2.1: Let G be a group of prime order p = |G|, and let g € G* be a generator of G. Left:
Game defining standard discrete logarithm problem. Right: Game defining (n,m)-multi-base
discrete logarithm problem. Recall DLg x (W) is the discrete logarithm of W € G to base X € G*.

2.3 The Multi-Base Discrete-Logarithm Problem

We introduce the multi-base discrete-logarithm (MBDL) problem. It is similar in flavor to
the one-more discrete-logarithm (OMDL) problem [13], which has found many applications, in
that it gives the adversary the ability to take discrete logarithms. For the rest of this Section, we fix
a group G of prime order p = |G|, and we fix a generator g € G* of G. Recall that DLg ,:G — Z,

is the discrete logarithm function in G with base g.

DL AND OMDL. We first recall the standard discrete logarithm (DL) problem via game

Gde17 g on the left of Figure INTT provides the adversary, as input, a random challenge group
element Y, and to win it must output y’ = DLg ¢(Y) to FIN. We let Advg{ () = Pr[Gm‘é}y ()]
be the discrete-log advantage of 4.

In the OMDL problem [13]], the adversary can obtain many random challenges Y1,Y>,
..., Y, € G. It has access to a discrete log oracle that given W € G returns DLg ,(W). For better
comparison with MBDL, let’s allow just one query to this oracle. To win it must compute the
discrete logarithms of two group elements from the given list Y1,Y3,...,Y, € G. The integer n > 2

is a parameter of the problem.

75



MBDL. In the MBDL problem we introduce, we return, as in DL, to there being a single
random challenge point Y whose discrete logarithm in base g the adversary must compute. It
has access to an oracle DLLO to compute discrete logs, but rather than in base g as in OMDL, to
bases that are public, random group elements X1, X>, ..., X,. It is allowed just one query to DLO.
(As we will see, this is to avoid trivial attacks.) The integer n > 1 is a parameter of the problem.

Proceeding formally, consider game Gggf}}l on the right in Fig. where n > 1 is an
integer parameter called the number of bases. The adversary’s input, as provided by INIT, is
a random challenge group element Y together with random generators X1, X>,...,X,. It can
call oracle DL.O with an index i € [n] and any group element W € G of its choice to get back
DLg x,(W). Just one such call is allowed. At the end, the adversary wins the game if it outputs
y' = DLg,(Y) to FIN. We define the mbdl-advantage of 4 by

AdvgSy, () = Pr(GES, ()] -

DiscussioN. By n-MBDL we will refer to the problem with parameter n. It is easy to
see that if ~-MBDL is hard then so is ”’-MBDL for any n’ < n. Thus, the smaller the value of
n, the weaker the assumption. For our results, I-MBDL, the weakest assumption in the series,
suffices.

We explain why at most one DL.O query is allowed. Suppose the adversary is allowed
two queries. It could compute a = DLO(1,Y) = DLg x,(Y) and b = DLO(1,g) = DLg x, (8).
so that X{' =Y and Xf’ = g. Now the adversary returns y < ab~! mod p and we have gy/ =
(g8 ) = X{ =Y, so the adversary wins.

As evidence for the hardness of MBDL, Theorem [2.5.1] proves good bounds on the
adversary advantage in the generic group model (GGM). It is also important to consider non-
generic approaches to the discrete logarithm problem over elliptic curves, including index-calculus

methods and Semaev polynomials [82, |80, 83, 57, 49], but, to the best of our assessment, these
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Execip (pk, sk): Game Gmilllgp_pzi
I (R,st) <=sID.Cmt(pk) INIT:
. ¢sID.Chl 1 (pk,sk) <+1D.Kg ; Return pk
3 74 ID.Rsp(sk,c,st)
. b+« ID.Vf(pk,R,c,z)
5 tr« (R,c,2)
¢ Return (b,tr)

Tr:
2 (b,tr) < Execip(pk, sk) ; Return tr

CH(R*): /One query

3 ¢*+sID.Chl ; Return c¢*
FIN(z"):

¢ Return ID.Vf(pk,R*,c*,z")

Figure 2.2: Left: Algorithm defining an honest execution of the canonical identification scheme
ID given key pair (sk, pk). Right: Game defining IMP-PA security of ID.

do not yield attacks on MBDL that beat the GGM bound of Theorem [2.5.1]

The MBDL problem as we have defined it can be generalized to allow multiple DL.O
queries with the restriction that at most one query is allowed per base, meaning for each i there
can be at most one DLO(i,-) query. In this paper, we do not need or use this extension. We
have found applications based on it, but not pursued them because we have been unable to
prove security of this extended version of MBDL in the GGM. We consider providing such a
GGM proof an intriguing open question, resolving which would open the door to several new
applications.

Our formalizations of DL and MBDL fix the generator g. See [9]] for a discussion of fixed

versus random generators.

2.4 Schnorr Identification and Signatures from MBDL

In this section, we give a tight reduction of the IMP-PA security of the Schnorr identifi-
cation scheme to the 1-MBDL problem and derive a corresponding improvement for Schnorr

signatures.

IDENTIFICATION SCHEMES. We recall that a (canonical) identification scheme [[1]] ID
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(see Figure[2.3|for an example) is a 3-move protocol in which the prover sends a first message
called a commitment, the verifier sends a random challenge, the prover sends a response that
depends on its secret key, and the verifier makes a decision to accept or reject based on the
conversation transcript and the prover’s public key. Formally, ID is specified by algorithms
ID.Kg, ID.Cmt, ID.Rsp, and ID.Vf, as well as a set ID.Chl of challenges Via (pk, sk) <—s1D.Kg,
the key generation algorithm generates public verification key pk and associated secret key sk.
Algorithms ID.Cmt and ID.Rsp are the prover algorithms. The commitment algorithm ID.Cmt
takes input the public key pk and returns a commitment message R to send to the verifier, as well
as a state st for the prover to retain. The deterministic response algorithm ID.Rsp takes input the
secret key sk, a challenge ¢ € ID.Chl sent by the verifier, and a state st, to return a response z to
send to the verifier. The deterministic verification algorithm ID.Vf takes input the public key and
a conversation transcript R, ¢,z to return a decision b € {true, false} that is the outcome of the
protocol.

An honest execution of the protocol is defined via procedure Execip shown in the upper
left of Fig. It takes input a key pair (pk,sk) € [ID.Kg] to return a pair (b,tr) where b €
{true, false} denotes the verifier’s decision whether to accept or reject and tr = (R, c,z) is the
transcript of the interaction. We require that ID schemes satisfy (perfect) completeness, namely
that for any (pk, sk) € [ID.Kg] and any (b,tr) € [Execip(sk, pk)] we have b = true.

Impersonation under passive attack (IMP-PA) [44] is a security metric asking that an
adversary not in possession of the prover’s secret key be unable to impersonate the prover, even
given access to honestly generated transcripts. Formally, consider the game Gm}gp'pa given in the
right column of Fig. An adversary has input the public key pk returned by INIT. It then has
access to honest transcripts via the oracle Tr. When it is ready to convince the verifier, it submits
its commitment R* to oracle CH. We allow only one query to CH. In response the adversary
obtains a random challenge c¢*. It must now output a response z* to FIN, and the game returns

true iff the transcript is accepted by ID.Vf. The R*,c* at line 4 are, respectively, the prior query
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2 r<sZg ; R+« g";Return (R,r)
ID.Rsp(x,c,r):

3 24 (xc+r) mod |G|

4 Return z
ID.VF(X,R,c,z):

5 b+ (g8 =X°R) ;Return b

Prover Verifier

Input: X, x Input: X

r<sZ,

R
R+ g . csZp,
DL

z4 (xc+r) mod p A b <+ (g =RX")
ID.Kg: DS.Kg:
L x¢sZg; X < g*; Return (X, x) L xesZig s X g
ID.Cmt(X): 2 Return (X,x)

DS.Sign™ (x,m):

3 resZg s R+ g"

1 ¢+ H(R,m)

5 z4 (xc+r) mod |G|
s Return (R,z)
DS.VfH (X, m,c):

7 (R,z)+o

8 ¢« H(R,m)

o Return (g° = X°R)

Figure 2.3: Let G be a group of prime order p = |G| and let g € G* be a generator of G. The
Schnorr ID scheme ID = SchID[G, g is shown pictorially at the top and algorithmically at the
bottom left. At the bottom right is the Schnorr signature scheme DS = SchSig[G, g], using

H:Gx {0,1}* = Z,,.

to CH, and the response chosen at line 3. We define the IMP-PA advantage of A against ID as

Adv|"PP () = Pr[Gm;"P™*( )], the probability that the game returns true.

SCHNORR IDENTIFICATION SCHEME AND PRIOR RESULTS. Let G be a group of prime

order p = |G|, and g € G* a generator of G. We recall the Schnorr identification scheme [79]]
ID = SchIDI[G, g] in Fig. The public key pk = X = g* € G where sk = x € Z,, is the secret key.
The commitment is R = g" € G, and r is returned as the prover state by the commitment algorithm.
Challenges are drawn from |ID.Chl = Z,,, and the response z and decision b are computed as
shown.

The IMP-PA security of ID = SchID[G, g] based on DL is proven by a rewinding argument.
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The simplest analysis is via the Reset Lemma of [15]. It leads to the following (cf. [15, Theorem
2], [17, Theorem 3]). Let A4 be an adversary attacking the IMP-PA security of ID. Then there is a

discrete log adversary B such that

imp- 1
Adv 5" () < /AdvE ,(B) + > (2.7)

Additionally, the running time Tz of B is roughly 2T 4 plus simulation overhead O(Q}:{ -TS),

where 7 is the time for an exponentiation in G.

OUR RESULT. We show that the IMP-PA-security of the Schnorr identification scheme
reduces tightly to the I-MBDL problem. The reduction does not use rewinding. Our mbdl-
adversary ‘B solves the 1-MBDL problem by running the given imp-pa adversary A just once, so
the mbdl-advantage, and running time, of the former, are about the same as the imp-pa advantage,

and running time, of the latter. Refer to Section for notation like T g, QE{.

Theorem 2.4.1 Let G be a group of prime order p = |G

, and let g € G* be a generator of G.
Let ID = SchID[G, g] be the Schnorr identification scheme. Let A be an adversary attacking the
imp-pa security of |D. Then we can construct an adversary ‘B (shown explicitly in Figure
such that

imp- 1
AdvpP () < Advgy (B) + 5 (2.8)

Additionally, Ty is roughly T g plus simulation overhead O(Q};{ -T8).

Proof of Theorem 2.4.1; Recall that, when reducing IMP-PA security of Schnorr to DL, the
constructed dl adversary ‘B sets the target point Y to be the public key X. It is natural to take the
same approach in our case. The question is how to use the discrete logarithm oracle DLO to
avoid rewinding and get a tight reduction. But this is not clear and indeed the DL O oracle does
not appear to help towards this.

Our reduction deviates from prior ones by not setting the target point Y to be the public
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Adversary BPLO:

1 (Y,X) <sINiT() 5 2° <5 49" T (X) ; Return z*
CH(R"):

D W Ry o DLO(1,W) ; Return ¢*
Tr:

3 2482y 5¢482Z, ;R g% X "¢ ;Return (R, c,z)

Game Gmg / Gm; / Gmy

IniT: / Games Gmyg, |Gm;
p |G|l ysZ, Y g sx4¢s2Z,

> If (x =0) then bad < true ;m
3 X + g% ; Return (Y, X)

IntT: / Game Gmy
L p—|GlsyesZy Y g sxsZ) s X < g* ; Return (Y, X)

CH(R*): / Games Gmgy,Gm;
5 ¢*<sZ,;Return c*

CH(R*): / Game Gm;
¢ W R'.Y;c" < DLgx(W) ; Return ¢*

Tr(W): [ Games Gmgy, Gm;, Gm,
2482, c4s$Z, ;R g*-X ¢ ;Return (R,c,z)

Fin(z*): 1 Games Gmg, Gm;
¢ Return (g = X' R*)
FiN(z*): / Games Gmy
5 Return (z* = DLg 4(X“ R*))

Figure 2.4: Top: MBDL adverary B for Theorem|2.4.1} based on IMP-PA adversary 4. Bottom:
Games for proof of Theorem [2.4.1}

key. Instead we look at a successful impersonation by 4. (Simulation of A’s transcript oracle Tr
is again via the honest-verifier zero-knowledge property of the scheme.) Adversary A4 provides
R*, receives ¢* and then returns z* satisfying g& = R*X¢", where X is the public key. Thus, 4
effectively computes the discrete logarithm of R*X¢". We make this equal our mbdl challenge Y,
meaning B, on input ¥, arranges that ¥ = R*X¢ . If it can do this successfully, the z* returned by

A will indeed be DLg ¢(Y), which it can output and win.
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But how can we arrange that ¥ = R*X¢"? This is where the DL O oracle enters. Adversary
B gives X as input to A, meaning the public key is set to the group generator relative to which B
may compute discrete logarithms. Now, when 4 provides R*, our adversary B returns a challenge
c* that ensures ¥ = R*X". This means ¢* = DLg x (¥ R*~1), and this is something B can compute
via its DL O oracle.

Some details include that the X returned by INIT is a generator, while the public key is a
random group element, so they are not identically distributed, and that the challenge computed
via DL O must be properly distributed. The analysis will address these.

For the formal proof, consider the games of Figure 2.4, Procedures indicate (via com-
ments) in which games they are present. Game Gm; includes the boxed code at line 2 while Gmy
does not. The games implement the transcript oracle via the zero-knowledge simulation rather
P

than using the secret key, but otherwise Gmy is the same as game Gmﬁgp ? so we have

Adv2PP(4) = Pr[Gmy(4)]

= Pr[Gm;(A4)] + (Pr[Gmy(A4)] — Pr[Gm;(4)]) .

Games Gmg,Gm; are identical-until-bad, so by the Fundamental Lemma of Game Playing [19]

we have
Pr[Gmy(A4)] — Pr[Gm;(A4)] < Pr[Gm;(A4) sets bad] .

Clearly Pr[Gm; (A4) sets bad] < 1/p. Now we can work with Gm, where the public key X is a

random element of G* rather than of G. We claim that
Pr[Gm,;(A4) = Pr[Gmy(4)] . (2.9)

We now justify this. At line 4, game Gmyj picks x directly from Z, just like Gmj, and also
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rewrites FIN in a different but equivalent way. The main thing to check is that CH in Gmy; is
equivalent to that in Gm, meaning line 6 results in ¢* being uniformly distributed in Z,,. For this
regard R*, X as fixed and define the function fg- x :G — Z,, by fr= x(¥) = DLg x(R*'Y). The
adversary has no information about Y prior to receiving ¢* at line 6, so the claim is established if
we show that fr« x is a bijection. This is true because X € G* is a generator, which means that
the function hg+ x : Z, — G defined by hg+ x (c*)=R'X <" is the inverse of fr* x. This establishes
Eq. 2.9).

We now claim that adversary B, shown in Fig. satisfies
Pr[Gm;(A)] < Advgy (B) . (2.10)

Putting this together with the above completes the proof, so it remains to justify Eq. (2.10).
Adversary B has access to oracle DLO as per game Gggﬂ. In the code, CH and Tr are subroutines
defined by B and used to simulate the oracles of the same names for 4. Adversary B has input
the challenge Y whose discrete logarithm in base g it needs to compute, as well as the base X
relative to which it may perform one discrete log operation. It runs 4 on input X, so that the
latter functions as the public key, which is consistent with Gm,. The subroutine CH uses DLO

to produce c* the same way as line 6 of Gmy. It simulates Tr as per line 7 of Gmj. If Gm; returns

true at line 9 then we have g& = X< R* = WR* = R*'YR* =Y, so B wins. |

QUANTITATIVE COMPARISON. Concrete security improvements are in the end efficiency

improvements, because, for a given security level, we can use smaller parameters, and thus the
scheme algorithms are faster. Here we quantify this, seeing what Eq. (2.8)) buys us over Eq.
in terms of improved efficiency for the identification scheme.

We take as goal to ensure that any adversary A4 with running time ¢ has advantage
Adv|?PP(4) < g in violating IMP-PA security of ID = SchID[G, g]. Here ,€ are parameters for

290

which many choices are possible. For example, 1 = and € = 2732 is one choice, reflecting a

83



128-bit security level, where we define the bit-security level as log,(¢/€). The cost of scheme
algorithms is the cost of exponentiation in the group, which is cubic in the representation size
k =log p of group elements. So we ask what k must be to provably ensure the desired security.
Equations and will yield different choices of k, denoted k; and ky, with ky < ky. We
will conclude that Eq. allows a s = (k; /ky)3-fold speedup for the scheme.

Let B; denote the DL adversary referred to in Eq. (2.7), and B, the I-MBDL adversary
referred to in (2.8)). To use the equations, we now need estimates on their respective advantages.
For this, we assume G is a group in which the security of discrete-log-related problems is captured
by the bounds proven in the generic group model (GGM), as seems to be true, to best of our
current understanding, for certain elliptic curve groups. We will ignore the simulation overhead
in running time since the number of transcript queries of A reflects online executions of the
identification protocol and should be considerably less than the running time of A4, so that we

take the running times of both B; and B, to be about 7, the running time of our IMP-PA adversary

A. Now the classical result of Shoup [81] says that AdvdGl7 g(iﬁ) ~ 12 /p, and our Theorem [2.5.1

says that also Advgl}’g‘fll (By) =12/ p.

Here we pause to highlight that these two bounds being the same is a central attribute of the
1-MBDL assumption. That Theorem [2.4.1] (as per Figure [2.1)) provides efficiency improvements
stems not just from the reduction of Eq. being tight, but also from that fact that the 1-MBDL
problem is just as hard to solve as the DL problem, meaning Advg‘gdl(@z) ~ AdVdG17 (B1) ~ ?/p.

Continuing, putting together what we have so far gives two bounds on the IMP-PA
advantage of 4, the first via Equations and the second via Eq. (2.8), namely, dropping the

1/p terms,

N t2
Advp" () <&(1) = 5= (2.11)

Sil=

(2.12)

< o

AVET™() < el =
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imp-pa

Recall our goal was to ensure that AdvS chID[G,¢

}(ﬂ) < &. We ask, what value of p, in either case,
ensures this? Solving for p in the equations € = €;(¢) and € = €,(¢), we get two corresponding
values, namely p| ~ 12 / €2 and X 12 /€. We see that p; > p,, meaning Theorem guarantees

the same security as Eq. (2.7) in groups of a smaller size. Finally, the ratio of representation sizes

for group elements is

. log(p1) _ log(r?/e) +log(1/e) _ |  log(1/e)

"Tloglp) T log(fe) | log(i?fe)

Scheme algorithms employ exponentiation in the group and are thus cubic time, so the ratio of
speeds is s = r, which we call the speedup factor, and we can now estimate it numerically. For
a few values of 7, €, Figure 2.1 shows the log of the group size p; needed to ensure the desired
security under prior results (i = 1) and ours (i = 2). Then it shows the speedup s. For example

if we want attacks of time ¢ = 2%* to achieve advantage at most € = 2764

, prior results would
require a group of size p; satisfying log(p;) & 256, while our results allow it with a group of size

log(p2) =~ 192, which yields a 2.4x speedup. Of course many more examples are possible.

SIGNATURE SCHEMES. Towards results on the Schnorr signature scheme, we start by

recalling definitions. A signature scheme DS specifies key generation algorithm DS.Kg, signing
algorithm DS.Sign, deterministic verification algorithm DS.Vf and a set DS.HF of functions
called the hash function space. Via (pk, sk) <—s DS.Kg the signer generates a public verification
key pk and secret signing key sk. Via 6 <—s DS.Signh (sk,m) the signing algorithm takes sk and
a message m € {0, 1}*, and, with access to an oracle h € DS.HF, returns a signature 6. Via
b < DS.Vf"(pk,m, o), the verifier obtains a boolean decision b € {true, false} about the validity
of the signature. The correctness requirement is that for all h € DS.HF, all (pk, sk) € [DS.Kg],
all m € {0,1}* and all 6 € [DS.Sign"(sk,m)] we have DS.Vf"(pk,m,c) = true.

Game G in Fig. captures UF (unforgeability under chosen-message attack) [50].

Procedure H is the random oracle [18], implemented as a function h chosen at random from

85



f
Game Gg
INIT:
h<«sDS.HF ; (pk,sk) «+sDS.Kg
2 Return pk
SIGN(m):
5 6+4sDS.Signf(sk,m) ; S < SU{m}
1 Return
H(x):
5 Return h(x)

FIN(m.,0,):
5 Return ((m, ¢ S) and DS.Vf" (pk,m.,c.))

Figure 2.5: Game defining UF security of signature scheme DS.
f
DS.HF. We define the UF advantage of adversary 4 as Adv¢(4) = Pr[Gls ().

SCHNORR SIGNATURES. The Schnorr signature scheme DS = SchSig[G, g| is derived by

applying the Fiat-Shamir transform [45] to the Schnorr identification scheme. Its algorithms are

shown at the bottom right of Fig. The set DS.HF consists of all functions h: G x {0,1}* — Z,,.

OUR AND PRIOR RESULTS. We give a reduction, of the UF security of the Schnorr

signature scheme to the 1-MBDL problem, that loses only a factor of the number of hash-oracle
queries of the adversary. We start by recalling the following lemma from [1]]. It derives the UF

security of SchSig|G, g] from the IMP-PA security of SchID|[G, g|:

, and let g € G* be a generator of G.

Lemma 2.4.2 [1] Let G be a group of prime order p = |G
Let ID = SchIDI[G, g] and DS = SchID[G, g| be the Schnorr identification and signature schemes,
respectively. Let Ays be an adversary attacking the uf-security of DS. Let oo = (1 + sz,lm +

Q%{SN)QEIZ?N. Then we can construct an adversary Zq such that
Ad uf <1 H Ad imp-pa ; o
vps(Aas) < (1+Q3, ) -Advy (i) +; :

Additionally, T4, ~ T g, and QTr»d - QEI{SN'
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Combining this with Theorem 2.4.1] we have:

Theorem 2.4.3 Let G be a group of prime order p = |G|, and let g € G* be a generator of G.
Let DS = SchSig[G, g] be the Schnorr signature scheme. Let 4 be an adversary attacking the uf
security of ID. Let B = (1 +QY + Q3™)Q3IN + (14 QY). Then we can construct an adversary
B such that

b .

Advis(A) < (1+QY) - Advg™ | (B) + p (2.13)

Additionally, Tg is roughly T 4 plus simulation overhead O(Q%IGN -T8).

Let’s compare this to prior results. A simple proof of UF-security of DS from DL can be obtained
by combining Lemma [2.4.2] with the classical DL-based security of ID as given by Eq. (2.7). For
A an adversary attacking the UF security of DS, this would yield a discrete log adversary B such
that

Advils () < (1+Q1). Adv‘é,g<ﬂs>+§ , (2.14)

where 3 is as in Theorem and T is about 2T 4 plus the same simulation overhead as above.
This is however not the best prior bound. One can do better with a direct application of the
general Forking Lemma of [[14]] as per [76]. For A4 an adversary attacking the UF security of DS,

this would yield a discrete log adversary ‘B such that

Advis(4) < /(14 Q) - Aav (8 + 5 2.15)

where 3 and T are as above. The reason Eq. (2.15)) is a better bound than Eq. (2.14) is that the
1+ Qg term has moved under the square root. Still we see that Eq. || is even better; roughly
(neglecting the additive term), the bound in Eq. (2.13) is the square of the one in Eq. (2.15), and

thus (always) smaller.

QUANTITATIVE COMPARISONS. Our numerical comparisons will be with the best prior

bound, meaning that of Eq. li For a few values of ¢, gp,, € with t > gj, = Qg, Figure2.1{shows
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the speedup s from Eq. (2.13)) over Eq. (2.15)). The table shows that the speedup is a bit less than
for Schnorr identification shown in the same Figure, but still significant. For example if we want
attacks of time ¢ = 2%* to achieve advantage at most € = 2754, Theorem is allowing group
sizes to go down enough to yield a 5.4-fold speedup.

To derive these estimates, we use the same framework and setup as we did for identification.
Let G be a group of prime order p with generator g. We take as goal to ensure that any adversary A4
with running time ¢, making g, queries to H and g, queries to SIGN, has advantage Advils (4) < e
in violating UF security of DS = SchSig|[G, g|, where 7, €, gy, g5 are parameters. We assume gy <
< gqn <'t, as one expects in practice. Let By, B, be the adversaries of Equations and (2.13),
respectively. As before, assume Advg’g(ﬁl) ~ t?/p from [81], and also Advglz,‘}ll (By) ~1t?/p

from Theorem Then

nt?
Advl[l)fs(ﬂ) <e(t,qn) ~ —qp
2 2
1t qnt
Advis(A) < et qp) ~ =T ~e1(t,qn)’ .

In the estimates above, we have dropped the additive term, which has order g;q;/p, because this
is negligible compared to the other term for reasonable parameter values, including the ones we
consider. This leaves €1,€, not depending on ¢, but recall the latter is expected to be (much)
smaller than ¢g;,. Then our bound €; is about the square of the prior one, and thus always smaller.

We now ask what value of p ensures Adviic (4) < ¢, in each case. Solving € (f,q;,) < €
yields p; ~ t>qy, /€, and solving €;(t,q;,) < € yields p> ~ t2q;, /€. As before we see that p, <
p1, meaning Theorem guarantees security in groups of smaller size. The ratio of the

representation-size of group elements is

_log(p1) _ log(r*qn/e) +log(1/e) _ 14 tosg(1/e)

r ~ ~ e .
log(p2) log(r%qy/€) log(r%qy/€)
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Game G%,™" / Set G is the range of the encoding,

G| is prime.

INIT():
. p+ |G| ; E<sBijections(Z,,G) /Think “E(x) = g*”
2 1+ E(0); g« E(1) /Think 1 the identity and g generator
3 y¢sZ,;Y +E(y)
¢ Fori=1,...,ndox;<sZ}; X; +— E(x;)
- GL+ {1,8,Y.X1,....X,}
6 Return1,g.Y,X;,.... X,
OP(A,B,sgn): /A,B € Gandsgne {+,—}
If (A & GL or B ¢ GL) then return L
¢ ¢+ (E"'(A)sgnE~!(B)) mod p ; C + E(c) ; GL <~ GLU{C}
9 Return C
DLO(i,W): /i€ [l.n]jand W € G
o If (W ¢ GL) then return L
11 z<x "-E"'(W) mod p /x;"is inverse of x; mod p

12 Return z

FIN(Y):
3 Return (y =)

Figure 2.6: Game defining n-MBDL problem in the generic group model.
As before the ratio of speeds (speedup factor) is s = >, and we can now estimate it numerically.
For a few values of ¢, €, Figure [2.1{shows the log of the group size p; needed to ensure the desired

security under prior results (i = 1) and ours (i = 2). Then it shows the speedup s.

2.5 MBDL hardness in the Generic Group Model

With a new problem like MBDL it is important to give evidence of hardness. Here we
provide this in the most common and accepted form, namely a proof of hardness in the generic
group model (GGM).

The quantitative aspect of the result is just as important as the qualitative. Theorem [2.5.1
below says that the advantage of a GGM adversary 4 in breaking n-MBDL is O(q2 /p) where

q is n plus the number of group operations (time) invested by A4, namely about the same as the
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ggm-dl-advantage of an adversary of the same resources. Reductions (to some problem) from
MBDL that are tighter than ones from DL now bear fruit in justifying the secure use of smaller
groups, which lowers costs.

The proof of Theorem [2.5.1] begins with a Lemma that characterizes the distribution of
replies to the DLO query. A game sequence is then used to reduce bounding the adversary
advantage to some static problems in linear algebra.

Some prior proofs in the GGM have been found to be wrong. (An example is that of [22]
as pointed out by [54]. We note that the assumption was changed to fill the gap in [23]].) Also we,
at least, have often found GGM proofs imprecise and hard to verify. This has motivated us to try
to be precise with definitions and to attend to details.

Starting with definitions, we associate to any encoding function E an explicit binary
operation opg that turns the range-set of E into a group. A random choice of E then results in the
GGM, with the “generic group” being now explicitly defined as the group associated to E. The
proof uses a game sequence and has been done at a level of detail that is perhaps unusual in this

domain.

MBDL IN THE GGM. We start with definitions. Suppose G is a set whose size p = |G| is

aprime, and E: Z, — G is a bijection, called the encoding function. For A, B € G, define Aopg B =
E(E~!(A) +E~!(B)). Then G is a group under the operation opg [86], with identity element
E(0), and the encoding function becomes a group homomorphism: E(a+ ) = E(a) opg E(b)
for all a,b € Z,,. The element g = E(1) € G is a generator of this group, and E"!(A) is then the
discrete logarithm of A € G relative to g. We call opg the group operation on G induced by E.
In the GGM, the encoding function E is picked at random and the adversary is given
an oracle for the group operation opg induced on G by E. Game Ggf;lmbdl in Fig. [2.6| defines,
in this way, the n-MBDL problem. The set G parameterizes the game, and the random choice
of encoding function E: Z, — G is shown at line 1. Procedure OP then implements either the

group operation opg on G induced by E (when sgn is +) or its inverse (when sgn is —). Lines 3,4
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pick y,x1,...,x, and define the corresponding group elements Y, X1,...,X,. Set GL holds all
group elements generated so far. The new element here is the oracle DLO that takes i € [1..n]
and W € G to return the discrete logarithm of W in base X;. This being xfl times the discrete
logarithm of W in base g, the procedure returns z < x; Lg-! (W). The inverse and the operations
here are modulo p. Only one query to this oracle is allowed, and the adversary wins if it halts with
output y’ that equals y. We let Advf}%;lmbdl(ﬂ) = Pr[G‘é%;lmbdl(ﬂ)] be its ggm-mbdl-advantage.
RESULT. The following upper bounds the ggm-mbdl-advantage of an adversary A4 as a

function of the number of its OP queries and n.

Theorem 2.5.1 Let G be a set whose size p = |G| is a prime. Let n > 1 be an integer. Let 4
be an adversary making Qgp queries to its OP oracle and one query to its DLO oracle. Let

q:Q2P+n+3. Then

L 2talg-1)

Ad gg-mbdl q
VG7n ( ) — p— 1

(2.16)

PROOF FRAMEWORK AND LEMMA. Much of our work in the proof is over ZZJr2 regarded

as a vector space over Z,. We let 0c ZZ” be the all-zero vector, and ¢; € ZZ+2 the i-th basis
vector, meaning it has a 1 in position i and zeros elsewhere. We let (@,5) = (a[1]b[1] + - - - + d[n +
2]b[n+2]) denote the inner product of vectors @, b € ZZ*Z, where the operations are modulo p.
In the GGM, the encoding function takes as input a point in Z,. The proof of GGM
hardness of the DL problem [81]] moved to a modified encoding function that took input a
univariate polynomial, the variable representing the target discrete logarithm y. We extend this to
have the modified encoding function take input a degree one polynomial in n + 1 variables, these
representing xp, ..., X,,y. The polynomial will be represented by the vector of its coefficients, so
that representations, formally, are vectors in ZZ*Z. At some point, games in our proof will need to
simulate the reply to a DLO(i, W) query, meaning provide a reply z without knowing x;. At this

point, W € G will be represented by a vector w € ZZJFZ that is known to the game and adversary.
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-1
Game G

INT(i,%): /i€ [1..n] and w € Z3*2
XiyeooyXn 6825 5y Zp w <+ wli]
2 fi — (-xla"'7xi71307xi+17"'7xn717y)

i .

sz wHx; - (W, X)) ; Return (xq,...,x,,,2)
-0

Game G,

INIT(i,#): /i € [1..n] and w € Z2+

L XDy Xim 1y Xig 1y ey Xn 82 5 Y48 2 5w 4= Wi]

2 X (%1, Xim1,00Xig 1, ey X0, 1,Y)

s IF((W,%) #0) then 22, \ {w} ; x; < (z—w) "1+ (W, %)

] Elsez<—w;x,-<—$Z;7

. Return (xq,...,%,,),2)

Figure 2.7: Games for Lemma

The natural simulation approach is to return a random z<—sZ,, or z<-sZ;, but these turn out to
not perfectly mimic the true distribution of replies, because this distribution depends on w. We
start with a lemma that describes how to do a perfect simulation.

While the above serves as motivation for the Lemma, the Lemma itself is self-contained,
making no reference to the DL O oracle. We consider the games of Figure They are played
with an adversary making a single INIT query whose arguments are an integer i € [1..n] and a
vector w € ZZ*Z. The operations in the games, including inverses of elements in Z},, are in the
field Z,. Game G;ﬂp_l captures what, in our vector-representation, will be the “real” game, with
z at line 3 computed correctly as a function of x;. Game G;If;lp_o represents the simulation, first
picking z and then defining x;. Lines 3,4 show that there are two cases for how z,x; are chosen in
the simulation, depending on the value of w = w|i| and the inner product of w with X;. The games
return all variables involved. The claim is that the outputs of the games are identically distributed,

captured formally, in the statement of Lemma [2.5.2] below, as the condition that any adversary

returns true with the same probability in the two games.
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Lemma 2.5.2 Let p be a prime and n > 1 an integer. Then for any adversary A we have
PGP ()] =PrGyP0(a)] (2.17)
where the games are in Figure[2.7]

Proof of Lemma With i, w being A’s query to INIT, we can regard vector X; = (xi, ...,
Xi—1,0,Xi4+1,---,Xn, 1,y) as fixed, since its constituents are chosen identically in the two games.
Let o= (w,X;). Now consider two cases. The first is that o = 0. Then, in both games, z = w, and x;
is chosen randomly from Zj,. The second case is that o # 0. For x € ZJ, let Z, o (x) = w +x1a,

so that z = Z,, «(x;) at line 3 of game G, ! That a # 0 implies Z,, o (x) # w, meaning the

function Z,, o maps as Zya:Z;, — Z, \{w}. Forze Z,\ {w}, let X, o(z) = - (z— w)~L, so

that x; = Xy, o (z) at line 3 of game G;f;lp_o. That z # w and o # 0 means X, o(z) # 0, meaning
the function Xy, o maps as X,,o:Z, \ {w} — Z;,. The proof is complete if we show that these

functions are inverses of each other, in particular showing that both are bijections. Indeed, for any

x € Z, we have Xy a(Zy,a(x)) = X a(w +xla)y=a- w+x - ao—w) ' =a-x-al=x 1
Equipped with this lemma, we give the proof of Theorem [2.5.1]

Proof of Theorem m: By span(¥) we denote the span of a vector vV € ZZ+2, which simply

gg-mbdl

means the set of all a-V as a ranges over Z,. Beyond the procedures of game GGm’m

, some
of our games define procedures VE and VE™!, the vector-encoding and its inverse. These
procedures are not exported, meaning can be called only by other game procedures, not by the
adversary. Throughout, we assume the adversary A makes no trivial queries. By this we mean
that the checks at lines 7 and 10 of game G‘ég’;ﬁ)dl are not triggered. In our games the consequence
is that we assume TI[A], TI[B] # L in any OP(A, B,sgn) query and, for a DLO(i, W) query, that
i € [n], that TI[W] # L and that the number of queries to this oracle is exactly m = 1. (The table

TI[] referred to here starts appearing in Game Gmyg of Figure )
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INIT(): / Gmo—Gm3
p < |G| ; E<sBijections(Z,,,G) ; y+sZ,

> Fori=1,...,ndox;<sZ,

3 X4 (X1, 1,y) s 70

| 1+ VE(0); g« VE(@,;1) ;Y < VE(@,;2)

s Fori=1,...,ndo X; + VE(é&)

6 Return1,g.Y,X;,.... X,
VE(f): /Gmy. Here 7 € Z/)*2,

7 If (TV[f] # L) then return TV([F]

+ (f,%) ; C+E(); TV[f] + C; TI[C] - 7 ; Return TV[{]

VE!(C): 1Gmy—-Gmjs. Here TI[C] # L.
¢ Return TI[C]
OP(A,B,sgn): / Gmo—Gmjs. Here TI[A], TI[B] # L and sgn € {+,—}
10 ¢+ VE ' (A)sgn VE"!(B) ; C + VE(?) ; Return C
DLO(i,W): /1 Gmy. Here i € [n] and TI[W] # L.

11 W< VETY (W) ;24 (x;)~'- (W,X) ; Return z

Fin(y'): 1 Gmg—Gm3
12 Return (y=y')

Figure 2.8: Game Gmy for the proof of Theorem Some procedures will also be in later
games, as marked.

We start with game Gmg of Figure [2.8] claiming that

AdvE™™M (7)) — PriGmg ()] . (2.18)

G,n,m

We now explain the game and justify Eq. (2.18)). Atline 10, operation sgn is performed modulo p,

and at line 11, the inverse and product in computing z are modulo p. The game picks y,x1,...,x,
in the same way as game Gé%;ﬁdl. At line 1, it also picks encoding function E in the same way

gg-mbdl

as game G,

, but does not use this function directly to do the encoding, instead calling VE,
which we call the vector-encoding function, on the indicated vector arguments. This procedure
maintains tables TV:Z"""2 — GU{ L} and TI: G — Z&">U{L} (the “I” stands for “inverse™)

that from the code can be seen to satisfy the following, where vector X is defined at line 3:

94



VE(f): /{Gm,], Gm,. Here 7 € Zj*2.
13 If (TV[f] # L) then return TV([f]

1o If (37 : (TV['] # Land7—7 € span(V))) then

15 C+TV[f']; TV[f] + C; TI[C] - 7 ; Return TV[7]
16 C+sG\GL

17 If (37 : (TV[f'] # Land (,X) = (',%))) then

18 bad<—true;

19 TV[f] - C; TI[C] - 7 ; GL <~ GLU{C} ; Return TV[f]
DLO(i,W): /Gm,;, Gmy. Here i € [n] and TI[W] # L.
20 W VE Y W) iz () - (0,X) : Ve—w—2-&

21 Return z

Figure 2.9: Procedures for games Gm;, Gm,,Gmj in the proof of Theorem[2.5.1, where Gm;
includes the boxed code.

(1) If TV[f] # L then TV[f] = E((7,X))
(2) If TI[C] # L then (TI|[C],¥) = E~!(C)
This ensures Eq. (2.18)) as follows. From line 4 and the above we have g = TV[é,1] =

E((€,+1,X)) = E(1), and, similarly, we have Y = E(y) and X; = E(x;) for i € [1..n], meaning

gg-mbdl

Gnm - Turning to OP, by linearity of the inner product and

these quantities are as in game G

item (2) above, we have

(¢,X) = (TI|A] sgn TI[B],X) = (TI[A],X) sgn (TI|B],X)

—E'(A)sgnE"'(B).

so by item (1) we have VE(?) = E(E~!(4) sgnE~(B)), as in game G ™ Finally, for DLO,

G,n,m

—\

item (2) says that (w,X) Gegmbdl

—1 . .
E™'(W), again as in game Gg;, ,,

Games Gmj, Gm; are formed by taking the indicated procedures of Figure [2.8]and adding
those of Figure 2.9] with the former game including the boxed code, and the latter not. Procedure
VE no longer invokes E, instead sampling it lazily. The vector v defined at line 20 satisfies

#,%) = (W—z-,%) = (W,X) —z- (€, %) = (W,%) —x; - (W, %) - x; = 0. As aresult, at any time,
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any vector i € span(V) satisfies (ii,X) = 0. Now we claim that

Pr[Gm; (A4)] = Pr[Gmg(4)] . (2.19)

Let us justify this. If the “If”” statement at line 14 is true, we have, by the above, (?—?’,)_c’) =0,
or (7,X) = (f,X), and so, as per line 8 of Figure ought indeed to set TV[f| = TV[{']. The
inclusion of the boxed code at line 18 further ensures consistency with line 8 of Figure So
VE is returning the same things in games Gm, Gmg. While DL.O defines some new quantities,
what it returns does not change compared to game Gmg. This concludes the justification of
Eq. (2.19).

Games Gm;,Gmy; are identical-until-bad as defined in [19]]. Let B, be the event that

Gmy(A4) sets bad. Then by the Fundamental Lemma of Game Playing [19],

Pr[Gm;(4)] < Pr[Gmy(A4) and B,] + Pr[B,] , (2.20)

where B, denotes the complement of event B,. We claim that

Pr[Gmy(A) and B;] + Pr[B;] < Pr[Gm;(4)] , (2.21)

where game Gmyj is in Figure [2.10] It includes the boxed code, which game Gmy excludes. In
these games, VE returns the same thing as in game Gmy, but also indexes (keeps track of) vectors
7 that might set bad in Gmy, so that it can refer to them in FIN. The achievement is that this
procedure no longer refers to X. Now we would like the same to be true for DLO. A natural
approach would be to have DL O return a random z+<sZ,. However, the true distribution of
z is more complex, and instead we will use Lemma[2.5.2] Line 11 sets w € Z, to be the i-th
coordinate of vector w. Line 12 checks if w is O at all but its i-th coordinate, if so correctly

returning w as the answer to the oracle query. At lines 13,14, the choices of z and x; are made in
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INIT(): / Gm3—Gm5, Gmaﬁ.

1 p|G|;1< VE(); g+ VE@,11):Y + VE(@,.2)
> Fori=1,...,ndo X; + VE(é&)

3 Return 1,¢,Y,X1,...,X,

VE(f): / Gm3-Gms, Gmgg. Here 7 € Z4+2.
4+ If (TV[f] # L) then return TV([F]
5 C<+sG\GL
¢ If (37 : (TV['] # Land7—7 € span(¥))) then C + TV[(']
Else k< k+1;% < 17;GL <+ GLU{C}
s TV[f] < C; TI[C] +- 7 ; Return TV[{]
VE!(C): 1 Gm3-Gms, Gmg g. Here TI[C] # L.
s Return TI[C]
OP(A,B,sgn): / Gm3-Gms, Gmy, g. Here TI[A], TI[B] # L and sgn € {+, -}
0 ¢+ VE !(A) sgn VE7!(B) ; C < VE(&) ; Return C
DLO(i,W): /{Gms}, Gmy. Here i € [n] and TI[W] # L.
11 W VETL (W) s w wli]
1 Ifw—w-€ = 6) then return w
15 2 Z\ AW s Y82y 5 X1, Xi 1, Xig 1y Xn 452
10X (e X 150,041, X, 1Y) 5 x5 4= (2—w) 71 (0, %)
15 If ((w,X;) = 0) then bad < true ;
16 V< w—2z-¢;; Return z
Fin(y'): 1 Gm3, Gmy.
17 X (X1, eey X0, 1,Y)
1o Return ((y=y') or (Fo,B:1<a<P<kand (7o —73,X)=0))

Figure 2.10: Procedures for games Gms, Gmy in the proof of Theorem Some procedures,
as marked, will be used in later games.

accordance with one case of Lemma[2.5.2] with y, and the x; for j # i, chosen correctly. Line 15
checks if it is the other case that happened, and, if so, game Gmj corrects the choices of z,x;
according to the Lemma. The Lemma thus implies that in game Gmas, the returned z is distributed
as it is in game Gmy. FIN of game Gmj returns true if either y = y/, or game Gm, would set bad,
justifying Eq. (2.21).

Games Gmj3,Gmy are identical-until-bad, so by the Fundamental Lemma of Game Play-
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DLO(i,W): / Gms, Gmy g. Here i € [n] and TIW] # L.
19 W VE Y W) s w« w[i]

20 If % —w- & = 0) then return w

21 z4sZp\{w} V< Ww—2z-¢ ;Returnz

FiN(y'): /Gms.

22 y4sZp; Return (y =)

FIN(Y'): 1 Gmgg.

23 If (not (1 < a0 < B < k)) then return false

24 y<—$Zp;xl,...,x,-_hxiﬂ,...,xne$ZI*7

25 Xri — (-xlw .. 7Xi_1,0,x1‘+1,. <y Xn, 17)’) s Xi (Z_W)_l : <W/7)_61>
5 X4 (X1, 5%0,1,Y)

27 Return ( (fo, —173,X) = 0)

Figure 2.11: Further procedures to define game Gms and games Gmg,g (1 < o < 3 < ¢) in the

proof of Theorem
ing [19],

Pr[Gms(A4)] < Pr[Gmy4(A4)] + Pr[Gmy4(A) sets bad] . (2.22)

We claim

Pr[Gmy(A4) sets bad] < P (2.23)
That is, the probability that (w,x;) =0 at line 15 is at most 1/(p — 1). We now justify this. Line 12
tells us that, at line 15, there is some j € [1..n+2]\ {i} such that w[j] # 0. Consider two cases.
The first is that there is such a j satisfying j # n+ 1. If j = n+ 2, there is exactly one choice of
y € Z, making (w,%;) = 0, while if j € [1..n] \ {i}, there is at most one choice of x; € Z}, making
(w,X;) = 0, so overall the probability that (w,X;) =0 is at most 1/(p — 1). The second case is
that w[j] = O for all j # n+ 1. But then the probability that (w,X;) = 0 is zero. This completes
the justification of Eq. (2.23).

We now define a game Gms, and also a game GmOC’B for each 1 < a < B < ¢, where
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q= Qgp +n+ 3. The DLO, FIN procedures of these games are shown in Figure , and the
other procedures remain as in Figure Since the boxed code is absent in DL.O of game
Gmy, the only random choice it needs to make is z, yielding the simplified DLO procedure of
Figure 2.11] The other random choices are delayed to FIN. The event resulting in game Gmy

returning true is broken up in the new games so that, by the union bound,

Pr(Gmy(4)] <Pr[Gms(A)]+ ) Pr[Gmgg(A)]. (2.24)
1<a<f<q
Clearly
Pr[Gms ()] < 11) | (2.25)

Now, fix any 1 <a < < g. We assume wlog that k always equals g. In game Gmyg, let
d=T, —fg.leta=(z—w) ! and letii = a-dli]-w+d. Let Z be the event that (d, ) =0, and let

S be the event that d € span(¥). Then

Pr[Gmg, g(A4)] = Pr[Z] = Pr[Z and S] + Pr[Z and S]

<Pr[Z]|S]+Pr[9]. (2.26)
We will show that
— 1
Pr[Z|S] < — (2.27)
p—1
Pr{S] < —— . (2.28)
p—1
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We now justify Eq. (2.27). We have

Assume d ¢ span(V), meaning event S happens. Then we claim (we will justify this in a bit) that
there exists a j € [1..n+ 2]\ {i,n+ 1} such that i[j] # 0. This means that the random choice
of either x; (if j € [1..n]\ {i}) or y (if j = n+2) has probability at most 1/(p — 1) of making

(i, x;) = 0. To justify the claim, suppose to the contrary that for all j € [1..n+ 2]\ {i,n+ 1} we

-

have i[j] = 0. Since (ii,%;) = 0, it must be that ii[n+ 1] = 0 as well. Let b = —a - d[i], so that

- - —

dlij]=—b-a ' =—b-(z—w)=b-(w—2z). For j € [1.n+2]\ {i} we have a-d[i] - w[j] +d[j] =0,
ord|j| = —a-dli]-w[j] = b-w[j]. Recalling that ¥ = w — z- & and w = wli], we see thatd = b - ¥,
which puts d in span(V), contradicting our assumption that d¢ span(V). This concludes the

justification of Eq. (2.27).
We turn to Eq. 1D Suppose de span(V), meaning d=b-$=b-w—bz-& for some

b € Z;,. By line 4 of Figure 2.10}, 7o, # g, 50 d #0550 b # 0. So there is at most one z € Z,, such

that d[i] = bw — bz, and our z chosen at random from Z » \ {w} has probability at most 1/(p — 1)
of being this one.

Putting the above together we have

) L1 1 2
AQvEE™ gy < P (Chnd)]

G,.n,m

This concludes the proof. |
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2 X1,X¢5Zig s X ghlgY

3 Return ((g2,X), (g2,x1,%2))

©orrsZig s R« g gy

5 Return (R, (r1,72))
ID.Rsp((g2,x1,%2), ¢, (r1,72)):

5 z1 < (xic+r;) mod |G|

7 224 (xc+r) mod |G|

¢ Return (z1,22)
ID.Vf(X,R,c,(z1,22)):

0 b (gzlgéz = X°R) ; Return b

Prover Verifier

Input: (g2,X), (g2,x1,x2) Input: (g2,X)

ry,rn <—$Zp

R+ ghg? _ R csZ,

c

71 < (xjc+r1) mod p

72 ¢ (xp¢+1rp) mod p (z1,22) b <+ (g5 = RX®)
ID.Kg: DS.Kg:
1 gy <+sG* 1 gy +sG*

2 x1,xX¢8Zg 5 X <—8x'g)262

2 Return ((g2,X), (g2,x1,%2))
DS.Sign™((g2,x1,%2),m):

Lo sZig s R« g1 gY

5 ¢+ H(R,m)

5 71 ¢ (x1c+r;) mod |G|

22 4 (x2c¢+r2) mod G|
¢ Return (R, (z1,22))
DS.Vf*((2,X),m,0):
> (R,(z1,22)) o0
0 ¢ H(R,m)
11 Return (g% g5 = X“R)

Figure 2.12: Let G be a group of prime order p = |G| and let g € G* be a generator of G. The
Okamoto ID scheme ID = OkalD|G, g] is shown pictorially at the top and algorithmically at the
bottom left. At the bottom right is the Okamoto signature scheme DS = OkaSig[G, g|, using

H:Gx {0,1}* — Z,,.

2.6 Okamoto Identification and Signatures from MBDL

In this section, we give a tight reduction of the IMP-PA security of the Okamoto identifi-
cation scheme to the 1-MBDL problem and derive a corresponding improvement for Okamoto

signatures.

OKAMOTO IDENTIFICATION SCHEME AND PRIOR RESULTS. Let G be a group of prime

order p = |G|, and g € G* a generator of G. We recall the Okamoto identification scheme [74]

ID = OkalD[G, g] in Fig. The public key has the form pk = (g2,X) € G? where g is
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a generator and X = g g3, where the secret key is sk = (g2,x1,x2) € Z;. The commitment
is R =g"'gy* € G, and (r1,r,) is returned as the prover state by the commitment algorithm.
Challenges are drawn from |ID.Chl = Z,,, and the response z and decision b are computed as
shown.

Given an IMP-PA adversary 4 against ID = OkalD[G, g, the classical proof of [74] builds
a DL-adversary B, as follows. On input a target point Y whose discrete-log it wants to compute,
B sets g =Y. It then itself picks xy,x; and sets X = g"1g5?, so that (x1,x2) is what’s called a
representation of X. Now ‘B runs 4 on public key (g2,X). Knowing the secret key (g2,x1,x2), it
is easy for B to simulate the Tr oracle. When A4 makes its impersonation attempt, rewinding is
used, as usual, to obtain two accepting conversation transcripts with the same commitment R*.
From these, B can compute another representation of X, namely some a,a; such that X = g“lggz.
The witness indistinguishability property of the protocol says that (a;,a2) # (x1,x2), except with
probability 1/p. Finally, from the two distinct representations of X, adversary B can compute

DLg4(g2). Again the simplest analysis is via the Reset Lemma of [15]], which says that

imp- 2
Adv5"P(4) < \/AdvE ,(B) + o (2.29)

the extra 1/p term compared to Equation (2.7) being due to the probability that the two represen-
tations are equal. The running time T3 of B is roughly 2T 4 plus simulation overhead O(Q;r -18),

where 7 is the time for an exponentiation in G.

OUR RESULT. We show that the IMP-PA-security of the Okamoto identification scheme

reduces tightly to the 1-MBDL problem. As with Schnorr, the reduction does not use rewinding.

Theorem 2.6.1 Let G be a group of prime order p = |G|, and let g € G* be a generator of G. Let
ID = OkalD[G, g| be the Okamoto identification scheme. Let 4 be an adversary attacking the

imp-pa security of |D. Then we can construct an adversary ‘B (shown explicitly in Figure
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Adversary BPLO:

L (Y, X) < INIT() s wesZ), 5 g0 < 8"

2 (21,22) 5 AT ((g2,X))

3 Return z; +wz

W R Y o DLO(1,W) ; Return ¢*
Tr:

5 21,2042, 50432, s R+ g91g7 - X ¢ ; Return (R, ¢, (z1,22))

Figure 2.13: MBDL adverary ‘B for Theorem based on IMP-PA adversary 4.

such that

. 1
AGVE() < AV (5) 230)

Additionally, Tg is roughly T g plus simulation overhead O(Q};{ -TS).

Proof of Theorem [2.6.1: Our reduction from MBDL deviates from the prior one discussed
above. It does not set g to the target point Y, instead picking w and setting g, = g". It sets X
to a base under which it can take a discrete logarithm. When adversary A4 provides R* in its
impersonation attempt, adversary B picks ¢* so that ¥ = R*X¢ . Then, from 4, it gets (z1,22)
satisfying g71g5> = R*X¢ =Y. Using w, adversary ‘B then finds DLg¢(Y). It simulates the Tr
oracle using the zero-knowledge simulator. Thus, while in the prior approach the reduction knows
the secret key but not DLg 4(g2), in ours the reduction does not know the secret key but knows
DLg ¢(82)-

For the formal proof, we claim that the adversary B, shown in Fig. satisfies Equa-
tion (2.30). Since the analysis is similar to that in the proof of Theorem [2.4.1 we will be brief.
The X provided by B to 4 is a generator. In the scheme, X = g“1 ™" fails to be generator iff
x1 + wxp = 0, which happens with probability 1/p, accounting for this additive term in the bound.
Adversary ‘B simulates the transcript oracle correctly by the usual zero-knowledge method. If

4 succeeds, we have g7 g7 = R*X". But g%g3 = g% and R*X®" =7, so z; +wz, can be
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returned as the discrete log of Y. |

OKAMOTO SIGNATURES. The Okamoto signature scheme DS = OkaSig[G, g| is derived

by applying the Fiat-Shamir transform [45] to the Okamoto identification scheme. Its algorithms
are shown at the bottom right of Fig. The set DS.HF consists of all functions h:G X
{0,1}* — Z,,.

Combining Lemma with Theorem we get the following reduction, of the UF
security of the Okamoto signature scheme to the 1-MBDL problem, that loses only a factor of the

number of hash-oracle queries of the adversary.

Theorem 2.6.2 Let G be a group of prime order p = |G

, and let g € G* be a generator of G. Let
DS = OkaSig[G, g| be the Okamoto signature scheme. Let 4 be an adversary attacking the uf
security of ID. Let = (1+ QY + Q3N)Q3N + (14 QY). Then we can construct an adversary
B such that

Advis(A) < (1+QY) - Advg™|(B) +% . (2.31)

Additionally, Ty is roughly T 4 plus simulation overhead O(Q/SqIGN -TS).

As before, the best prior result, obtained via the general Forking Lemma of [14], said that given
an adversary A4 attacking the UF security of DS, one can construct a discrete log adversary B

such that

Advi(4) < \/ (1+Ql) - Advg ,(B) + I—E : (2.32)

where B and Ty are as above. Roughly the bound in Eq. (2.31) is the square of the one in
Eq. (2.32)), and thus (always) smaller.

2.7 Ratio-based tightness

KMP [58]] claims a tight reduction between passive impersonation security of Schnorr

identification and discrete log. Their results are claimed to be tight when evaluated under
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time-to-sucesss ratio. We show here why their result does not give bounds that are as good as
ours.

Let ID be the Schnoor identification scheme defined in Section[2.4] Let A4 be an adversary
against the IMP-PA security of ID with running time T4. For any given parameter N > 1,

KMP [58][Lemma 3.5] construct a DL adversary Dy such that

imp- 1 N
Advg,(Dy) >1— [1 — (Adv,Dp P(a) - ;)} , (2.33)

and Tp, = 2N - T 4. Notice that when N = 1, this is identical to Eq. (2.7, meaning there is no
improvement in that case. Next, KMP [58] pick a specific value of N that we call N*. This value

is N* = (Adv2PP*(2) —1/p)~". So the term on the right hand side of Eq. (2.33) becomes

imp- AN 1
1— [1 — (Adv}gp P(a) - ;)} ~ 1= ~0.63, (2.34)

a constant close to 1. Let B* = Dy« be the DL adversary for this parameter choice. Then,

neglecting 1/p as being essentially 0, one has

1\2

Adv (B*) > (1 — ;> ~ 0.4 (2.35)

T
Ty =2N" Tqm —— (2.36)

Adv )" ™ (2)
Dividing, they obtain the ratio tightness

Ad imp-pa q Advdl B*

Vip () _ Adve,(B) (2.37)

Tg - T@*

“Tightness” is claimed because the time-to-success ratio is preserved. However, we will show that
one cannot use the above to instantiate parameters that as competitive as the ones guaranteed by

our bounds. This is because the running time Tg- from Eq. (2.36) is in general much larger than
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T 4 and the ratio tightness only holds when the running time of the DL adversary is increased in
this way to make its advantage a constant as per Eq. (2.35]).

As before, let us the GGM bound for breaking DL, i.e. Adv‘él’ g(Q?*) < TZQ;* /p. Then, from

Eq. (2.35) one has T+ ~ 1/0.4- p, so

AdviPP(a) 04

2.38
T,  ~J0dp (2:3%)
which means that one would need a group of size
T 2
P~ (Tﬁa) . (2.39)
Adv," 7 (A2)

This is exactly the same requirement as dictated by the prior results, namely Equation (2.7) and

Equation (2.11). Hence, the guarantee by the results of KMP is the same as offered by prior

results in Fig.

2.8 Acknowledgements

We thank the Indocrypt 2020 reviewers for their insightful comments.

Bellare was supported in part by NSF grant CNS-1717640 and a gift from Microsoft. Dai
was supported in part by a Powell Fellowship and grants of the Bellare.

Chapter [2] in full, is a repreint of the material as it appears in International Conference on
Cryptology in India, 2020. Bellare, Mihir; Dai, Wei. The dissertation author was the primary

investigator and author of this paper.

106



Chapter 3

Chain Reductions for Multi-signatures and

the HBMS Scheme

3.1 Introduction

Usage in cryptocurrencies has lead to interest in practical, Discrete-Log-based multi-
signature schemes. Proposals exist, are efficient, and are supported by proofs, BUT, the bound on
adversary advantage in the proofs is so loose that the proofs fail to support use of the schemes
in the 256-bit groups in which they are implemented in practice. This leaves the security of
in-practice schemes unclear.

We ask, is it possible to bridge this gap to give some valuable support, in the form of
tight reductions, for in-practice schemes? As long as we stay in the current paradigm, namely
standard-model proofs from DL, the answer is likely NO. To make progress, we need to be
willing to change either the model or the assumption. We show that in fact changing either
suffices. Our approach is to give, for any scheme, many different paths to security. In particular
we give (1) tight reductions from DL in the Algebraic Group Model (AGM) [47], and (2) tight,

standard-model reductions from well-founded assumptions other than DL. We obtain these results
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via a framework in which a reduction is “factored” into a chain of sub-reductions involving
intermediate problems.

We implement this approach first with classical 3-round schemes, giving chain reductions
yielding (1) and (2) above for the BN [14]] and MuSig [64] schemes. Then, in the space of 2-round
schemes, we give a new, efficient scheme, called HBMS, for which we do the same. We now look

at all this in more detail.

BACKGROUND. A multi-signature ¢ on a message m can be thought of as affirming
that “We, the members of this group, all, jointly, endorse m.” The group is indicated by the
vector vk = (VK[1],...,vKk[n]) of individual public verification keys of its members, and can be
dynamic, changing from one signature to another. Signing is done via an interactive protocol
between group members; each member i begins with its own public verification key vk([i], its
matching private signing key sk[i], and the message m, and, at the end of the interaction, they
output the multi-signature 6. The latter should be compact (of size independent of the size of the
group), precluding the trivial solution in which © is a list of the individual signatures of the group
members on m.

Following its suggestion in the 1980s [56], the primitive has seen much evolution [52} 60,
72,166, (14]. Early schemes assumed all signers in the signing protocol picked their verification
keys honestly. “Rogue-key attacks,” in which a malicious signer picked its verification key as
function of that of an honest signer, lead to an upgraded target, schemes that retain security
even in the presence of adversarially-chosen verification keys. Towards this challenging end
we first saw schemes either using interactive key-generation [66]] or making the “knowledge of
secret key” assumption [21}61]. Finally, BN [[14] gave an efficient, Schnorr-based scheme in the
“plain public-key” model, where security was provided even in the face of maliciously-chosen
verification keys, yet no more was assumed about these keys than their having certificates as per a
standard PKI.

The BN model and definition have become the preferred target; it is the one used in the
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schemes we discuss next, and in our scheme as well. We denote the security goal as MS-UF.
In Section |3.4) we define it via a game, and define the ms-uf advantage of an adversary as its
probability of winning this game.

A NEW WAVE. Applications in blockchains and cryptocurrencies —see [25] for details—
have fueled a resurgence of interest in multi-signatures. The desire here is MS-UF-secure,
DL-based schemes that work over standard elliptic curves such as Secp256k1 or Curve25519.
(Pairing-based schemes [25]] are thus precluded.) The natural candidate is BN. But the new
application arena has lead to a desire for the following further features, not possessed by BN: (1)
Key aggregation. There should be a way to aggregate a set of verification keys into a single, short
aggregate key, relative to which signatures are verified. (2) Two rounds. A signing protocol using
only 2 rounds of interaction, as opposed to the 3 used by BN.

MuSig [64, 25]] broke ground by adapting BN to add key aggregation. Now the effort
moved to reducing the number of rounds. This proved challenging. Early proposals of two-
round schemes —[8, 62, 85]] as well as an early, two-round version of MuSig [64]— were
broken by DEFKLNS [40]. To fill the gap, DEFKLNS gave a new two-round scheme, mBC]J.
Other proposals followed: MuSig?2 [69], MuSig-DN [70] and DWMS [4]]. All these support key
aggregation.

All the schemes discussed here come with proofs of MS-UF security based on the
hardness of the DL (Discrete Log) problem in the underlying group G, up to variations in the

model (standard or AGM [47]]) or the type of DL problem (plain or OMDL [/13]).

CURRENT BOUNDS. On being informed that a scheme has a proof of security based on

the hardness of the DL problem in an underlying elliptic-curve group G, the expectation of a
practitioner is that the probability that a time ¢ attacker can violate MS-UF security is no more
than the probability of successfully computing a discrete logarithm in G, which, as per [81]],
is t2/p, where p, a prime, is the size of G. Concretely, with the 256-bit curves Secp256k1 or

280

Curve25519 —p = 23— they would expect that a time ¢ ~ attacker has ms-uf advantage at
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Table 3.1: Bounds on ms-uf advantage for the 3-round schemes BN and MuSig. First we
show prior bounds, then ours. In each case we first show the upper bound UBI,\r},SS'“f(t, q,4s,P)
as a formula, where ¢, g, g, are, respectively the adversary running time, the number of its RO
queries and the number of executions of the signing protocol, while prime p is the size of the
underlying group G. We then show the evaluation with r = g = 28, g, = 23* and p ~ 22, to
capture security over 256-bit curves Secp256k1 or Curve25519. Our bounds assume generic
hardness of IDL (for BN) and XIDL (for MuSig), which both hold in AGM. Our bounds are

also tight and optimal, matching those for the DL problem itself.

Previous Ours

Scheme MS  yBmv(r, g,q,,p) p~220 UBES"(t,q.q5,p) p~ 22

BN [14] (q-12)/p 28 ?/p 2%
MuSig [25,164]  /(¢*-12)/p 1 ?/p 2796

most 2160-256 _ 7—96

But this expectation is only correct if the reduction in the proof is tight. Current proofs for
DL-based multi-signature schemes are loose. With the 256-bit curves Secp256k1 or Curve25519,
and for a 280-time attacker, the proof of [14] for BN can preclude only a 2~8 ms-uf advantage,
while the proof of [64, 25] for MuSig cannot even preclude a ms-uf advantage of 1, meaning there
may be, per the proof, no security at all (cf. Figure [3.1)). For 2-round schemes, the advantage
precluded by current proofs is 27'° in one case, and again just 1 for the others (cf. Figure .
Overall, the proofs fail, by big margins, to support the parameter choices and expectations of
practice.

Before continuing, let us expand on the above estimates. A proof of MS-UF security for
a multi-signature scheme MS gives a formula UBﬁSS‘“f(t,q,qs, p) that upper bounds the ms-uf
advantage of an adversary as a function of its running time ¢, the number ¢ of its queries to the
random oracle, and the number ¢, of executions of the signing protocol in the chosen-message
attack in the ms-uf game. They are shown in Figures and 3.1} We assume thatt > g > g,. To

get these formulas, we first assume that the best attack against the DL problem is generic, so that

a time ¢ attacker has success probability at most #2/p [81]. Next, we use the concrete-security
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Figure 3.1: Bounds on ms-uf advantage for 2-round schemes. First we show bounds for
prior schemes, then the bounds for our new scheme HBMS. As before, we first show the upper
bound formula UB}\“,'SS'“f(t, q,9s,p), where t,q, g, are, respectively the adversary running time,
the number of its RO queries and the number of executions of the signing protocol, while prime
p is the size of the underlying group G. We then show the evaluation with t = g = 280, ¢, =23
and p ~ 2%, to capture security over 256-bit curves Secp256k1 or Curve25519. For MuSig2,
results differ depending on a parameter v of the scheme. We also show estimates of signing time
(per signer) and verification time. Here 7,"° is the time to compute one n-multi-exponentiation
in G. The “NIZK” for MuSig-DN indicates that signing requires computation and verification
of a NIZKs, which is (much) more expensive then other operations shown.

Security Efficiency

Scheme UBRS"(rg.qp) p=22  Sign Vi

mBCJ [40] (@2-4*-12)/p 1 Tme 4 Tme  3Tme
MuSig-DN [70] vV (g*-12)/p 1 NIZK T
MuSig2, v > 4 [69] vV (q*-1%)/p 1 Tme e
MuSig2, v = 2 [69] (*+4°)/p 216 e Tme
DWMS [4] ?/p+q/\/P 278 peq e T
HBMS */p 2% ;e e

results, in theorems in the papers, that give reductions from the DL problem to the MS-UF security
of their scheme. The square-roots in the formulas arise from uses of forking lemmas [76, |14, 8]|;
the fourth-roots from nested use. The bounds in our Figures are approximate, dropping negligible
additive terms. The proofs on which the bounds of Figures and are based, are, for BN [14]],
MuSig [25] 64], mBCJ [40], MuSig-DN [70] and MuSig2 (v > 4) [69]], in the standard model,
and for MuSig2 (v = 2) [69], DWMS [4] and HBMS, in the AGM. See Section [3.8]for details.

TOWARDS BETTER BOUNDS. Our thesis is that proofs should provide, not merely a

qualitative guarantee, but one whose bounds quantitatively support parameter choices made in
practice and the indications of cryptanalysis. Accordingly we want multi-signature schemes for
which we can prove tight bounds on ms-uf advantage. How are we to reach this end? Impossibility
results for Schnorr signatures [75,|58]], on which the multi-signature schemes under consideration

are based, indicate that a search for tight reductions that are both (1) in the standard model, and
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(2) from DL, is unlikely to succeed. We need to be flexible, and relax either (1) or (2). In fact
we show that relaxing either suffices: We give (1) tight reductions from DL in the Algebraic
Group Model (AGM) [47], and (2) tight, standard-model reductions from assumptions other than
DL. Together, these provide valuable theoretical support for the use of practical multi-signature

schemes in 256-bit groups.

AGM. The AGM considers a limited, but still large class of adversaries, called algebraic.
When such an adversary queries a group element to an oracle, it provides also its representation
in terms of prior group elements that the adversary has seen. Intuitively, the assumption is that
the adversary “knows” how group elements it creates are represented. For elliptic curve groups,
this appears to be a realistic assumption, and here the AGM captures natural and currently-known
attack strategies.

When considering the merits of the AGM, an important one to keep in mind is that a proof
in the AGM immediately implies a proof in the well-accepted Generic Group Model (GGM)
of [81]]. (So the AGM is only “better” than the GGM.) In more detail, a tight AGM reduction from
DL to some problem X immediately yields a GGM bound on adversary advantage, for X, that
matches the GGM bound for DL [47]. Thus, overall, tight AGM reductions provide a valuable
guarantee. This is recognized by Fuchsbauer, Plouviez and Seurin [48] who use the AGM to give
a tight reduction from DL to the UF security of the Schnorr signature scheme. Their result gives

hope, realized here, that such reductions are possible for multi-signatures as well.

CHAIN REDUCTIONS. We achieve the above ends, and more, as follows. For each multi-

signature scheme MS we consider, we give a chain of reductions, starting from DL, that we depict
as

DL=Py—P,—--—P,_ 1 —>P,=MS,

where Py, ..., P, are intermediate computational problems. We refer to m > 1 as the length of

the chain. For each step P;_; — P; we provide one of the following.
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1. A tight, standard-model reduction. This is the ideal and done for as many steps as possible.
2. When 1. is not possible, we give BOTH of the following:

2.1 A tight AGM reduction, AND ALSO

2.2 A non-tight standard-model reduction.
Since a tight standard-model reduction implies a tight AGM one, this yields a tight AGM reduction
from DL to MS, the first of our goals stated above. (A bit better, since some sub-reductions are
standard-model.) For i such that the chain P; — --- — MS consists only of tight standard-model
reductions, we have a tight, standard model proof of MS from assumption P;, realizing our second
goal, stated above, of tight standard-model reductions from assumptions other than DL. (Of
course how interesting or valuable this is depends on the choice of P;, but as discussed below, we
are able to make well-founded choices.)

Finally, something not yet mentioned, that follows from 1 and 2.2 of the chain reductions,
is that we always have a standard model (even if non-tight) reduction DL — MS. This means
that, while adding tight AGM reductions that are valuable in practice, we are not lowering the
theoretical or qualitative guarantees, these remaining as one would expect or desire.

Chain reductions can be seen as a way to implement a modular proof framework in the

style of [58], in which steps are reused across proofs for different schemes.

NEW BOUNDS FOR CLASSICAL SCHEMES. We start by revisiting the classical 3-round

schemes, namely BN and MuSig. Figure [3.2]illustrates our chains, that we now discuss.

IDL, formulated in [58] —they call it IDLOG, which we have abbreviated— is a purely
group-based problem that is equivalent to the security against parallel impersonation under key-
only attack (PIMP-KOA) of the Schnorr ID scheme. A tight GGM bound for IDL was shown by
[58]], but an AGM reduction DL — IDL does not seem to be in the literature; we fill this gap by
providing it in Theorem[3.3.1] A (non-tight) standard model DL — IDL reduction is in [58]], but
we slightly improve it in Theorem [3.3.2]

Now our chain for BN is DL — IDL — BN. This chain has length 2. Our main result for
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DL

1 Reduction SM AGM
BN

IDL

1 DL —IDL  Th.(3.3.2 Th.]3.3.1
2 IDL — BN  Th.]3.5.1 -
3 IDL — XIDL Th.[3.3.4) Th.]3.3.3
4
5

3

4 .
XIDL —— MuSig XIDL — MuSig Th.3.6.1 -

XIDL — HBMS Th.[3.7.2| Th.]3.7.1

HBMS

Figure 3.2: Chain reductions for multi-signatures. SM stands for “Standard Model” and
AGM for “Algebraic Group Model.” An arrow P — Q means a reduction from P to Q; i.e. a
proof that P implies Q. A boldface Theorem Number indicates the reduction is tight. A blank
appears in the AGM column when a (tight) SM reduction to its left makes the AGM reduction
unnecessary. Writing a MS scheme like BN, MuSig, HBMS as a point in a chain refers to MS-UF
security of the scheme in question.

BN is Theorem [3.5.1] which shows IDL — BN with a tight, standard model reduction. Putting
this together with our above-mentioned tight DL — IDL AGM-reduction of Theorem [3.3.1] we
get a tight DL — BN AGM-reduction. Also our tight, standard-model IDL — BN reduction says
that BN is as secure as the Schnorr identification scheme, which is valuable in its own right since
the latter has withstood cryptanalysis for many years.

We introduce an intermediate, purely group-based problem we call XIDL. We show
IDL — XIDL with a tight AGM reduction (Theorem [3.3.3) and a (non-tight) standard-model
reduction (Theorem [3.3.4]).

Our chain for MuSig is DL — IDL — XIDL — MuSig. This chain has length 3. Our
main result for MuSig is Theorem [3.6.1] which shows XIDL — MuSig with a tight, standard
model reduction. Putting this together with the rest of the chain, we get a tight DL — MuSig
AGM-reduction. If we are willing to view XIDL as an assumption extending IDL, we can also

view MuSig as based tightly on that.
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ms-uf

This means we show that UBJ " (,4, gy, p) < t*/p for both schemes, matching the DL
bound. This is tight and optimal, since the multi-signature schemes can be broken by taking

discrete-logs. Figure (3.1{compares our results with the prior ones.

NEW 2-ROUND SCHEME. Turning to 2-round schemes, we give a new scheme, called

HBMS. HBMS supports key aggregation, in line with other 2-round schemes. Our chain for
our new 2-round HBMS scheme is DL — IDL — XIDL — HBMS. This chain has length 3. We
show XIDL — HBMS with a tight AGM reduction (Theorem [3.7.1)) and a (non-tight) standard-
model reduction (Theorem [3.7.2)). Putting this together with the rest of the chain, we get a tight
DL — HBMS AGM-reduction, in particular showing UB{\HASS'“f(t,q,qS, p) < t*/p, matching the
DL bound. We also get a (non-tight) DL. — HBMS standard-model-reduction.

Figure [3.1| compares HBMS with prior 2-round schemes. It shows that our improvement
in security is not at the cost of efficiency. (Signing in HBMS is as efficient, or more so, than
in prior schemes. For verification, MuSig-DN [70] is slightly faster, but signing in the latter is
prohibitive due to the use of NIZKs.)

As the above shows, we reuse steps across different chains. Thus XIDL is an intermediate
point for both MuSig and HBMS, and IDL for both BN and XIDL. This simplifies proofs and

reduces effort. It also shows common elements and relations across schemes.

EQUIVALENCES. As discussed above, Theorem shows IDL — BN with a tight,

standard model reduction. We also give, in Theorem @], a converse, namely a tight, standard-
model reduction showing BN — IDL. This shows that IDL and BN are, security-wise, equivalent.
Similarly, as discussed above, Theoremm shows MuSig — XIDL with a tight, standard model
reduction, and we also give, in Theorem @ a converse, namely a tight, standard-model
reduction showing XIDL — MuSig. This shows that XIDL and MuSig are equivalent. Overall,
this shows that IDL and XIDL are not arbitrary choices, but characterizations of the schemes

whose consideration is necessary.

DEFINITIONAL CONTRIBUTIONS. DEFKLNS [40] found subtle gaps in some prior
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proofs of security for some two-round multi-signature schemes [8, |62, 85]. This indicates
a need for greater care in the domain of multi-signatures. We suggest that this needs to begin with
definitions. The ones in prior work, stemming mostly from [14], suffer from some lack of detail
and precision. In particular, the very syntax of a multi-signature scheme is not specified in detail.
This results in scheme descriptions that lack in precision, and proofs that stay at a high level in
part due to lack of technical language in which to give details. This in turn can lead to bugs.

To address these issues, we revisit the definitions. We start by giving a detailed syntax
that formalizes the signing protocol as a stateful algorithm, run separately by each player. Details
addressed include that a player knows its position in the signer list, that player identities are
separate from public keys, and integration of the ROM through a parameter describing the type of
ideal hash functions needed. Then we give a security definition written via a code-based game.

See Section 3.4

RELATED WORK. The interest for blockchains and cryptocurrencies, and thus our focus,

is DL-based schemes over elliptic curves. There are many other multi-signature schemes, based on
other hard problems. Aggregate signatures [27,12] yield multi-signatures, but these use pairings
(bilinear maps). A pairing-based multi-signature scheme is also given in [25]. Lattice-based
multi-signature schemes include [42, |36].

As noted above, IDL [58]] captures the security against parallel impersonation under
key-only attack (PIMP-KOA) of the Schnorr ID scheme and thus, given the ZK property of
the scheme, also its security against parallel impersonation under passive attack (PIMP-PA).
“Parallel” means multiple impersonation attempts are allowed. IMP-PA, traditional security
against impersonation under passive attack, is the case where just one impersonation attempt is
allowed. The Reset Lemma [15]] gives a standard model DL — IMP-PA reduction. This uses
rewinding and is non-tight, with a square-root loss. BD [10] introduce the Multi-Base Discrete
Logarithm (MBDL) problem, give a tight standard-model MBDL — IMP-PA reduction, and

show that, in the GGM, the security of MBDL is the same as that of DL. An interesting open
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question is whether MBDL can be used as a starting point for tight reductions for multi-signature
schemes. Rotem and Segev [78]] give a standard model DL — IMP-PA reduction that improves

the square-root-loss reduction but is still not tight.

3.2 Preliminaries

NOTATION. If n is a positive integer, then Z,, denotes the set {0,...,n— 1} and [n] or
[1..n] denote the set {1,...,n}. If x is a vector then |x| is its length (the number of its coordinates),
x|i] is its i-th coordinate and [x] = {x[i] : 1 <i <|x|} is the set of all its coordinates. A string
is identified with a vector over {0, 1}, so that if x is a string then x[i] is its i-th bit and |x| is its
length. By € we denote the empty vector or string. The size of a set S is denoted |S|.

Let S be a finite set. We let x <—s.5 denote sampling an element uniformly at random from
S and assigning it to x. We let y <~ A% (x1,...;p) denote executing algorithm A on inputs x1,. ..
and coins p with access to oracles Oy, ..., and letting y be the result. We let p <—srand(A) denote
sampling random coins for algorithm A and assigning it to variable p. We let y <—s A% (xq,...)
be the result of p <—srand(A) followed by y <— A% (xy,...;p). We let [AC1(x1,...)] denote the
set of all possible outputs of A when invoked with inputs xp, ... and oracles Oy, .... Algorithms

are randomized unless otherwise indicated. Running time is worst case.

GAMES. We use the code-based game playing framework of [19]. (See Fig.[3.3]for an
example.) Games have procedures, also called oracles. Amongst these are INIT and a F'IN. In
executing an adversary A4 with a game Gm, procedure INIT is executed first, and what it returns
is the input to 4. The latter may now call all game procedures except INIT, FIN. When the
adversary terminates, its output is viewed as the input to F'IN, and what the latter returns is the
game output. By Gm(A4) = y we denote the event that the execution of game Gm with adversary
A results in output y. We write PrjlGm(A4)] as shorthand for Pr[Gm(4) = true], the probability

that the game returns true. In writing game or adversary pseudocode, it is assumed that boolean
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variables are initialized to false, integer variables are initialized to 0 and set-valued variables are
initialized to the empty set 0.

A procedure (oracle) with a certain name O may appear in several games. (For example,
CH appears in two games in Figure[3.3]) To disambiguate, we may write Gm.O for the one in
game Gm.

When adversary A4 is executed with game Gm, we consider the running time of 4 as the
running time of the execution of Gm(4), which includes the time taken by game procedures. By
Qz we denote the number of queries made by A4 to oracle O in the execution. These counts are

both worst case.

GROUPS. Throughout, G is a group whose order, assumed prime, we denote by p. We
will use multiplicative notation for the group operation, and we let 1 denote the identity element
of G. We let G* = G\ {1g} denote the set of non-identity elements, which is the set of generators
of G since the latter has prime order. If g € G* is a generator and X € G, then DLg 4,(X) € Z,

denotes the discrete logarithm of X in base g.

ALGEBRAIC ALGORITHMS. We recall the definition of algebraic algorithms [47]. As

above, fix a group G of prime order p, and let g be a generator. In all of our security games
involving G and g, we assume that any inputs and outputs of game oracles that are group elements
(meaning, in G) are distinguished. In particular, it will be clear from the game pseudocode
definition which components of inputs and outputs are such group elements. We say that an
adversary, against game Gm, is algebraic, if, whenever it submits a group element Y € G as
an oracle query, it also provides, alongside, a representation of Y in terms of group elements
previously returned by the game oracles (the latter including INIT). Specifically, suppose during

an execution of adversary A4 with game Gm, the adversary submits a group element Y € G to game

oracle O. Then, alongside, it must provide a vector (vo,vy,..., V) € Z?, called a representation of
Y,suchthat Y = g"-h}'---h)n, where hy, ..., h, are the group elements that have been returned

to the adversary by game oracles of Gm, so far. When considering an execution of game Gm with
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an adversary A4 that is not algebraic, we omit the writing of representations in the oracle calls.

HEDGING. Not all attacks are algebraic. The thesis of [47] is that natural ones are, and
thus proving security relative to algebraic adversaries gives meaningful guarantees in practice.
We adopt this here but add hedging. Recall this means that, for the same scheme, we seek both
(1) A tight AGM reduction from DL, and (2) a standard-model (even if non-tight) reduction from
DL. The former is used to guide and support parameter choices. The latter is viewed as at least

qualitatively ruling out non-algebraic attacks.

REDUCTIONS. All our standard-model reductions are black-box and preserve algebraic-
ness of adversaries, meaning, if the starting adversary is algebraic, so is the constructed one. This
means that we can chain standard-model reductions with AGM-reductions to get overall AGM

reductions.

3.3 Hardness of problems in groups

Our chain reductions exploit three computational problems related to groups: standard
discrete log (DL); IDL [58]]; and a new problem XIDL that we introduce. Here we give the
definitions. We then show the length-2 chain DL — IDL — XIDL. We give reductions that are
tight in the AGM and also give (non-tight) standard-model reductions, a total of four results.
Referring to Figure we are establishing the four theorems, shown in the table, that correspond
to arrows 1 and 3. For the rest of the section, we fix a group G of prime order p, and a generator

geG.

DL. We recall the standard discrete logarithm (DL) problem via game Gm%l, 2 in Figure
INTT provides the adversary, as input, a random challenge group element X, and to win it must
output x’ = DLg 4 (X) to FIN. We let AdvdGI7 () = Pr[Gde17 ()] be the discrete-log advantage

of adversary A4.

IDL. The identification discrete logarithm (IDL) problem, introduced by KMP [58]],
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characterizes the hardness of parallel impersonation under key-only attack (PIMP-KOA) security

idl

[58] of the Schnorr identification scheme [79]. Formally, consider the game GmG’ 0.

given in
Fig. where parameter g is a positive integer. The IDL-adversary receives a random target point
X from INTT. It is additionally given access to a challenge oracle CH that can be called at most ¢
times. The oracle takes as query a group element R (representing the commitment sent by the
prover in Schnorr identification), stores it as R;, and responds with a random challenge ¢; <-sZ,,
(representing the one sent by the verifier). The adversary wins if it can produce the discrete log z
(representing the final prover response) of the group element R; - X, for a choice of i, denoted /,
made by the adversary. We define the IDL-advantage of 4 to be Advig}& () = Pr[GmiGd}g_‘ (.

KMP [58]] study IDL in the Generic Group Model (GGM) [81] and prove a bound
matching that for DL. Here, we strengthen this to give a tight AGM reduction DL — IDL. This

could be seen as implicit in part of the AGM proof of security for the Schnorr signature scheme

given in [48], although they make no connection to IDL.

Theorem 3.3.1 [DL — IDL, AGM] Let G be a group of prime order p with generator g. Let g

idl

G.o.q" Then, adversary Ay

e 1 . :
be a positive integer. Let ﬂiﬂg be an algebraic adversary against Gm,

can be constructed so that

idl 1 di q
Advg, ,(Agr) < Advg o (Aar) + .

Furthermore, the running time of Aq is about that of iilfg.

The idea of the proof is as follows. Since ﬂii}lg is algebraic, its query R to CH is accompanied by
(r1,r2) such that R = g"' X"2. Our adversary Ay}, who is running /‘Zlfglg, records these as R;,ri 1,72,
and responds with a random c¢;. Eventually, /‘Zlfglg outputs /,z. Assuming it succeeds, we have
g =Ry X = g1X"2X¢, or g~ 11 = X" where w = (r72 4 ¢;) mod p. Now DLg¢(X) can
be obtained as long as w has an inverse modulo p, meaning is non-zero. But ¢; was chosen at

random after the adversary supplied ry 2, so the probability that w is 0 is at most 1/p. The factor
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dl
Game GmG’ p

INIT:
L x¢sZg s X < g s Return X

FiN(x'):
2 Return (x = x’)

idl xidl
Game GmGyM Game GmGg,quqz
INIT: INIT:
x<—Z‘G‘;X<—gx x<—Z|G|;X<—g"
> Return X 2 Return X
CHu(R): / At most g queries. NwTAR(S): / At most g queries.
3 i+ i+1;R <R 3 j—Jj+158 <8
i ci+$Zg| ; Return ¢ LejsZig s Tj < S X
FIN(,2): > Return e;
5 Return (g° = R;-X) CH(jsel,R): 1 At most g, queries.
i i+1;R <R Y < Tj,
ci s Z|G| ; Return ¢;
FiN(I,z2):
¢ Return (g°=R;-Y/“7)

Figure 3.3: Let G be a group of prime order p = |G|, and let g¢ € G* be a generator of G. Let
q,41,q> be positive integers. Top: Game defining discrete logarithm (DL) problem. Bottom
left: Game defining identification logarithm (IDL) problem. Bottom right: Game defining
random-target identification logarithm (XIDL) problem.

of g accounts for the adversary’s having a choice of I made after receiving challenges. The full
proof is given in Section [3.10

By ¢-IDL, we refer to IDL with parameter g. 1-IDL corresponds to IMP-KOA security of
the Schnorr identification scheme, and a reduction DL — 1-IDL is obtained via the Reset Lemma
of [15]. KMP show that 1-IDL — g-IDL. Overall this gives a standard model (very non-tight)
DL — g-IDL reduction. However, a somewhat tighter (but still non-tight) result can be obtained
when the forking lemma of [[14] (which we recall as Lemma [3.9.1)) is applied directly instead.
Concretely, we give the following theorem, improving the prior reduction by a /g factor. The

proof is in Section [3.11]
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Theorem 3.3.2 [DL — IDL, Standard Model] Let G be a group of prime order p = |G|, and let

g € G* be a generator of G. Let q be a positive integer. Let Aiq; be an adversary against the game

Gmg}g’ 7 The proof constructs an adversary Aq (explicitly given in Fig. m such that

AdVE, () < (/- AdVE (Fa) + G.1)
Additionally, the running time of Ay is approximately Tg, ~2-Tg,.

XIDL. We define a new problem, random target identification discrete logarithm, abbre-
viated XIDL. It abstracts out the algebraic core of MuSig, and we will show that its security is
equivalent to the MS-UF security of MuSig. It will also be an intermediate point in our reduction
chain reaching our new HBMS scheme, thereby serving multiple purposes.

With G, p, g fixed as usual, XIDL is parameterized by positive integers ¢, g>. Formally,

xidl

consider the game Gmg' 2010

given in Fig. The adversary receives a randomly chosen group
element X from INIT. The game maintains a list 71, ..., T;, of “targets.” The adversary can create
a target by querying the New Target oracle NWTAR with a group element S of its choosing,
whence T = §- X is added to the list of targets, for e; chosen randomly from Z,, by the game and
returned to the adversary. The adversary can query the challenge oracle CH( j1,R) by supplying

an index jg and a group element R. The oracle records 7, as Y;, and R as R;, based on the

sel
counter i it maintains. Intuitively, CH is similar to the challenge oracle CH in IDL game, besides
that our adversary here needs to specify the target 7} , it is trying to impersonate against. The
adversary wins the game if it can produce the discrete log z of R; - ¥;”, for an index I of its choice.
The oracles NWTAR and CH are allowed to be called at most g; and g, times, respectively. We
define the XIDL advantage of 4 as Adv’éi’dgl’ () = Pr[Gméiydgl’ a0 (A

We show hardness of XIDL in both the AGM and the standard model, starting with the

former. The theorem actually establishes the stronger DL — XIDL, tightly in the AGM.
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Theorem 3.3.3 [IDL — XIDL, AGM] Let G be a group of order p with generator g. Let q1,q>

xidl

L alg . .
be positive integers. Let A5, be an algebraic adversary against GmG7 20100

Then, adversary

Aq) can be constructed so that

Adyrd ( ailégl) SAdVg,g(ﬂdl)+Q1—;q2-

G»g7f11a(12

. . . 1
Furthermore, the running time of Ay is about that of aifi;l-

The full proof is given in Section Here we sketch the intuition. Since ﬂfilgl is algebraic,
the j-th query to NWTAR is of the form §;,s; 1,52 such that S; = g°/1X*/2, and the i-th query
to CH is of the form jg,R;,7i1,7;2 such that R; = g"-'1X":2. Let e;,c; denote, respectively, the
responses to the j-th query to NWTAR and the i-th query to CH. Eventually, 4y;q; outputs 7, z.
Assuming it succeeds, the equation g° = Ry - T;" = Ry - (Sy- X )/ must hold, where J was the
selected index jge in the /-th query to CH. This means that g% = g'11X"1.2(g%1 X*/2X /)l whence
gy TS = XV where w = ry 2+ (872 + ey)cr. As long as w is non-zero modulo p, one can
solve for the value of DLg 4(X). But e; and ¢; were independently chosen after the adversary
supplied 57> and 7y, respectively. The probability that there exists j such that (sj2+e¢;) =0
mod p is at most g1 /p over g queries to NWTAR. Assuming there is no such j, the probability
that w = 0 is at most g2/ p, due to the ¢, queries to CH that /‘Zlfilﬁl can make.

In the standard model, techniques in the security proof of MuSig [25],/64] could be used
to show DL — XIDL, which involves two applications of the Forking Lemma, leading to a
fourth-root in the bound. Instead, we give a modular result showing IDL. — XIDL, using a single
application of the forking lemma. The same quantitive standard model bound (with fourth-root

loss) can be obtained by composing Theorem [3.3.2]and Theorem [3.3.4]

Theorem 3.3.4 [IDL — XIDL, Standard Model] Let G be a group of prime order p with gener-

xidl

Gvqulan. Then’ an

ator g. Let q1,q2 be positive integers. Let Ayiq) be an adversary against Gm,
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adversary A;q can be constructed so that

id : 2
Adv)él,gl,qhqz (Axiar) < \/q2 'Advg}g,ql (Fiar) + IR

Furthermore, the running time of Aiq) is about twice of that of Ayiq-

The full proof is given in Section We now sketch the intuition. Adversary Aiq receives

idl

X from game Gmg , a

and runs adversary Ayiq), forwarding it X as the target point. It answers

idl

queries to Ayjq’s NW'TAR oracle using its own Gmg. 2.1

.CH oracle. Specifically, the j-th query

idl

S to NWTAR is responded to with e <—s Gmg 2.1

.CH(S), and 44 additionally records the group
element T; < S-X¢. It simulates adversary Ayiq’s CH oracle locally, meaning the i-th query
CH(Jsel, R) is responded to with a fresh challenge c; <—sZ,. Eventually, adversary Ayiq gives

idl

a response /,z. Our 4q adversary wins game GmG7 .41

if it can produce the discrete log of T;
for any j of its choice. To do so, Aiq uses rewinding, the analysis of which uses the Forking
Lemma [14] that we recall as Lemma Rewinding is used to produce another response,
(I',7'), from a forked execution of ;. The Forking Lemma applies to an execution of an
algorithm making queries to one oracle, but adversary Ayiq has two oracles NWTAR and CH.
We only “fork” Ay;q on its queries to CH. Specifically, we program oracle NW'TAR to behave
identically compared to the first run (meaning we use previously recorded values of ey, ... as long
as they are defined). In the second run, oracle CH is replied with cy,...,c;_1,c},..., where ¢],. ..
are randomly chosen from Z,,. Let us assume that ;g has derived two valid responses from Ay;q
using the Forking Lemma. Then it is guaranteed that / = I’ and ¢; # ¢;. Moreover, we know the
two executions of Ayiqy only differ after the response of the /-th query to CH, so the I-th query to
CH in both runs is some J, R;. This allows our adversary to solve the equations g = R; - 7" and

gZ/ =Ry TJC " (which are guaranteed to be true if both runs succeed) to compute DLg ,(77) and

thus win the IDL game.
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3.4 Definitions for multi-signatures

DEFKLNS [40] found subtle gaps in some prior proofs of security for some two-round
multi-signature schemes (8} 62, 85]. Some of the latter schemes had been around for quite a long
time before this happened. This suggests that, in the domain of multi-signatures, we need more
care and careful analyses. We suggest that this needs to begin with definitions. The ones in prior
work, stemming mostly from [14], suffer from some lack of detail and precision. In particular,
the very syntax of a multi-signature scheme is not specified in detail. This results in scheme
descriptions that lack somewhat in precision, and to proofs that stay at a high level in part due to
lack of technical language in which to give details. This in turn can lead to bugs.

To address these issues, we revisit the definitions. We start with a detailed syntax that
formalizes the signing protocol as a stateful algorithm, run separately by each player. (The state
will be maintained by the overlying game.) Details addressed include that a player knows its
position in the signer list, that player identities are separate from public keys, and integration of
the ROM through a parameter describing the type of ideal hash functions needed. Then we give a

security definition written via a code-based game.

SYNTAX. A multi-signature scheme MS specifies algorithms MS.Kg, MS.Vf, MS.Sign,
as well as a set MS.HF of functions, and an integer MS.nr, whose intent and operation is as
follows. Key generation. Via (pk, sk) <—s MS.Kg, the key generation algorithm generates public
signature-verification key pk and secret signing key sk for a user. (Each user is expected to run
this independently to get its keys.) Hash functions. MS.HF is a set of functions, from which, via
h <—sMS.HF, one is drawn and provided to scheme algorithms (except key generation) and the
adversary as the random oracle. Specifying this as part of the scheme allows the domain and
range of the random oracle to be scheme-dependent. Verification. Via d < MS.Vf!(pk,m,c),
the verification algorithm deterministically outputs a decision d € {true,false} indicating whether

or not G is a valid signature on message m under a vector pk of verification keys. Signing.
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The signing protocol is specified by signing algorithm MS.Sign. In each round, each party,
applies this algorithm to its current state st and the vector in of received messages from the
other parties, to compute an outgoing message o (viewed as broadcast to the other parties) and
an updated state st’, written (o,st’) < MS.Sign'(in,st). In the last round, G is the signature
that this party outputs. (See Figure[3.4) Rounds. The interaction consists of a fixed number
MS.nr of rounds. (We number the rounds O, ...,MS.nr. The final broadcast of the signature is
not counted as in practice it is a local output.) Key Aggregation. We say that a multi-signature
scheme MS supports key aggregation if MS has additional two algorithms MS.Ag and MS.VfAg
such that: (1) Via apk <sMS.AgH (pky,...,pk,), MS.Ag generates an aggregate public key, (2)
Via d + MS.VngH(apk,m, G), the aggregate verification algorithm deterministically outputs
a decision d € {true,false}, and (3) the verification algorithm MS.Vf is defined exactly as
MS. VL (pk,m,c) := MS.VfAgt (MS.Ag! (pk),m,c).

Some conventions will aid further definitions and scheme descriptions. A party’s state
st has several parts: st.n is the number of parties in the current execution of the protocol;
st.me € [1..st.n] is the party’s own identity; st.rnd € [0..MS.nr| is the current round number; st.sk
is the party’s own signing key; st.pk is the st.n-vector of all verification keys; st.msg is the message
being signed; st.rej € {true, false} is the decision to reject (not produce a signature) or accept. It
is assumed and required that each invocation of MS.Sign leaves all of these unchanged except for
st.rnd, which it increments by 1, and st.rej, which is assumed initialized to false and may at some
point be set to true. The state can, beyond these, have other components that vary from protocol to
protocol. (For example, Figure 3.5|describing the BN scheme has st.R[j],st.2[j],st.z[j],st.R,....)
We write st < Stlnit(j, sk, pk,m) to initialize st by setting st.n <— |pk| ; st.me < j; st.rnd < 0 ;
st.sk < sk ; st.pk <— pk ; st.msg < m ; st.rej < false. If an execution (G,st’) <— MS.Sign'!(in, st)
returns 6 = L then it is assumed and required that further executions starting from st’ all return

L as the output message.

CORRECTNESS. Algorithm Execpys, shown in the left column of Fig. executes the
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Algorithm ExecR,,S (sk, pk,m): Game {\“ASS’;“

1 n< |pk|

FinN:
2 For j=1,...,ndo 1 h+«sMS.HF
st; < Stinit(j, sk[j], pk,m) 2 Fori=1,...,ndo
1 b+ (g,...,€) I n-vector 3 (pkli],skl[i]) +sMS.Kg
5 Fori=1,...,MS.nr do 1 6 +sExeclys(sk, pk,m)
For j=1,...,ndo . d + MS.Vf'(pk,m,c)
(0j,stj) <= MS.Signh(b,Stj) ¢ Return d

b+« (oy,...,0,)

9 Return 6

ms-uf
Game Gyg

INIT:
1 h<sMS.HF ; (pk,sk)+sMS.Kg ; Return pk

NS(k, pk,m):

2 pklk] < pk ;u<u+1; pk, < pk;m, < m;st, < Stlnit(k, sk, pk,m)
5 b+ (g,...,¢) ; (0,5t,) <sMS.Sign'!(b,st,) ; Return G
SIGN;(s,b): 11 < j<MS.nr

. (o,st;) <sMS.Sign™ (b,st,) ; Return &
H(x):

5 Return h(x)
FiN(k, pk,m,G):

¢ If (pk[k] # pk) then Return false

7 If (pk,m) € {(pki,m;) : 1 <i<u} then Return false

¢ Return MS.Vf! (pk,m,c)

Figure 3.4: Top left: Procedure specifying an honest execution of the signing protocol associ-
ated with multi-signature scheme MS. Top right: Correctness game. Bottom: Unforgeability
game.

signing protocol of MS on input a vector sk of signing keys, a vector pk of matching verification

keys with |sk| = | pk|, and a message m to be signed, and with access to random oracle h € MS.HF.

The number of parties n at line 1 is the number of coordinates (Iength) of pk. The state st; of
party j at line 3 is initialized using the function Stlnit defined above. The loop at line 5 executes

MS.nr rounds. Here b denotes the n-vector of currently-broadcast messages, meaning b[i] was
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broadcast by party i in the prior round, and the entire vector is the input to party j for the current
round. At line 8, b now holds the next round of broadcasts.

The correctness game G{\n,lss";or shown in the right column of Fig. 3.4/ has only one proce-
dure, namely FIN. We say that MS satisfies (perfect) correctness if for all positive integers n we

have Pr[GysS] = 1.

UNFORGEABILITY. Game Gf\n/lss'“f in Fig.|3.4|{captures a notion of unforgeability for multi-

signatures that slightly extends [[14]. There is one honest player whose keys are picked at line 1,
the adversary controlling all the other players. A new instance of the signing protocol is initialized
by calling N'S with an index k and a vector pk of verification keys that the adversary can choose,
possibly dishonestly, subject only to pk[k] being the verification key pk of the honest player, as
enforced by line 2. The first message of the honest player is sent out, and at this point st,,.rnd = 1.
Now the adversary can run multiple concurrent instances of the signing protocol with the honest
signer. Oracle H is the random oracle, simply calling h. Eventually the adversary calls FIN with
a forgery index k, a vector of verification keys (subjected to pk[k] being the public key of the
honest signer), a message and a claimed signature. It wins if verification succeeds and the forgery
was non-trivial. The ms-uf-advantage of adversary 4 is Adviis'(4) = Pr[Gv()).

It is convenient for (later) proofs to have a separate signing oracle SIGN; for each round
j € [1.MS.nr]. It is required that any SIGN(s,-) satisfy s € [1..u], and that the prior round
queries SIGNg(s,-) for k < j have already been made. It is required that for each j, s, at most one

SIGN|(s,-) query is ever made.

REMARKS. Our syntax and security notions for multi-signatures view a group of signers
as captured by the vector (rather than the set) of their public keys. So for example, a forgery
((pky,pk,),m,c) is considered to be non-trivial even if there was a previous signing session
under public keys (pk,, pk;) and message m. This differs from previous formalizations that work
instead with sets of public keys. However, previous definition can be recovered if a canonical

encoding of sets of public keys into vectors of public keys is fixed in the usage of a scheme.

128



3.5 Analysis of the BN scheme

BN SCHEME. Let G be a group of prime order p. Let g be a generator of G and let £ > 1
be an integer. The associated BN [14] multi-signature scheme MS = BN[G, g, ¢] is shown in detail,
in our syntax, in Fig. The set MS.HF consists of all functions h such that h(0,-): {0,1}* —
{0,1}¢ and h(1,-):{0,1}* — Z,. For b € {0,1} we write H(-) for H(b,-), so that scheme
algorithms, and an ms-uf adversary, will have access to oracles Ho, H; rather than just H.

The signing protocol has 3 rounds. In round 0, player j picks r<-sZ,, stores g" in its
state as st.R[j], computes, and stores in its state, a value st.t[j] +— Ho((j,st.R[j])) that we call
the BN-commitment, and broadcasts the BN-commitment. (Per our syntax, what is returned is
the message to be broadcast and the updated state to be retained.) Since each player does this, in
round 1, player j receives the BN-commitments of the other players, storing them in vector st.z,
and now broadcasting st.R[j]. In round 2, these broadcasts are received, so player j can form the
vector st.R. At line 20, it returns _L if one of the received values fails to match its commitment.
As per our conventions, when this happens, this player will always broadcast L in the future, so
for round 3 we assume lines 21 and 22 are executed. These lines create the second component
st.z[j] of a Schnorr signature relative to the Schnorr-commitment st.R|j] defined at line 13, and
the player’s own secret key, the computations being modulo p. This st.z[j] is broadcast, so that,
in round 3, our player receives the corresponding values from the other players. At line 27 it
forms their modulo-p sum z and then forms the final signature (st.R, 7).

Our description of the signing protocol differs, from that in [14], in some details that are
brought out by our syntax, for example in using explicit party identities rather than seeing these
as implicit in public keys.

PRIOR BOUNDS. We recall the prior result of [14]. Let MS = BN[G, g,/] and let A

be an adversary for game Gﬁss'“f. Assume the execution of game Gﬁss’uf with 4, has at most

q distinct queries across Ho, H; and at most g5 queries to NS. Suppose the number of parties
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Kg: Vi (pk,m,c):

1 sk«sZ,; pk+ g* 5 (R,2) o5 (pky,...,pk,) < pk

2 Return (pk, sk) : BN:
Fori=1,...,ndo ¢; + H;((i,R, pk,m))
Return (g = R-TT_ pk")

7 MuSig :

L apk o T k6P

o ¢+ Hi((R,apk,m))
Return (g* = R-apk®)

Sign(b,st):
11 J 4 st.me;n < st.n;m< st.msg ; sk < st.sk ; pk < st.pk
12 If (st.rnd = 0) then
12 str<=sZ, ;st.R[j] < g";stt[j] < Ho((j,st-R[j])) ; st.rnd - st.rnd + 1
1 Return (st.2[J],st)
15 If (st.rnd = 1) then
16 Foralli# jdost.t[i] < b[i]
17 st.rnd <= st.rnd + 1 ; Return (st.R[j], st)
18 If (st.rnd = 2) then
19 Foralli# jdo st.R[i] < b[i]
20 If(3i: Ho((i,st.R[i])) # st.t[i]) then Return (L, st)
21 st.R < [T, st.R[i]
BN:cj <« Hi((j,R, pk,m)) ; st.z[j] < sk-cj+st.r

23 MuSig :
24 apk < [T, pk[i]|2(@PR) - ¢ H|((R,apk,m))
25 st.z[j] « sk -Ha((st.me, pk)) - c+st.r

st.rnd < st.rnd + 1 ; Return (st.z[j], st)
27 If (st.rnd = 3) then

For all i # j do st.z[i] < bli]
29z YY" st.z[i]; Return ((st.R,z),st)

Figure 3.5: Algorithms of the multi-signature scheme BN[G, g, /] and MuSig|[G, g, ¢], where G
is a group of prime order p with generator g. Code that differs between the two schemes is
marked explicitly. Oracle H;(-) is defined to be H(i,-) for i = 0,1 (BN) and i = 0, 1,2 (MuSig).

(Iength of verification-key vector) in queries to NS and FIN is at most n. Let a = 8¢5+ 1 and
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b =2g+ 16n%gs. Let p = |G|. Then BN [[14] give a DL-adversary A such that

b
AQVE (Ains) < \/ (g+4s)- (AdVE;“,g(ﬂdl) - % - ?) : (3.2)

The running time of Ay is twice that of the execution of game GI,\n,lss'uf with 4;,s. BN obtain this
result via their general forking lemma, which uses rewinding and accounts for the square-root in

the bound.

SECURITY OF BN FROM IDL. We give a IDL — BN reduction that is tight and in the
standard model. Combining this with our tight AGM reduction DL — IDL of Theorem [3.3.1
we conclude a tight AGM reduction DL — BN. However, the standard model tight IDL. — BN
reduction is also interesting in its own right. It says that BN is just as secure as the Schnorr
identification scheme. Since the latter has been around and resisted cryptanalysis for quite some

time, this is good support for the security of BN.

Theorem 3.5.1 [IDL — BN, Standard Model] Let G be a group of prime order p. Let g be a
generator of G and let £ > 1 be an integer. Let MS = BN[G, g,¢] be the associated BN multi-
signature scheme. Let Ang be an adversary for game Gf\n,lss‘“f of Figure Assume the execution
of game G‘,\‘}lss'“f with A has at most qo,q1,qs distinct queries to Hy, H{, NS, respectively, and
the number of parties (length of verification-key vector) in queries to NS and FIN is at most n.

Let .= qs(4q0 +2q1 + qs) and B = qo(qo +n). Then we construct an adversary Aiq for game

Gmig’l& ol shown explicitly in Figure such that

B

> (3.3)

- ; (04
Ay (Ams) < Advg, , (Aiar) + » +

The running time of Aq is about that of the execution of game Gf\n/lss'“f with Ays. Furthermore,

adversary Ayq) is algebraic if adversary Ay is.

Above, go is the number of distinct queries to Hy made, not directly by the adversary, but across
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the execution of the adversary in game Gr,\“,lss"‘f, and similarly for g;. A lower bound on ¢ is the

length of pk in 4,s’s FIN query, so we can assume it is positive. With the above theorem, we can
now derive an upperbound UBy;5 “f(t, q,qs, p) of the advantage of any MS adversary with running
time 7, making ¢ queries to H, and ¢ signing interactions. We take ¢ ~ log, (p) and assume that
gs < g <t < p. Additionally, we assume that the advantage of any IDL adversary with running
time ¢ is at most ¢ /p (as justified by Theorem . We obtain UB‘,{,‘lSS'“f(t,q, gs,p) <t*/p as
shown in Fig. [3.1]

The full proof of Theorem [3.5.1]is given in Section Here we give a sketch. The

idl

reduction adversary Aiq receives a group element X from Gmg a1

and forwards it to adversary
Ans as the target public key. In order to run adversary Ay, our adversary needs to be able to
simulate the signing oracles NS, SIGN|, SIGN, as well as random oracles Hy and H; without
knowing DLg 4(X). We first describe how the reduction proceeds if Ay,s makes no queries to
NS, S1GN; or SIGN», as this steps constitutes the main difference between our proof and the
original proof of security for BN [14]]. Adversary A,q; uses the challenge oracle Gmg}& a .CH to
program the random oracle H; (hence CH needs to be able to be queried upto the number of times
H; is evaluated). In particular, for each query H; ((k, R, pk,m)) where pk[k| = X, our adversary
first computes 7 < R[] .. pk| ik ((JR.pkm)) ' then obtains ¢ <—s CH(T) before returning c as the

return value for the query H; ((k,R, pk,m)). By construction, a valid forgery for pk,m is some

signature 6 = (R, z) such that

& =R ﬁpk[i]Hl((i,Rmhm)) =T -X°,
i=1

where the first equality is by the verification equation of BN and the second equality is by the
way Hj is programmed. This means that adversary 4q; can simply forward the value of z from a
valid forgery, along with the index of the CH query corresponding to the H; query of the forgery,

to break game GmiGdlg ar Moreover, adversary A4;q; succeeds as long as the forgery given by A
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is valid.

It remains to show that oracles NS, SIGN, SIGN, can be simulated without knowledge
of the secret key, DLg 4(X). Roughly, this is done using the zero-knowledge property of the
underlying Schnorr identification scheme as well as by programming the random oracles Hy
and H;. The original proof by [14] constructs an adversary and argues that it simulates these
oracles faithfully if certain bad events do not happen. We take a more careful approach and do
this formally via a sequence of seven games and use the code-base game playing framework of

[19]. This game sequence incurs the additive loss as indicated in Equation (3.3).

CONVERSE. IDL is not merely some group problem that can be used to justify security
of BN tightly; the hardness of IDL is, in fact, tightly equivalent to the MS-UF security of BN.
Formally, we give below a reduction turning any adversary against IDL into a forger 4,5 against

BN. This means that any security justification for BN must also justify the hardness of IDL.

Theorem 3.5.2 [BN — IDL, Standard Model] Let G be a group of prime order p. Let g be a
generator of G and let £ > 1 be an integer. Let MS = BN[G, g, /] be the associated BN multi-

signature scheme. Let q be a positive integer and A;q; be an adversary against Gmic‘;ﬂg . Then,

we can construct an adversary Ans for game Gﬁss'uf, making no queries to NS, and at most 2q

queries to Hy, such that

AQVYS " (Am) > AdVE, (Fia) - (3.4)

The running time of Ang is about that of Aiq).

Proof of Theorem Consider the adversary given in Fig. The adversary receives the
target public key pk from the MS-UF game and samples a key pair (pk’,sk’) <-sMS.Kg. The
adversary will attempt to forge a signature against the vector of public keys (pk, pk’). Adversary

A forwards X = pk as the target point and runs IDL adversary 4iq,. For each query CH(R) of
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ne (Pk):

1 X + pk; (pk',sk’) +sMS.Kg()

> (1,2) « AGH (pk) /] g° = Ry - pke!

2 6« (R;,z+sk'-c;» mod p) ; Return ((pk, pk’),m;, o)

L i i+ 1R < R;mi < (i)

s cin<sH((1,R;, (pk,pk’),m;)) ; cia s Hi((2,R;, (pk, pk’),m;))

5 Return ¢;

Figure 3.6: Adversary Ay, for Theorem For an integer i, (i) denote the binary representa-
tion of i.

Aiq1, adversary Aps simulates the response as per line 4 to 6. If 44 succeeds, it must be that
g =Ry pk!! |

The value of z can be used to construct a forgery signature (line 3). |

3.6 Analysis of the MuSig scheme

The current three-round version of MuSig has been proposed and analyzed by both [|64]
and [25]. Roughly, it is the BN scheme with added key aggregation.

Let G be a group of prime order p. And let g be a generator of g and £ > 1 be an integer.
The formal specification of MS = MuSig[G, g, /] in our syntax is shown in Fig. There are
minimal differences between MuSig and BN and we only highlight the differences. The set
MS.HF consists of all functions & such that 4(0,-) : {0,1}* — {0, 1} and A(i,-) : {0,1}* — Z,
for i = 1,2. Verification is done as follows. First, an aggregate key apk for the list of keys

pk = (pky,...,pk,) is computed as apk < pk?Z((l’pk)) . -pk},h((n’pk

) (line 8). Next, a single
challenge is derived from the commitment R and aggregate key apk (line 9). The signature (R,z)

is valid if g = R- apk®. The second round of signing also changes accordingly to generate a valid
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signature (line 24 and 25).
The following gives a tight, standard-model reduction XIDL — MuSig. Combining this

with our tight AGM chain DL — IDL — XIDL from Theorems[3.3.1]and [3.3.3] we get a tight

AGM reduction DL — MuSig.

Theorem 3.6.1 [XIDL — MuSig, Standard Model] Let G be a group of prime order p. Let g
be a generator of G and { > 1 be an integer. Let MS = MuSig|[G, g, ] be the associated MuSig
multi-signature scheme. Let Ay be an adversary for game GR}ISS'“f of Figure Assume the
execution of game G‘,\‘}lss'uf with Ans has at most qq,q1,q2,qs distinct queries to Ho, Hi, Hy, NS,

respectively, and the number of parties (length of verification-key vector) in queries to NS and

FIN is at most n. Let o. = qs(4qo +2q1 + qs) + 29192 and B = qo(qo + n). Then we construct an

xidl

adversary Ayia1 for game Gmg 8:92:91

(shown explicitly in Figure|3.23)) such that

- i 0
AAVEE" (Ans) < AGVEY (Aga) + 2 1 D (3.5)

G.8.92,41 2p 207

The running time of Axiq1 is about that of the execution of game G‘,\“,lss'uf with Ans. Furthermore,

adversary Ayiq is algebraic if adversary Ay is.

We remark that the values of ¢; and g, above arise from the number of queries to H;

and H, made in the execution of GRIASS'Uf(,‘ZlmS). As a result, the appearance of ¢; and g» has their

orders “switched” compared to in Section @ With the above theorem, we can now derive an

ms-uf

upperbound UBYS" (¢, ¢, s, p) of the advantage of any MS adversary with running time ¢, making
q queries to H, and ¢y signing interactions. We take ¢ = log, (p) and assume that g; < g <t < p.

Additionally, we assume that the advantage of any XIDL adversary with running time ¢ is at most

1%/ p (as justified by Theorem . We obtain UBf\“,lss'“f(t,q,qs,p) < t?/p as shown in Fig.
We again describe the reduction at a high level and defer the full proof to Section

xidl

Gg,q2,91 and runs

First, the reduction adversary Ay;q; receives group element X from game Gm

Amns with the target public key set to X. Similar to the proof of Theorem our adversary
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needs to simulate the signing oracles NS, Sign;,Sign, as well as Hy, H;, H> without knowing
DLg ¢ (X) in order to run Ay. This again relies on the zero-knowledge property of the underlying
Schnorr identification scheme and the programming of Hy, Hy, H,. This step is done formally
in a game sequence in the full proof and incurs the additive loss in Equation (3.5). To turn a
forgery into a break against XIDL, our adversary programs H; and H; as follows. For the j-th
query of Hy((k, pk)) where pk[k] = X, the adversary first computes S < []; 2 pkli] Ha2((.PK)) | then
obtains e; «—s NWTAR(S) before returning e¢; as the response for the query. We remark that this

particular query of Hj have created an aggregate public key apk = Hl.i ,‘;' pk[i]Hz((i’pk)) =5-X,

xidl

which is also the value of 7} that is recorded in the game Gmg 2.00.41

. For each i-th query of
H;((R, apk,m)), the adversary first finds the index jg of the Hy-query that corresponds to the
input apk, then obtains c¢; s CH(js, R) before returning c; as the response for the query. If

the eventual forgery is given for these two particular queries to H; and H;, meaning forgery

is pk,m,(R,z) for some z, then the verification equation of the signature scheme says that

xidl

6787512741 » SIce

g&=R- apkM1((Rapk:m)) "Byt this matches exactly the winning condition of Gm
apk = Tj_, and ¢; = Hi((R, apk,m)). Hence, our adversary Ayiq can simply return (i,z) to break
XIDL, as long as the forgery provided by Ay is valid.

Similar to the relation between IDL and BN, XIDL is also tightly equivalent to the MS-UF
security of MuSig. In particular, we turn any adversary breaking XIDL into a forger against

MuSig. This means that any security justification for MuSig must also justify the hardness of

XIDL.

Theorem 3.6.2 [MuSig — XIDL, Standard Model] Let G be a group of prime order p. Let g

be a generator of G and let { > 1 be an integer. Let MS = MuSig|G, g,{| be the associated

MuSig multi-signature scheme. Let q1,q> be a positive integers and Ayiq be an adversary against
ms-uf

Gméiijgl p.qr- Then, we can construct an adversary Aws for game Gyg™, making no queries to
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ni ™ (PK):
© X < pk; (1,z) < A5 T (pk) 5 J < TI(I
2 04 (Ry,z) ; Return ((pk,Sy),my,0)
NwTAR(S):
3 jj+185« S8
1 ej1<sHo((1,(pk,S))) ;s ej2+sHa((2,(pk,S))) ; ej < €j2/ej1 mod p
5 apk; < pk®18%2 ; Tj < pk- S ; Return e;
CH(jsel, R):

6 i i+ 1;R + R;m;+ (i) ; TI[i] < jsel

7 ¢i < H; ((apkjsel,R,m,-)) €l s Return ¢;

Figure 3.7: Adversary Ay, for Theorem For an integer i, (i) denote the binary representa-
tion of i.

NS, and at most 2q; and 2q, queries to Hy and H; respectively, such that

AV (Ams) > AdVES 4, (Axial) - (3.6)

The running time of Ang is about that of Aiq).

Proof of Theorem Consider the adversary given in Fig. The adversary receives the
target publick key pk from the MS-UF game. Adversary Aps forwards X = pk as the target point
and runs XIDL adversary 4;q;. For each query NWTAR(S) of Aiq;, adversary Ams uses S as a
public key to generate the aggregate key apk for the list (pk,S). By construction, the j-th target
T; for the XIDL game is related to apk i by apk ;= Tjej ' For each CH(Jse1, R) query of Ayiq,
adversary A programs in the H; outputs corresponding to a forgery agaisnt the aggregate key

apk i (line 6 and 7). By construction, if Ay;q; succeeds, it must be that

gZ — RI . T]CI — R[ i TJHI((aka7R7mi))'€J,1 — R[ . apk‘ll{l((apkijvmi)) .

Hence, adversary Ay produces a valid forgery at line 2. |
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MS.Kg: MS. VoL (pE . 6):
sk

1 sk<sZ,;pk+g . (pky,...,pk,) < pk ; apk H;zpk?z((iapk))
> Return (pk, sk) (T,s5,2) < 6 ; ¢ « H, (T, apk,m))

5 h<« Ho((pk,m)) ; Return (g°h* =T - apk®)

MS.Signtlo-Hi-H2 (p t):

6 j<—st.me;n<st.n;m< st.msg ; sk < st.sk ; pk < st.pk

(Pky,..,pk,) < pk ; apk « [T7 pki2{PF)

g If (st.rnd = 0) then

o strj]«sZ, ; sts[j] <2,
10 h< Ho((pk,m)) ; st.R[j] < gl ; st.T[j] < st.R[j] - h*]
1 st.rnd < st.rnd + 1 ; Return (st.T'[j], st)
12 If (st.rnd = 1) then
13 Foralli+# jdost.T[i] < bli]
10 st.T «JTL, st.T[i] ; st.c < Hy((st.T,apk,m)) ; e; - Ha((J, pk))
15 stz[j] < sk-c-ej+st.rj] ; stt[j] « (st.s[j],st.z[j])
16 st.rnd <—st.rnd + 1 ; Return (st.z[/],st)
17 If (st.rnd = 2) then
18 Foralli# jdo st.t[i] + b[i]
19 (s,2) < Y't[i] ; Return ((st.T,s,z),st)

Figure 3.8: Two-round multi-signature scheme MS = HBMS|G, g| parameterized by a group G
of prime order p with generator g.

3.7 HBMS: Our new two-round multi-signature scheme

Recall that BN and MuSig are three-round schemes, and two-round schemes are desired
due to blockchain applications. In this section, we introduce our new, efficient two-round multi-
signature scheme supporting key-aggregation, HBMS. We first demonstrate its tight security
against algebraic adversaries (Theorem [3.7.1)), before justifying its security in the standard model
(Theorem [3.7.2)). Referring to Fig. these results establish arrow 5. We refer to Fig. [3.1] for

comparisons of HBMS against other two-round schemes.

TwWO-ROUND MS SCHEME HBMS. The formal definition of our scheme is given in

Fig. HBMS has the same key generation algorithm Kg and key aggregation Ag algorithm as
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MuSig. We describe informally the process involved to sign a message m under a vector of public
keys pk. In the first round, each signer i samples s; and r; uniformly from Z, and computes a
commitment

T; < Ho((pk,m))* - g" |

which is sent to every other signer. In the second round, each signer receives the list of com-
mitments 77, ..., 7T, from each signer, and computes the aggregate value T <— []; 7;. Each signer
then computes the challenge value as ¢ < H;((T, apk,m)). To compute the reply, each signer i
computes z; < r; + sk - c- Ha((i, pk)) and sends (s;,7;) to every other signer. Finally, any signer
can now compute the final signature as (7', s,z) where s =Y ;s; and z =Y, z;. To verify a signature

(T,s,z) on (pk,m), the equation
g HO((pkvm))s =T- apkHl ((T,apk,m)) :

must hold, where apk = Hl.i Ii‘ pk|i] Ha2((i.pk) - Compared to MuSig, the verification equation of
HBMS involves an additional power of H((pk,m)) (hence the name HBMS, or “Hash-Base

Multi-Signature”).

TIGHT SECURITY AGAINST ALGEBRAIC ADVERSARIES. We first show that HBMS is

tightly MS-UF-secure against algebraic adversaries.

Theorem 3.7.1 [DL — HBMS, AGM] Let G be a group of prime order p with generator g.
Let MS be the HBMSIG, g| scheme. Let /‘Zlfrlllsg be an algebraic adversary for game Gf\n/lss'“f of
Figure Assume the execution of game G{\“,lss'“f with Ay has at most q1,q; distinct queries to

Hy,Hy, respectively. Then we construct an adversary Ay for game DLg ¢ (shown explicitly in

Figure such that

g1+ 1)gq2

Advireul( al;g)gAdvglyg(ﬂdl)Jr( p (3.7)
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o : . —of 1
The running time of Ay, is about that of the execution of game Gyg o ypith Ame.

Above, a reduction is given directly from DL, and there is no multiplicative loss. As
before, assuming gs < g <t < p and the generic hardness of DL (advantage of 7-time adversary
to be at most ¢2/p), we derive that UBf\“,lss'“f(t,q, gs,p) < t*/p, as shown in Fig.[3.1

We give the highlevel proof sketch here and defer the full proof to Section [3.16] Let
Ams be the algebraic adversary against HBMS. Our reduction adversary Ay sets its own target
point X (which it needs to obtain the discrete log of) as the target public key for Ays. In order
to run Ay, our adversary Aq; needs to be able to simulate oracles NS, SIGN|, SIGN; (oracles
representing the honest signer) as well as random oracles Hg, H{, H,. We first tackle the problem
of simulating the honest signer without knowledge of the corresponding secret key. This is done
by programming of random oracle Hy. Suppose for pk,m, we set Ho((pk,m)) to be h = g*pkP
for some o, # 0 € Z, (whose exact distribution will be specified later). When the adversary
interacts with the honest signer, the honest signer must first provide some commitment 7 € G (in

the output of NS), then later produce z,s € Z,, (in the output of SIGN1) such that
gh’ =T pk°, (3.8)

where ¢ € Z,, is some challenge value (that is derived using the random oracle and the responses
of the adversary). To do this, our adversary set commitment T = g%h” for a,b <s Z,. It shall
be convenient to express pk in terms of g and & as well. Note that as long as B # 0, pk =
hB™) g_“(Bfl). Since both T and pk are known to be of the form g*h* (where * denotes some
element of Z,,), so is the group element T - pk® (for any known value of ¢). Hence, the right-hand
side of Equation is of the form g*h* for some values z and s that our adversary can compute,
and our adversary can return them as response in the second round. Above, we noted that this
works as long as 3 # 0. To guarantee this, we sample at<—sZ,, and B <2}, in Ho. It remains to

check that such way of simulating the honest signer is indistinguishable from the behavior of
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an honest signer holding the secrete key and executing the protocol. Roughly, this is because in
both cases, the triple (7',z,s) is uniformly distributed over G x Z2, subjected to the condition that
Equation holds.

Now, our adversary Ay can move onto turning a forgery from A, into a discrete logarithm

for target point X. Suppose adversary Ay, returns forgery (pk,m,(T,s,z)). Then,
g&h’ =T -apk®, (3.9)

where apk = Hl’; ’i' pk[i|12((-PK) and ¢ = H, (T, apk,m)). Since An is algebraic, our adversary
A4 can rewrite Equation to the form g% = X%, which allows us to compute the discrete
log of X as o 01 ' 'mod p, as long as oy is not zero. The full proof upperbounds the probability
that oy = 0 to be at most g2/ p. Outside of this bad event, our adversary 4y will successfully

compute the value of DLg 4(X) from a valid forgery.

STANDARD MODEL SECURITY OF HBMS. We reduce the security of HBMS to the hard-

ness of XIDL, with factor ¢ loss. For applications, the number of signing queries g is much
less than adversarial hash function evaluations. As a result, even though our reduction here is
non-tight, the reduction loss is smaller compared to previous results for BN, MuSig or other
two round schemes (cf. Figure and[3.1)), at the expense of assuming the hardness of XIDL.
Interestingly, due to Theorem [3.6.2] our results also state that HBMS is secure as long as MuSig is
(via the reduction chain MuSig — XIDL — HBMS), and this reduction again only losses a factor

of g in the advantage.

Theorem 3.7.2 [XIDL — HBMS, Standard Model] Let G be a group of prime order p with
generator g. Let MS be the HBMS|G, g| scheme given in Fig. Let Ay be an adversary
for game Gf\n,lss'Uf of Figure Assume the execution of game Gf\n,lssj“f with Ays has at most

q0,91,92,qs distinct queries to Ho,H{,Hy, NS, respectively. Then we construct an adversary
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xidl

Axia for game GmG,gﬂz-,ql

(shown explicitly in Figure|3.27) such that

AV (Ams) < e(gs+1) - AdvED (ﬂxidl)+7, (3.10)

where e is the base of the natural logarithm. Adversary Ayiq makes q> queries to NWTAR and q

queries to CH. The running time of Axiq1 is about that of the execution of game GI,\I/‘ISS'uf with Apg.

Concretely, if we assume that XIDL is quantitatively as hard as DL, then against any
adversary with running time ¢, making g evaluations of the random oracle and making at most ¢
signing queries, HBMS has security (gst> +¢%)/p ~ qst*/ p.

We sketch the highlevel proof here and give the full proof in Section Our adversary
receives the target point X from the XIDL game and sets it as the target public key for adversary
Ams. As before, in order to run A4, we need to simulate oracles NWTAR, SIGN{, SIGN, as
well as Hy, H;, H,. Recall that in the AGM proof, we can simulate the honest signer for pk,m
if we set Ho((pk,m)) = g*hP. However, this way of programming Hy does not facilitate in
turning a forgery into a break for XIDL. Instead, we would like to program Ho((pk,m)) = g* for
the forgery pk,m. To do this, we use a technique of Coron [32], which programs Ho((pk,m))
randomly in one of these two ways depending on a biased coin flip (with probability p of giving
1). The reduction only succeeds if correct “guesses” are made. Specifically, we need that for every
pk,m that is queried to the honest signer (in NS) then Ho((pk,m)) must have been programmed
to be g*pkP (for some o and B), and for the forgery pk,m, it must be that Ho((pk,m)) = g* (for
some o). We can then optimize for the value of p, resulting in a multiplicative loss of e(1 + gs).

Suppose adversary Ang returns a forgery (pk,m,(T,s,z)) where we have previously
programmed Ho((pk,m)) = g%. The verification equation say that g°h* = T - apk®. Since h is just
a power of g, the left-hand side of the verification equation is also a known power of g (specifically
g¥T%S), This means that our adversary 4;q can proceed exactly as the reduction for MuSig.

In particular, for the j-th query of Hy((k, pk)) where pk[k] = X, the adversary first computes
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S < [Tz« Pli] H2((iPK)) | then obtains e +—s NWTAR(S) before returning e; as the response for
the query. We remark that this particular query of H; have created an aggregate public key
apk = Hl.’; Ii‘ pk|i] Ha((i.pk)) — §. X¢i, which is also the value of T; that is recorded in the game
Gméiydg{ ir.q,- For each i-th query of H; (7', apk,m)), the adversary first finds the index jsei of the
Hj-query that corresponds to the input apk, then obtains ¢; <—s CH(jse, T) before returning c;
as the response for the query. If the eventual forgery is given for these two particular queries
to H; and H,, meaning forgery is pk,m, (T,s,z), then the verification equation of the signature
scheme says that g“t%S = T . apk™1((T:2PEm) (if we programmed Ho((pk,m)) to be g%). Hence,
our adversary Ayiq can simply return (i,z+ o - s) to break XIDL, as long as the forgery provided

by Ay is valid and we have made the right guesses in programming Hy.

3.8 Security bounds of multi-signature schemes

We survey previous results on discrete-log-based multi-signature schemes, with a focus
on their reduction loss. We restate these results in the same notation and framework to facilitate
comparisons. We have used this to obtain the estimates in Figures and

For the rest of the section, fix a group G of prime order p that shall be used by each of the
schemes of interest. Additionally, we assume that we fix adversaries Ay, attacking each multi-
signature scheme of interest, with running time ¢ (this is the total execution time of Gﬁ}lss'“f(ﬁlms)
and includes the running time of all oracles), making g queries to the random oracle, g5 queries to
NS involving maximum of N-signers while achieving success advantage of €. For convenience,
we let gt = 14+ qg+gs.

BN. Bellare and Neven [14]] gave a 3-round MS scheme that is based on the DL problem.

In particular, they showed that given an MS-UF adversary A4, there exists DL-adversary with
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running time ¢’ achieving success advantage €':

2 2
£ 2g+ 16N 8N
g > _ q+ . qs  OINgs , G.11)
q+4s 2 P

s (3.12)

where ¢ is a parameter, describing the output lengths of the random oracle used for commitments.

MuSig. BDN [25] and MPSW [64] gave a 3-round MS scheme that adds key aggregation
on-top of BN. For security, BDN showed [25]|[Theorem 4] that given an MS-UF adversary A4,

there exists DL-adversary with running time ¢’ achieving success advantage € where

, €—0

€=, (3.13)

' =512-1-¢g3(e—8) 'In"2(64/(e - 3)), (3.14)

5 War (3.15)
p

as long as p > 8¢/€. MPSW gave a tighter result by two direct applications of the forking lemma.
In particular, they showed that [64][Theorem 1] given an MS-UF adversary Ay, there exists

DL-adversary with running time ¢’ achieving success advantage €' where

, & 16gs(g+N-gqs) 16(q+Ngs)*+3

¢ = . - 5 , (3.16)
1 (3.17)

MBCJ. DEFKLNS [40] gave a 2-round MS scheme mBCJ. For security, they showed that

given an MS-UF adversary 4, there exists DL-adversary with running time 7’ achieving success
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advantage € where

r €
¢ = et ) (3.18)
! =1-64(N+1)%qr(gs+1)e ' In" ' (8e(N+1)(gs +1) /) , (3.19)

as long as p > 64e(N+ 1)gr(gs+1)/¢.

MUSIG-DN. NRSW [71]] gave a 2-round MS scheme that has deterministic signing.
For security, their result [71][Theorem 1] roughly translates to: given an an adversary attack

MuSig-DN, there exists OMDL adversary attacking DL with success advantage approximately

2 4
&> (e—go—d1_ 2\ 3 (3.20)
= SO h—2 "~ qaja ) It o '

x4t (3.21)

where A is a parameter of the scheme and 0 is a small constant associated with the group.

MUSIG2. NRS [68]] gave a 2-round MS scheme, parameterized by v. For v > 4, they
showed that if there exists A4 attacking their scheme, they [68][Theorem 1] can build vg;-OMDL

adversary with running time ¢’ achieving success advantage € where

s S 22
€= p (p—1)Vv37 6:22)
t =4t (3.23)
m=(V-1)(g+qgs)+1. (3.24)

For v = 2, they give a tighter proof against algebraic adversaries. In particular, given an algebraic

adversary A4 attacking their scheme for v = 2, they build adversary B against g;-OMDL that runs
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in time ¢’ to achieve success advantage € with

3

8’28—14q—,
p
! ~t+0(g).

DWMS. Alper and Burdges [3]] gave a 2-round MS scheme DWMS similar MuSig?2 that is
also proved secure from OMDL in AGM. Their proof as given is non-concrete. However, tracing
through their reduction, we obtained the following reduction loss: given an algebraic MS-UF

adversary ﬂgf, an g;-OMDL adversary can be constructed with advantage € with running time ¢’

where
32
8/ 2 c— qu ,
VP
andt' ~ 1.

3.9 Forking lemma

We recall the general forking lemma of [14]. We restate it using the games of Figure[3.9
Each game has just one procedure, FIN, which takes no inputs. The games are parameterized
by an algorithm 4 that is executed inside the game, and also by an algorithm |G called an input

generator.

Lemma 3.9.1 [14] Let ¢ > 1 be an integer. Let C be a set of size |C| > 2. Let A be a randomized
algorithm that on inputs x,cy,...,cq returns a pair, the first element of which is an integer in
the range 0,....q, and the second element of which we refer to as a side output. Let |G be a

randomized algorithm that, as above, we call the input generator. Consider Gmy (called the
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Game Gmyg Game Gm;

Fin: Fin:
x+sIG 1 xslG
2 ClyenyCqsC 2 pésrand(A) ; cp,...,cq¢3C
5 (I,0)«sA(x,c1,...,¢q) 3 (I,0)«sA(x,c1,...,¢q)
Return ({1 > 0) If ( = 0) then return (0, €,€)

5 €y CysC
o (I,0") s A(x,c1,. 0 11,5, Cy)
Return (I =1") and (c; # ¢}))

Figure 3.9: Games referred to in Lemma Both games have just one procedure, FIN,
which does not take any input. These games run an algorithm 4 internally.

single run) and Gm (called the forked run) given in Fig.[3.9 Then:

Pr{Gmo] < L + /g Pr[Gmy] . (3.25)

Y

3.10 Proof of Theorem 3.3.1

Proof of Theorem Consider game Gmy given in the left panel of Fig. By construc-
tion, it is the game Gmg}& q(ﬂfdllg ). Next, consider game Gmj, where the winning condition has
been changed to checking that (x = x’), where X’ is either computed on line 8 or 9 depending on
whether w = 0. We claim that regardless of whether w = 0, game Gm; returns true as long as
Gmg does. Assume Gmy returns true, then b is set to true. If w = 0, then the game Gm; sets x’ to

x at line 8, so Gm alsot returns true. If w # 0, then the game Gm; computes x’ as per line 12

and 13. Observe that if b is true, then

gZ :R[-XCI .
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Game Gmgy, Gm;, Gmy

INIT:
xsZp; X g
2 (I,z) <5 A5 (X)
3 b+ (g8 =Ry-X9)
: Gmo: Return b
s wé (rra+er)
6 If (w = 0) then bad < true
Gm;:
If b then x’ + x
Else x' + L
10 Gmy:x'«sZ,
11 Else
v (z—r11)

1

X <v-w! modp

¢ Gmy,Gmy: Return (x = x')
CH(R,(rl,rz)):

15 i< i+1;R +R

16 11 —r s ri2 —nr

' ¢;j+$Z, ; Return ¢;

Adversary 4q(X):

1 (LZ) s '];TIV\'TAR,CII(X>

2w (ria+er)
2 If (w=0) thenx'«sZ,

. Else

v (z—rr1)

X «—v-w~ ! modp
7 Return x/

CH(R, (r1,12)):
8 i< i+1;R; <R
9 Tl sl

0 ¢;+s$Z, ; Return ¢;

Figure 3.10: Games Gmg, Gm;, Gm; and adversary Ay the proof of Theorem

Expanding this equation using the fact that R; = g"-'! X" we get

gZ — gr1,1XV1,2 X ’

which means that

1 X

=&

gx =X = g(Z—V],l)W7

So game Gm; must return true in this case as well. Hence

Pr[Gmy] = Pr[Gm;] .
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Next, consider game Gmy,, which sets x” differently if w = 0. We have

Pr[Gm;] < Pr[Gm;| 4 Pr[Gm; sets bad|
(3.27)
< Pr|Gmy] + % .

Above, the calculation of Pr[Gmy, sets bad] is justified as follows. For each CH query, there is
1/p chance that r;» + ¢; = 0, since ¢; is uniform and independent of r; 2. Hence, the probability
that there is a choice of i to make w = r; 2 + ¢; zero is at most ¢/ p using the union bound. Finally,

we construct adversary Aq;, given in Fig. such that
Pr(Gmy] = Advg ,(Aa) - (3.28)

This is straight-forward, as 4y simulates CH and computes x’ exactly as Gm,. |

3.11 Proof of Theorem 3.3.2

Proof of Theorem[3.3.2; Consider games Gmy given in Fig. Game Gmyg pre-samples all
the ¢y, ...,c4 values at line 2, but the game behaves otherwise exactly as GmiGd}& q(ﬂidl)- We define
Pr[Gmy] to be the probablity that the first component of the return value of Gmy is non-zero.

Hence,

Pr[Gmo] = Advg', ,(Fiar) - (3.29)

Next, consider Gmj, which executes line 6 to 13 in addition to those executed by game Gmy.
Similar to Gmy, we define Pr{Gm;] to be the probablity that the first component of the return
value of Gm; is non-zero. We have constructed Gm; so that it is a forked run of Gmg (with
c1,...,cq viewed as inputs) as defined by the forking lemma [14]. Specifically, line 8 to 10 freshly

samples challenges ¢7, ... ,cﬁn after the selected forgery index I before invoking 4;q; with these
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Game Gmgy, Gm;, Gmy

INIT:
xsZp; X g
2 psrand(Aiqr) 5 ¢1,...,¢4¢SZp
L (12) A5 (X:p)
b+ (&=R;-Y/")
5 Ifnotbthen/ + 0
¢ Gmo: Return (1 > 0)
Fori=1,....]—1doc}« ¢
S C e Cy ST
o i+ 0;,7)+s %IHZ(X;p)
10b (¢ =Rp-Y,")
If not ¥’ then I’ < 0

12 Return (I =I' > 0) and (¢; # ¢)))
If (U #T1) or (¢ = ¢})) then
Return L

7 we (=) Hz—7) modp
18 Return (g"¥ =X)
CHl(R)I
i< i+1;R; <R
12 Return ¢;

CHz(R)Z

2 i< i+1;R <R

Adversary 44 (X):

L€l Cq 482y p<srand(Hiq)
> (12) s A" (X:p)

3 b (gZ:RI-YIC’)

4 If not b’ then Return L

5 Fori=1,....,I—1doc+¢;

CC s Cy S Zp
105 (I 7) s AR (Xp)
C b (¢ =RV,
o If not b’ then Return L
o If (I #1) or (¢ = ¢})) then
Return L
2w (=) Hz—7) modp

13 Return w

CHl(R)Z
4 i+ i+1;R <R
15 Return ¢;

CHQ(R)Z

6 i< i+1;R <R

17 Return ¢}

14 Return ¢

Figure 3.11: Games Gmg,Gm;,Gm, and adversary Ay for proof of Theorem m
p <—srand(4iq) denotes sampling the random coins of g, and assigning it to p.

values programmed into CH,. By the forking lemma, we have

m@mg%+ 2 - Pr[Gmy] . (3.30)
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We now move onto game Gmy, which rewrites the winning condition of Gm; into line 15 to 18.
We claim that game Gm; returns true as long as game Gm; returns true. This is because if both

flags b and b’ are ture, then

g =RiX“

/

gZ :Ri/Xci/ ,

where i =i’ > 0. Notice that we also have R; = Ry, this is because the two runs of Z;q; has not
diverged when R; and R; are supplied (since the first different value of ¢y is only supplied afte R;

is given). Hence, putting the two equation together, we have
quc} _ 7
=8 ’

which implies the the computed value of w = (¢; —¢}) "' (z— ) (line 17) is the correct discrete

log of X base g. As a result, Gm; must return true as well, and
Pr[Gmy| > Pr[Gmy] . (3.31)
Finally, we construct adversary Aq;, given in Fig. such that
Pr(Gmy] = Advg ,(Aa) - (3.32)

Adversary Ay forwards its target point X to Aigq and simulates Gmy, starting from line 2 of Gmj
and ending at line 17 of Gmy, before outputting the computed value of w as the discrete log of

target point X. Putting the above equations together, we obtain the claim in the theorem. 1
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Game Gmgy, Gm;, Gmy

INIT:
X2, X+ g*
2 €ly...,eq 582y 5 Cly.,Cqp SZp
s (2 s A (X)
b+ (& =R-Y")
5 Gmyg: Return b
o we— (rip+(sip+ey)-cr)
» If (w = 0) then bad < true
Gm;:
If b then x’ + x
10 Else x' <+ L
11 Gmpix' «sZ,
2> Else
v (z—rr1—sp1-¢)

1

¢ X <«v-w! modp

15 Gmp,Gmy: Return (x = x')

NWTAR(S,(Sl,Sz))t

16 jj+1:8;«S

| Sj1 581582582

8 ej<—$Z,,;Tj<—Sj~Xef

19 Return ¢;

CH(jset, R, (r1,72)):
20 Requires 1 < joo < j

21 i< i+1;R; <R
22 Tl S hip e
23 YT

24 ¢;j+s$Z, ; Return ¢;

TJ[i] — Jsel

sel ?

Adversary 4q(X):

1 (1,z) s lfd“l'TAR’C"(X )

o T TI[l
3w (n+s2-e5-cp)
i If (w=0) thenx' <= Z,
5 Else

Ve (z—rr1—s1-¢)
1

7 X +v-w! modp

¢ Return x/
NWTAR(S, (S] ,SQ))Z
9 jj+1;8;+S

0 Sj71<—51 ;Sj72<fS2

. . . .. XY¢)
11 ej4s$Z,;T; < §;- X
12 Return e;

CH(jsel,R, (rhl”z)):

13 Requires 1 < jgo < j
i< i+1;R R
5 K1 T3l
6 YT,

17 ¢i+s$Z, ; Return ¢;

; TJ[i] <~ jsel

sel ?

Figure 3.12: Games Gmgy, Gm;,Gm; and adversary Ay the proof of Theoremm

3.12 Proof of Theorem 3.3.3

Proof of Theorem [3.3.3: We recall the convention that representation of each of the group

elements S and R are additionally supplied when oracles NWTAR and CH are called. Specifically,
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each of its NWTAR queries must be of the form

NWTAR(S, (Sl , S2)) ,

such that § = g*1X*2. And each CH query must be of the form

CH(jsel, R, (r1,72)) 5

such that R = g"' X2,

Consider game Gmy given in the left panel of Fig.[3.12] By construction, it is the game
Gméi’dg{ a1 (Axia1)- Next, consider game Gm;, where the winning condition has been changed to
checking that (x = x), where X is either computed on line 9 or 10 depending on whether w = 0.
We claim that regardless of the value of w, game Gm; returns true as long as Gmg does (Gmg

returns the boolean value b). We check this by cases. First, if w = 0, then the games sets x’ to x if

b is true, so Gm; also returns true. If w # 0, then observe that if b is true, then

gZ:R[‘(SJ~XeJ)C1 .

Expanding this equation using the fact that R; = g""' X" and §; = g*1X%/2, we get

gz — grerl,z . (gSJ‘IXSJQ _Xej)c1 ,

which means that

(z—r1—sycr)w™! x

g=X=g =g

Hence

Pr[Gmg| = Pr[Gm] . (3.33)
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Next, consider game Gmy,, which sets x” differently if w = 0. We have

Pr[Gm;] < Pr[Gm;| 4 Pr[Gm; sets bad|

(3.34)

< Pr|Gmy] + Nt .
p

Above, the calculation of Pr[Gmy; sets bad] is justified as follows. First, the probability that
sj2+e; =0 for any j is at most g1 /p, since e; is uniform and independnet of s;,. Second,
assuming s; 2 +¢; # 0 for all j, then the probability that ;2 + (st 2 + ety))) - ¢; = O for some i
is at most g2/ p, since ¢; is uniform and independent of r; 5. Finally, we construct adversary Ay,

given in the right panel of Fig. such that
Pr(Gmy] = Advg ,(4al) - (3.35)

This is straight-forward, as 4y simulates NWTAR, CH and computes x” exactly as Gmy. 1

3.13 Proof of Theorem 3.3.4

Proof of Theorem[3.3.4; Consider games Gmy given in Fig. Game Gmyg pre-samples all
the e; and ¢; values at line 2 and 3, but the game behaves otherwise exactly as Gm’éif; . (Axiar)-
We define Pr[Gmy] to be the probablity that the first component of the return value of Gmy is

non-zero. Hence,

Pr(Gmo] = AdvEy . (Axiar) - (3.36)

Next, consider Gmj, which executes line 6 to 14 addition to those executed by game Gmg. Similar
to Gmg, we define Pr[Gm;] to be the probablity that the first component of the return value of
Gm; is non-zero. We have constructed Gm; so that it is a forked run of Gmg (with cy,...,cg,

viewed as inputs) as defined by the forking lemma [14]. Specifically, line 8 to 10 freshly samples
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Game Gmg, Gm;, Gmy

INIT:
1 x4-8Z, ;X < g ; p<-srand(Ayiar)

2 €l,...,eq $$Zp 5 Cl,y. .. ,Cqp $SZ)p

3 (LZ) . Difc;';rTAR,Cu(X;p)
: b(—(gZ:RrYIC[)
5 Ifnotbthenl <+ 0

¢ Gmg: Return (7 > 0)
Fori=1,...,]—1doc} < ¢

5 j 03¢ Ch gy eSZy

5 (I/,ZI) s 1\iIt\iNIITAR,ChSim(X;p)

10 b <+ (&€ =Ry Y;}’)

11 Ifnot ' then i’ < 0

12 j«TI[]; j < TII

14 Return (I =I' > 0) and (¢; # ¢}))
If (U #1") or (¢; = ¢})) then
7 Return L

15w (=) (z—7) modp
Return (g =Tj)

NwWTAR(S):

0 JJj+158 8T 8;-X

21 Return e;

ChSim;(jsel,R): /i€ {1,2}

2 i+ i+1;R <R

23 Vi T;

24 ChSim; : Return ¢;

TJM — jsel

sel ?

25 ChSim, : Return ¢/

Adversary 45" (X):
LClyenyCqy <2y 5 p—stand(Axiar)
5 (172) s 1\3’;’TAR1,Chsim1 (X,p)
3 b<— (gz :R['YIC[)

4 If not b then Return L

s Fori=1,....—1doc} < ¢

6 j 03¢ Chyy sy eSZy
) s AT (X p)
Db (g7 =Rp-Y,")

o If not b’ then Return L

10 If (I #1') or (¢ = ¢))) then

11 Return L

o jTII) < TI[

13w (eg—c)) N (z—7) modp
14 Return (j,w)

NwWTAR; (S):

15 jj+1iej«sCu(S) ;S S
16 Tj < §;-X% ;Return ¢;
NwWTAR,(S):

17 j+j+1

15 If not ¢ then e <— CH(S)

19 Return e;

ChSim; (jeer,R) /i € {1,2}:

0 i i+1;R; <R

21 Yi< Ty 5
22 ChSim; : Return ¢;

iy M — jsel

23 ChSim, : Return ¢/

Figure 3.13: Games Gmgy, Gm;,Gm, and adversary Aq; for proof of Theoremm

challenges ¢, ... ,cfh after the selected forgery index i before invoking Ay;q; with these values

reprogrammed into CH. We remark that the values of ey, ..., e,,, which are outputs of NWTAR
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are not resampled across the two runs of Ay;q;. By the forking lemma, we have
Pr[Gmo] < L2 + /g2 - Pr[Gmy] . (3.37)
p

We now move onto game Gmjy, which rewrites the winning condition of Gm; into line 16 to 19.
We claim that game Gm; returns true as long as game Gm; returns true. This is because if both

flags b and b’ are ture, then

gZ — RIYICI

4 cy
gZ :RI’Y[II ’

where I = I’ > 0. Notice that we also have R; = Ry, this is because the two runs of 4y;q has not

diverged when R; and Ry are supplied (since the first different value of ¢| is only supplied

iforge

afte Ry is given). Via simila reasoning, ¥; = Yy = T;. Hence, putting the two equation toether, we

have

which implies the the computed value of w (line 18) is the correct discrete log of 77 base g. As a

result, Gm, must return true as well, and
Pr[Gmy] > Pr[Gmy] . (3.38)
Finally, we construct adversary Aiq, given in Fig. such that
Pr(Gm;] = Advg, , (Aar) - (3.39)

Crucially, in the construction of 4;q, NWTAR oracle need to be simulated differently for the two

runs of Ayiqr. In the first run, the oracle NWTAR; forwards the queries to CH (that is given to our
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reduction adversary from the game Gmig_‘l& 1) while recording the responses ey, ...,e;. Then, in
the second run, the oracle NW'TAR, will return previously recorded values of e, ..., e; as long

as they are available, and only starts to forward queries when it runs out of previously recorded
ones. This is to simulate the behavior of Gm,, where there is one single fixed sequence of values
el,...,eq, used by the oracle NW'TAR. Putting the above equations together, we obtain the claim

in the theorem. 1

3.14 Proof of Theorem

Proof of Theorem The proof uses a game sequence. Our games will implement H, H;
with lazy sampling, maintaining tables HFy, HF; for this purpose. They will provide oracles
SIGN{, SIGN, for the first two rounds, but omit SIGN3, since this round returns to the adversary
only a quantity it could itself compute already. In FIN (for example Figure we assume the
query is non-trivial, meaning lines 6,7 of Figure[3.4]return true, and these lines are thus omitted.
We start with games Gmg, Gm; in Figure 3.14] Game Gmy includes the boxed code, and we

claim that

AdVEU(4) = Pr[Gmo(4)] . (3.40)

Let us explain. We wish to move to a game where signing queries are answered without using
the secret key sk. Naturally, we expect, for this, to use the zero-knowledge property of the
Schnorr scheme. But certain obstacles must be removed before we can do this, and this will take
a few steps. The first obstacle we address is that the BN-commitment 7, ; = HO((k,Rmk)) may
leak information about R, ;. Rather than define 7, 4 in this way, games Gmg, Gm; accordingly
pick it at random at line 3. The reason for the boxed code at line 4 is that, under the “true”

assignment 1,y = Ho((k, R, )), having R, x, = Ry, would imply #,, 4, =1, ,. At line 8, now
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IntT: / Games Gmy—Gmy
1 (pk,sk)<+sMS.Kg ; Return pk

NS(k, pk,m): 1 Games [Gmyl, Gm;
2 uu+1;ky, < k; pk[l] < pk ; pk, < pk ; m, < m ; n, < |pk|
: CommitStage, < true; ry <52, ; Ryx <+ gk 3ty <5{0, 1}
¢ (3 <u:Ryp, = Ry, ) then bad < true ;
o If (HFo[(k,Ry,1)] # L) then bad < true ; |t,.x + HFo[(k, Ryt)]|

6 Returnz,

S1GNo(s,2): / Games Gmg, Gm;
7 k< kg 5 t[k] <55 s ts <t ; CommitStage, < false
¢ HFo[(k,Rs )] < tsx ; Return Ry

SieN (s,R): / Games Gmg, Gm|,Gm,
9 k< ks ; Rk] < Rsx
10 Fori=1,...,ns doy; < Ho((i,R[i]))
11 If (3i @ y; #t,]i]) then Return L
12 Ry HQ] R[] ; csp < Hi((k,Ry, pky,my)) s Zgp 4 sk - Cop+ Tk

13 Return z,

Ho(x): / Games [Gmyg|, Gm,

14 If (HFp[x] # L) then Return HF[x]
15 HF[x] +-s {0, 1}
w6 If Qu' :x= (ky,Ryx,) and CommitStage,/) then

17 bad « true ; [HFg[x] < Wk,

18 Return HF|[x]

H;(x): / Games Gmy—Gmy
19 If (HF;[x] # L) then Return HF; [x]
20 HFi[x] ¢sZ, ; Return HF [x]

FiN(pk,m,(R,z)): / Games Gmy—Gm;

21 n < |pk|

2 Fori=1,...,ndoc; + H;((i,R, pk,m))
23 X < [T, pkli]“ ; Return (g° = RX)

Figure 3.14: Games Gmg, Gm; for proof of Theorem Some procedures will be included
in later games, as indicated. A box around the name of a game following an oracle means the
boxed code in that oracle is included in the game.
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that the BN-commitments ¢ of all players are known, the games ensure that #, ; indeed equals
Ho((k,R,)). This is consistent with the real game only if the hash function was not already
defined at this point, captured by setting bad at line 17. The boolean CommitStage ensures that
bad is only set prior to the release of R; , since the adversary can set it with probability one if it
knows R; x. This justifies Eq. (3.40).

Games Gmg, Gm are identical-until-bad, so by the Fundamental Lemma of Game Play-

ing [19]

Pr[Gmy(A4)] < Pr[Gm;(A4)]+Pr[Gm;(A4) sets bad] .

The probability of setting bad at line 4 is at most (0+ 1 +--- 4 g5 — 1)/p, and the probabilities of

setting bad at line 5 and line 17 are at most gsqo/p, S0

—1 2 4 -1
Pr[Gm; (A) sets bad] < 95(9s—1) | 2990 _ gs(4q0 +gs—1) '

2p p 2p

Game Gm; changes the NS, S1GNg, Hy oracles as shown in Figure 3.15] maintaining the
other oracles of Gm; from Figure [3.14] It drops redundant code, which allows it to move the
choice of R, to line 28. At line 40, it also introduces a table HI to maintain an inverse of the

hash function, but does not use this. We have
Pr[Gm;(A4)] = Pr[Gm,(4)] .

Game Gmj3 (oracles shown across Figures and aims to figure out the R; ;-values of
parties j # k before having to supply R; , because we will later need these to program H; values.
It does this by “inverting” the BN-commitments, meaning at line 30 it seeks inputs to Hy that
result in the BN-commitments in ¢. If these cannot be found, then random values are chosen

instead at line 31. (Not finding the inverses is not yet a bad event. It can happen with high

159



NS(k, pk,m): I Games Gmy—Gmy
24 u+u+1;k, < k; pk[l] + pk; pk, < pk ; m, < m;n, + |pk|
25 ty1 410, 1}¢; Return tu1

S1GNg(s,): / Game Gmy
26 H1] «—tg1 s ts 4t 5151432y s Rot < g1 s HFo[(1,Ry1)] <51

27 Return Ry |

SiGNg(s,t): / Games Gms, Gmy
28 k<—kg s t[k] < top s ts <=t psSZpy 5 Roy < g1 s HFg[(k, Ry k)] < sk
29 Fori=1,...,ngdo

If (HIo|i,2,]i] # L) then R*[i] < HIoli, 1,[i]]

Else R;[i] <G ; r + Ho((i,R:[i]))

32 Return Ry

SieNg(s,R): / Games Gms, |(Gmy
33 k< ks ; RIk] < Ry
34 Fori=1,...,nsdoy; + Ho((i,R[i]))
15 If (31 @ y; # t,]i]) then Return L
36 If (R # RY) then bad « true ;
Ry < TT22 R[i] 5 csk < Hi((k, R, pks,my)) 5 2ok < Sk Cop+ sk
35 Return z
Ho(x): / Games Gmy—Gmy
39 If (HFg[x] # L) then Return HF|[x]
10 HFg[x] =s{0,1} ; (i,R) < x ; HIy[i, HF[x]] <— R ; Return HF;|x]

Figure 3.15: Games for proof of Theoremm

probability. It becomes a bad event only at line 36 when the BN-commitments are verified.) The
computation of ¢ at that line is only to ensure that Hy has been called; this variable will not be

used. These steps do not change what the oracles return compared to Gmj, so we have
Pr[Gm;(A4)] = Pr[Gms(4)] .

Moving to game Gmy, the change is only at line 36, which now includes the boxed code. The

hope here is that the R; obtained at lines 30,31 is correct with high probability. The boxed code
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S1GNg(s,2): / Game Gms

1 k< ky s t[k] < tgp sty b <SZpy s Rog < &% s HFo[(k, R k)] < 15k
12 Fori=1,...,nydo

43 If (HIp[i,24[i]] # L) then R;[i] + Hlp[i,2,[{]]

1o Else R[i] «3G ;t + Ho((i, R.[]]))

5 Ry T2 Ri[i] 5 cox <= Hi((k, Ry, pks,my)) 5 2ok < Sk - Cop+ ok

46 Return Ry

SieN(s,R): 1 Game Gms, Gmg, Gmy

17 k< ks ; Rlk] < Ry

18 Fori=1,...,nydoy; < Ho((i,R[i]))

1o If (3i 1 y; #t,[i]) then Return L else Return z ¢

S1GNg(s,t): / Game [Gmg|, Gm;

50 k<—ks s tlk] <t st <t
Csk 52y 5 25k 52y 5 Ry — g4 pk™ % s HFo[(k, Ry k)] < L5k
52 Fori=1,...,n;do
55 If (HIo[i,,[i]] # L) then RX[i]  HIo[i,1]i]]
5. Else R;[i] <G ; t < Ho((i,R:[1]))
55 Ry 112, R[]
56 If (HF, ((k, Ry, pks,my)) # L) then bad < true ; [csx <+ HF1[(k, Ry, pks, m; )|
57 HF[(k, Ry, pks,my)] <— ¢k ; Return Ry x

Figure 3.16: Games for proof of Theorem m

ensures that in Gmy, it is always correct. Since Gm3, Gmy are identical-until-bad we have
Pr[Gm3(A4)] < Pr[Gmy(A4)] + Pr[Gm3(4) sets bad] .

Line 36 can only set bad if y; = ¢,]i] for all i, due to line 35. So it is set only if there is a collision
in Hy-values, or no query hashing to #[i] was made prior to the latter being provided, but is made
later. Thus

q(z) +nqo

Pr[Gmg3(4) sets bad] < 5

(3.41)

In game Gmy, the R queried to SIGN| is the same as the R* determined in SIGN, allowing
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game Gms (Figure [3.16) to move line 37 into SIGN( as line 45 and to simplify SIGN|. We have

Pr[Gmy(A4)] = Pr|Gms(4)] .

Now that Ry is determined prior to the release of Ry, it becomes possible to successfully program
H; via the zero-knowledge simulation. Game Gmg of Figure does this, setting bad at line 56
if the programming was precluded by the hash value already being defined, and including the

boxed code to correct. We have

Pr{Gms(4)] = Pr[Gmg(4)] .

Games Gmg, Gm7 (Figure [3.16) are identical-until-bad, so

Pr[Gmg(4)] < Pr[Gm7(A4)] 4 Pr[Gm7(A4) sets bad] . (3.42)

When line 56 is executed, the adversary has as yet no information about R, which means

Pr[Gm7(4) sets bad] < 491 (3.43)
p
We now build an adversary Aiq so that
Advg',  (Fiar) > Pr[Gmy(Fs))] - (3.44)

We specify 4g in Figure [3.17] It forwards the public key pk to Ams. Simulating signatures
without knowing the secret key, as 4iq; needs to do, is now easy because the oracles of games
Gm7 already did this, and A4 can just use the same code. Line 17 to 19 programs the challenge
¢y of the target public key by first deriving commitment Ry, which is then submitted to CH to

idl

derive c. Since GmG’ 2.

game also samples the challenge uniformly at random, this does not

162



Adversary 45! (pk):

1 (pk,m, (R,z)) s ANSSteNo.SieNLHo Wi (pky « Return (TI[R], 2)
NS(k, pk,m):

2 us<u+1;ky, < k; pk[l] < pk; pk, < pk ;my, < m;n, < |pk|

¢ tux <3{0,1} ; Return 2, 4

SIGNg(s,2):
4k kgtlk] < top sty t
L ek 52y 3 2k <52y 5 Ryp < g5 pk ok s HFo[(k, Ry )] 4ty
6 Fori=1,...,nydo
7 If (HIp[i,24[i]] # L) then R[] + HIp[i,#,[i]]
Else Ri[i] <G ;1 «+ Ho((i,R[i]))
o Ry < TT22, Ry[i] ; HF 1 [(k, Ry, pks,my)] < ¢k ; Return Ry g
SIGN| (s,R):
0 k< ks Rk] < Ry
11 Fori=1,...,nydoy; < Ho((i,R[i]))
12 If (3i :y; #t,[i]) then Return L else Return z x

Ho(x)Z
3 If (HFp[x] # L) then Return HF[x]
14 HFg[x] ¢ {0,1}*; (i,R) < x ; HIp[i,HFo[x]] < R ; Return HFx]

H, (x):
5 If (HF;[x] # L) then Return HF| [«]
s (k,R,pk,m) < x ; HF[x] s Z,
17 If (pk[k] = pk) then
18 j« j+1;Fori=2,...,|pk|doc; < H((i,R, pk,m))
© Rjx + R-TLia pk[i] s HF [x] <= ¢ < CH(R;x) ; TI[R] < j
20 Return HF [x]

Figure 3.17: Adversary 4q for Theoremm

change the behavior of H;. However, if a forgery (pk,m, (R,z)), then it must be that

|Pk|
gZ =—R- Hpk[l]Hl(l’R’pk’m) — R],k . pkcj-k .
=1

1=

So Aq; wins game Gmig}& 7 Eq. li is obtained by putting the above all together. |
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3.15 Proof of Theorem

Let G be a group of prime order p with generator g. Let MS = MuSig[G, g, /] be the
associated MuSig multi-signature scheme. Let Ay, be an adversary for game Gr,{}lss'“f of Figure

We shall fix these quantities for the rest of the proof. The first lemma relates the advantage of

A, against G‘,\“,lss'uf to a simplied game Gmg;jp, (given in Fig. .

Lemma 3.15.1 Assume the execution of game GﬁSS'Uf with Ans has at most qo,q1,q>2,qs distinct
queries to Ho,Hy, Hy, NS, respectively, and the number of parties (length of verification-key
vector) in queries to NS and FIN is at most n. Let o = qs(4qo + 2q1 + gs) +2q1q2 and =
qo(qo +n). Then,

Advr,\“,lss'“f(,‘zlms) < Pr[GMgimp (Ams)| + il + b

TR (3.45)

xidl

The second lemma constructs the reduction adversary against Gmg 20001

Lemma 3.15.2 Assume the execution of game Gr,\n/lss'Uf with Ay has at most qo,q1,q2,qs distinct

xidl

queries to Ho, Hy,Hy, NS, respectively. We construct an adversary Agiq for game Gmg 2.0

(shown explicitly in Figure such that
Pr[Gmgimp(Ams)] < AdVES . (Axiar) - (3.46)
Proof of Lemma 3.15.1¢
The proof uses a game sequence. Our games will implement Ho, H;, H, with lazy sam-
pling, maintaining tables HFy, HF |, HF; for this purpose. They will provide oracles SIGNg, SIGN
while omitting SIGN», since this round returns to the adversary only a quantity it could itself

compute already. In FIN (for example Figure [3.19) we assume the query is non-trivial, meaning

lines 6,7 of Figurereturn true, and these lines are thus omitted. We start with games Gmg, Gm;
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InIT:
(pk,sk) <sMS.Kg ; Return pk

NS(k, pk,m):

2 u+u+1;k, < k; pk[l] + pk; pk, < pk ;m, < m ;n, + |pk|
3ty {0, 1}2 ; Return 1, 1
SieN (s, R):

4 k< kg ; Rlk] < Ry

5 Fori=1,...,n;doy; < Ho((i,R[i]))

¢ If (3i : y; #,[i]) then Return L else Return z, x

SIGNg(s,1):
k< kg tlk] < x5t
8 Csp4SZp s Zsp<SZp 5 Ryp < gu*pk™k s HFg[(k, Ry t)] < sk
9 Fori=1,...,nydo
0 I (HIpli, £[i)] # L) then R¥[i] < Hlo[i,t,[i]]
Else R;[i] =G ; t + Ho((i,R:[i]))
> Ry < IT:%, R [1]
2 HF[(k,Ry, pks,my)] <— c5x ; Return R, ¢
Ho(x):
12 If (HFp[x] # L) then Return HF[x]
15 HFg[x] ¢ {0,1}; (i,R) + x ; HIp[i, HFo[x]] - R ; Return HF)x]
H(x):
16 If (HF;[x] # L) then Return HF [x]
' (R,apk,m) < x ; TV[apk] < TV[apk]|U{x}
¢ HF;[x] +sZ, ; Return HF [x]
Hj(x):
o If (HF;[x] # L) then Return HF; [x]
20 (k,pk) < x;Fori=1,...,|pk| do HF[(i, pk)| < e; s Z,
21 apk + Hl}:ﬂi‘ pkli]% ; For y € TV|apk] do HF, [y] < L
22 Return HF; [x]
FIN(pk,m,(R,z)):
23 Fori=1,...,|pk| doc; < H;((i,R,pk,m)) ; e; < Ha((i, pk))
20 X Hl.ikl‘ pkli]é i ; Return (g° = RX)

Figure 3.18: Game Gmy;y,, for proof of Theorem m
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InIT: / Games Gmp—Gmg
1 (pk,sk)<+sMS.Kg ; Return pk

NS(k, pk,m): 1 Games [Gmyl, Gm;

2 u<u+1;ky, < k; pklk] < pk ; pk, < pk

3 my < m;ny, < |pk| ; CommitStage, + true

5ok 52y s Ry < g7 5ty <5 {0, 1}

s f (3 <u:Ryy, = Ry, ) then bad « true ;

¢ If (HFo[(k, Ry x)] # L) then bad < true ; [t,x < HFo[(k, Ry t)]|

7 Return t,,

S1GNo(s,2): / Games Gmg, Gm;
¢ tlk] <ty 3 ts <t ; CommitStage, < false
9 HFo[(k,Rs )] < tsx ; Return Ry

SieNg(s,R): / Games Gmg, Gm|,Gm,
10 RJk] < Rsx
11 Fori=1,...,n;doy; + Ho((i,R[i]))
12 If (3i : y; # t,[i]) then Return L
13 Ry« Hf;lR[l] 5 Csk < Hl((kaR‘vapks»ms)) > sk < sk Csk+Tsk
14 Return zg
Ho(x): / Games [Gmyg|, Gm,
15 If (HFp[x] # L) then Return HF[x]
16 HFo[x] = {0,1}" ; If 3w : x = (ky,Ry,,) and CommitStage,) then
17 bad < true ; [HFo[x] <1,/ 4 ,
18 Return HF|[x]
Hi(x): / Games Gmy—Gmy
19 If (HF;[x] # L) then Return HF []
20 HF;[x]<=sZ, ; Return HF [x]
H,(x): 1 Games Gmy—Gmy
21 If (HF;[x] # L) then Return HF [x]
> HFi[x] +sZ, ; Return HF [x]
FIN(k, pk,m,(R,z)): / Games Gmy—Gmg
23 Fori=1,...,|pk| doc; < H((i,R,pk,m)) ; e; < Ha((i, pk))
20 X + H‘l.ikl‘ pkli]éi ; Return (g° = RX)

Figure 3.19: Games Gmg, Gm; for proof of Theorem Some procedures will be included
in later games, as indicated. A box around the name of a game following an oracle means the
boxed code in that oracle is included in the game.
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in Figure @} Game Gmyg includes the boxed code, and we claim that
AdvREY () = Pr[Gmy(4)] . (3.47)
Games Gmg,Gm; are identical-until-bad, so by the Fundamental Lemma of Game Playing [|19]
Pr[Gmg(A4)] < Pr[Gm;(A4)]+Pr[Gm,(A4) sets bad] .

The probability of setting bad at line 4 is at most (0+ 1 +---+ g5 — 1)/p, while the probabilities

of setting it at line 5 and 15 are at most gsqo/p so

CIS(CIS_ 1) 1. 45490 _ QS<4CIO‘|—CIS_ 1) .

Pr|Gm; (A4) sets bad| <
(Gmi (1) sets bad] < % ; >

Game Gm; changes the N'S, SIGNg, Hy oracles as shown in Figure [3.20] maintaining the
other oracles of Gm; from Figure [3.19] It drops redundant code, which allows it to move the
choice of R; 1 to line 29. At line 31, it also introduces a table HI to maintain an inverse of the

hash function, but does not yet use this. We have

Pr[Gm; (A4)] = Pr[Gm,(4)] .

Game Gm; (oracles shown across Figures [3.20]and [3.19) aims to figure out the R; j-values of
parties j # k before having to supply R; x, because we will later need these to program H; values.
It does this by “inverting” the BN-commitments, meaning at line 27 it seeks inputs to Hy that
result in the BN-commitments in ¢. If these cannot be found, then random values are chosen
instead at line 37. (Not finding the inverses is not yet a bad event. It can happen with high
probability. It becomes a bad event only at line 37 when the BN-commitments are verified.) The

computation of ¢ at that line is only to ensure that Hy has been called; this variable will not be
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NS(k, pk,m): I Games Gmy—Gmg
5 u+u+1;k,+ k; pkl] < pk; pk, < pk;m, < m;n, < |pk|
26ty +s{0, 1}¢; Return tuk

S1GNg(s,2): / Game Gmy
07 k4 ky st tog st <t rgp<sSZpy s Rog + g% s HRo[(k,Ryx)] 4 tsx

28 Return Ry

SiGNg(s,t): / Games Gms, Gmy
29 k<—kg s t[k] «—top sty <t repsZy ; Rop < g% s HRg[(k, Ry )] + tsk
0o Fori=1,...,nsdo
If (HIo[i, ,[i] # L) then R*[i] < Hlo|i, ,[i]]
Else R;[i] <G ; r + Ho((i,R:[i]))

33 Return Ry

SieNy(s,R): / Games Gms, |(Gmy

34 RJk] < Ry

35 Fori=1,...,n; doy; + Ho((i,R[i]))

36 If (31 : y; # t,[i]) then Return |

37 If (R # RY) then bad « true ;

38 Ry« TT2 R[i] 5 csx < Hi((k, Ry, pks,my)) 5 2ok < Sk o+ sk
39 Return zg

Ho(x): / Games Gmy;—Gmg

10 If (HF[x] # L) then Return HF[x]

11 HFg[x] <= {0,1}*; (i,R) < x ; HIy[i, HF[x]] <— R ; Return HF;|x]

Figure 3.20: Games for proof of Theoremm

used. These steps do not change what the oracles return compared to Gmy, so we have
Pr[Gm;(A4)] = Pr[Gms(4)] .

Moving to game Gmy, the change is only at line 33, which now includes the boxed code. The
hope here is that the R} obtained at lines 32,33 is correct with high probability. The boxed code

ensures that in Gmy, it is always correct. Since Gm3, Gmy are identical-until-bad we have

Pr[Gm3(A4)] < Pr[Gmy(A4)] +Pr[Gm3(A4) sets bad] .
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S1GNg(s,2): / Game Gms

12

43

44

15

16

47

k< ks t[k] <t sts <15 rs, 52y 5 Ryj < g"% s HFo[(k,Ry )] <ty
Fori=1,...,nydo

If (HIo[i,24[i]] # L) then R}[i] + Hlp[i,t,[{]]

Else R;[i] <G ; t + Ho((i,R:[i]))
Ry < T2 R[i] 5 coi < Hi((k, Ry, pks,my)) 5 25k < sk - s+ Fyp
Return R

SIGN{(s,R): / Game Gms—Gmg

48

49

k< kg ; R[k] <= Ry
Fori=1,...,nydoy; + Ho((i,R[i]))

o If (3i :y; #1[i]) then Return L else Return z 4

S1GNg(s,t): / Game [Gmg|, Gm7-Gmg

k< ks t[k] < topsts <t

2 Cy ¢S Zp 3 Tk €S Zp s Ry gk pk~Csk HF()[(k,RS’k)] Lok

54

Fori=1,...,nydo
If (HIoli, ,[i]] # L) then R[i] < HIo[i,t,[i]
Else R;[i] =G ; t + Ho((i,R:[i]))

Ry < [T~ RY[i]

7 If (HF; ((k, Ry, pks,my)) # L) then bad « true ; [c;x < HF\[(k, Ry, pks,my)]|
s HF [(k, Ry, pks,my)] <— ¢k ; Return Ry

Figure 3.21: Games for proof of Theorem m

Line 38 can only set bad if y; = ¢]i] for all i, due to line 37. So it is set only if there is a collision
in Hy-values, or no query hashing to #[i] was made prior to the latter being provided, but is made

later. Thus

q(z) +nqo

Pr[Gms3(4) sets bad] < 5

In game Gmy, the R queried to SIGN| is the same as the R* determined in SIGN, allowing

game Gms (Figure [3.21)) to move line 38 into SIGN( as line 46 and to simplify SIGN|. We have

Pr[Gmy(A4)] = Pr[Gms(4)] .
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H;(x): / Game Gmg, Gmg

59 If (HF; [x] # L) then Return HF| [x]

50 (R,apk,m) <— x ; TV[apk| <~ TV]apk]U{x}
51 HF;[x]<sZ, ; Return HF [x]

Hj(x): / Game Gmg, |Gmg
52 If (HF;[x] # L) then Return HF;[x]

5 (-,pk) «<—x;Fori=1,...,|pk| do HF;[(i, pk)] < e; <= Z),
¢ apk « 124 plil*
65 If TV[apk] # L then
bad « true ; [For y € TV[apk] do HF, [y] + L]
Return HF, [x]

Figure 3.22: Games for proof of Theoremm

Now that Ry is determined prior to the release of Ry, it becomes possible to successfully program
H; via the zero-knowledge simulation. Game Gmg of Figure does this, setting bad at line 57
if the programming was precluded by the hash value already being defined, and including the

boxed code to correct. We have
Pr[Gms(A4)] = Pr[Gme(4)] .
Games Gmg, Gmy (Figure [3.21)) are identical-until-bad, so
Pr[Gmg(A4)] < Pr[Gm7(A4)] +Pr[Gm7(A4) sets bad] . (3.49)

When line 57 is executed, the adversary has as yet no information about Rg, which means

qsq1
p

Pr[Gm;(A4) sets bad] < (3.50)

Moving on, let us consider games Gmg and Gmg in Fig.[3.22] which differ from Gm; in modi-
fications to oracles H; and H,. Oracle H| now keeps track of a table TV, that stores for each

aggregate key apk the set of H; queries that contain it. It otherwise behave identically to Gm7.H;.
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Adversary 451 (pk):
L (pk,m, (R,z)) <s ANSSON0:SI6N1 Ho Hy Ha ()
> apk + Hl.’:ﬂi‘ pk[i]"2((:PK)) . Return (TI[(apk, R,m)), z)
5 If (HF [x] # L) then Return HF [x]
1 (R,apk,m) < x ; TV]apk] < TVU{x}
s If (TJ[apk] = L) then Return HF | [x] <= Z,,
5 11+ 1;TIx] 1
HF| [x] < ¢, s CH(TJ[apk],R) ; Return HF [x]

H,(x):
g If (HF,[x] # L) then Return HF; [x]
o (-, pk) < x; If (pk ¢ pk) then Return HF; [x] < Z,,
10 j<4 j+1; k< minind(pk, pk) ; If (x # (k, pk)) then Return HF; [x] < Z,,
S 4= iz PR[1]2(-PR)
2 HF>[x] < ej <~ NWTAR(S) ; apk < S pk® ; TI[apk] < j
13 Fory € TV]apk] do HF[y] < L
14 Return HF;[x]

Figure 3.23: Adversary Aiq for Theorem Oracles NS, SIGNg, SIGNy, Hg are copied
from game Gmy;p,, (Fig. @p

Oracle Gmg.H; does not contain the boxed code, which makes the oracle behave identically to
Gm7.H,. So, we have

Pr[Gm;(A4)] = Pr|Gmg(4)] . (3.51)

By construction, Gm; and Gmg are identical-until-bad, hence

Pr[Gmg(A4)] < Pr[Gmg(4)] + Pr[Gmg sets bad] (3.52)
< Pr[Gmo ()] + % , (3.53)

where the last inequality is by the fact that each H, query has probability at most g;/p of

setting bad. Lastly, we note that Gmg and Gmg;jn,, are identical. This completes the proof of

Lemma[3.15.1] 1
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Proof of Lemma 3.15.2; Consider A;q in Figure It forwards the public key pk to
Ams. Simulating signatures without knowing the secret key can be done exactly as Gmygjpp.
To break Gméig gnqr> OUT adversary Ay;q needs to program H; and H,. For each H, query,
Line 10 to 12 programs the response e; for the target public key by first deriving commitment

S = 1,z Pkli]', which is then submitted to NWTAR to derive e that is returned as the response.

By construction, the corresponding aggregate public key apk = §- pk® is exactly the target 7;

xidl

recorded by Gmg' 2.00.41

for this NWTAR query. For each H; query, our adversary first uses the
aggregate public key apk find the corresponding H; query via table TJ. If possible, then the
adversary proceeds to program in a challenge using the challenge oracle CH of XIDL. If this is
not possible, the advesary simply simulates H; honestly. If a forgery (pk,m, (R,z)) is valid, then
it must be that

|PK|

¢ = R-HapkHl((R’apk’m)) 7

i=1
where apk = Hl.’:’ kl| pk[i]H2((bPK)  Observe that call involving a fresh vector pk to oracle H
erases the table HF at every entry associated with the derived apk. Hence, our adversary can
use the above relation to directly break XIDL. In other words, the value of z included in the
forgery makes the following equation true in game Gmg’dg]7 Dar g*=R- TJ-C", where j = TJ[apk]
and i = TI[(R, apk,m)]. This justifies Equation (3.46). I

3.16 Proof of Theorem

The first step in the proof is to move from the security game Gf\n,lss'“f to a game where

the signing oracles can be simulated without the target secret key. We encapsulate this in the
lemma below, which works strictly in the standard model, meaning it does not require adversaries
involved to be algebraic. This allows our latter standard model proof of security for HBMS to

also rely on this lemma.
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Lemma 3.16.1 Let G be a group of prime order p with generator g. Let MS = HBMS|G, g] be
the scheme specified in Fig. Let Ay be an adversary for game Gr,\r}fs'“f of Fig. Assume
the execution of game Gf\n,lss'uf with Ays has at most qo,q1,q> distinct queries to Ho,Hy, Ha
respectively. Let p € [0,1] be a real number. Consider games Gmg and Gm , give in Fig.

Then,

AV (A ) = PriGmo(Aps)] (3.54)

= Pr[Gmy p(Ams) | Gmy p(Ams) does not abort | . (3.55)
Moreover, the probability that game Gm does not abort is
Pr[Gmy o (Ams) does not abort | = p?° (3.56)
which is 1 ifp = 1.

Proof of Lemma @ Consider games Gmg and Gm; , given in Fig. Game Gmy is
simply a rewrite of G{\‘}lss'“f, where Hy, Hy, Hy are lazily sampled. We fix the given adversary A
for the rest of the proof and omit writing it in expression such as Pr[Gm(4ns)] for simplicity.
Game Gmy  is parameterized by a real number p € [0, 1], and changes the code of NS, SIGN|
and Hy. The changes are made so that SIGN| does not use the secret key sk, but will however
preserve the output distribution of all oracles when it does not abort, as we will show below. In
particular, for each Hy query, game Gm; makes a guess, by flipping a biased coin Coin(p), which
has probability p of returning 1 and probability 1 — p of returning 0. If the coin flip returns 1,
then we set the output of Ho(x) to be gPs pkPrk, otherwise we set the output of Ho(x) to be gPs.
In either case, B, and B,k are uniformly chosen at random as per line 25.

Looking ahead, Gm , will be able to simulate signatures for pk,m when Ho(pk,m) is

set to gPs pkBPk (when the coin toss returns 1). In fact, p is set to 1 in deriving the AGM result
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Game Gmg, Gmj o, Gmy

INIT:
(pk, sk) <sMS.Kg ; Return pk

NS(k, pk,m):
2 pklk] < pkiu<+u+1
3 ky<—ki;my<—m
. pk, < pk; h<sHy((pk,m))
5 apk, H?Pk,HZ((i’pk))
6 Quyby 2y Typ < g hbu
7 Return T, &
SIGN| (v, in):
g (T, Top) —ins T, [T, Ty
o ¢, + H{((T,,apk,,m,))
0 ey < Ha((ky, pk))
Gmy:
12 zy<ay+sk-e,-c, modp
sy < by,
1 Gmyp,Gmyp:
(: B Bok) < THI(pky,m,)]
16 If (w # pk) then abort
1 sv<—bv+ev-cv-B;kl mod p
2y < ay+Bg - by —Pg sy, mod p
9 Return (sy,zy)
SIGN; (v, in):
20 (t1,y...0tp) =Nt Yt

21 (s,z) <t ; Return (T, s,2)

Ho(x): /GmO
99 If HFO[-X] = J_ then HFO [‘x] <_$G
23 Return HF[x]

Ho(x): /Gmy p,Gmy
24 If HFp[x] # L then Return HF x|
25 Bg+s$Z, 3 Bpi <—$Z;‘,
26 If (Coin(p) = 1) then
HF[x] + gPspkPrr
S THI « (pk.By,Bpi)
29 Else
HFo[x] « gP
TH[x] < (g, By, Bpk)
> Return HF x|
H;(x): /i€ {l1,2}
52 If (HF;[x] = L) then HF;[x] < Z,,
31 Return HF;[x]
FiN(pk,m, (T,s,z)):
35 If (pk[k] # pk) then return false

36 If (pk,m) € {(pki,m;) : 1 <i < u} then return

false
' h+ Ho((pk,m))
38 Gmgp:
(w,Bg, Bpi) < TH[pk,m]
If (w # g) then abort
(Pky; .-, pky) < pk
- aph e T pk!(EP)
23 ¢+ H((T,apk,m))
i Return (g°h* =T - apk®)

Figure 3.24: Games Gmg, Gm; p, and Gm;, where p € [0,1] is a real number, used in
Lemma|3.16.1|and proof of Theorem Notation Coin(p) denotes flipping of a biased coin
with probability p of giving 1 and 1 — p of giving 0.

and the coin toss never returns 0. However, for the standard model result, we will need to make

sure that the Hg query corresponding to the forgery pk,m is programmed differently, namely that

HO((pkvm)) = ng~

Game Gm; p could abort at line |16 (it is assumed that the adversary losses the game if
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Gm; is aborted). By construction, we have
Pr[Gm; does not abort] = p?° . (3.57)

We claim that, for any value of p, if game Gm; does not abort, then it is indistinguishable from

Gmy to the adversary. In particular, we claim
Pr[Gm; | Gm; does not abort] = Pr[Gmy)] . (3.58)

Showing this amounts to showing that the outputs of SIGN| oracle in either games are distributed
identically. Observe that, in game Gmy, the return value 7, of NS and (s,,z,) of SIGN; are

uniformly distributed subjected to the constraint that

g"Ho((pky,m))” =T, - pk= .

We will show that this is also true in Gmy p, namely that SIGN( and SIGN; in Gmy  also returns
T, x and (sy,z,) that are uniformly distributed subjected to the above equation. In game Gm; p, if
w = pk at line 15, then h = Ho((pk,,m)) = gPs pkBPk, by construction of Hy (line 27). Hence,

for a query SIGN{ (v, (Ty,1,...,T,,n)) of game Gmy p, it holds that

Tv,kv . pkevcv — gllv . hbv . pkeva — gav . (ngpkBPk)bV . pkevcv

= g@tBeby . pBpibitecy

We claim that the above is also equal to g - A*. In fact, we set z,, s, on line[I7]and [I8]exactly to
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Adversary 4q(X):
L vk X ; (k, pk,m, (T, s,2)) s Ay > eNTSeN2:HoHiH
2 If (pklk] # X) then return L
3 If (pk,m) € {(pki,m;) : 1 <i<u} thenreturn L
. If not MS.VfHo-HtH2 (pk n. 6) then return L
(w,Bg: Byk) < TH[pk,m) ; apk < [17 pk[i]"2((:pk)
6 ¢« H((T,apk,m)) ;Fori=1,...,|pk| do e; < Hy((i, pk))
7 Og 2+ By — Ext(T,g) — ¢ Xix Ext(pk[i],g) - e
8 Oy <= =5 Bpr +Ext(T,X) +c- (ex + Lizk Ext(pk[i],X) - ;)
o If (oy = 0) then bad < true ; x' <= Z,

10 Else ¥’ < a0r;' mod p

11 Return x’/

Figure 3.25: Adversary 4y for Theorem [3.7.1] oracles NS, SIGN, SIGN,, Ho, H;, H, are
implemented using the exact code as those in Gm; ;. Notation Ext(-,g) and Ext(-,X) are
defined in the proof of Lemma [3.7.2} Computation of o, and oty are done modulo p.

make this true. To verify this, check that

goh = g BB (gBspibys — gartBeb i

— gav+Bg‘bv ,pkBpk‘bv‘Fevcv .

Additionally, notice that s,,z, are both marginally uniform over Z, by construction. This means
the outputs of SIGNg, SIGN; oracle from Gm; , has the same output distribution compared to that

of Gmg. This justifies Equation (3.58)). 1

Equipped with Lemma [3.16.1, we move on to prove Theorem The proof constructs

adversary Ay that simulates Gmy | (with p setto 1).

Proof of Theorem 3.7.1; Consider the games Gmg and Gm; ; (with p = 1) in Fig. We
know that,

Pr[Gmg| = Pr[Gm; ; | Gm; ; does not abort] .
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Moreover,

Pr[Gm;  does not abort] = p% =1,

when p = 1. Hence, game Gm; ; never aborts and Pr{Gmg| = Pr{Gm; ;| . We shall construct an
adversary Ay, using the fact that given adversary ﬂﬂf is algebraic, directly against game Gdel’ 2

We first analyze the group elements involved in the inputs and outputs of oracles of Gmy ;.
The u-th NS query takes in a list of group elements pk,. The v-th Sign; query takes in a list of
group elements (7,1,...,T,,). The i-th H, query take in a list of group elements pky, ;. The i-th
Hj query (7, apk,m) takes in group elements Ty, ; and apkyy, ;. Above are the exhaustive list of
group elements that are given to Gmy j, let us denote this list by out, since they are the output of
the adversary. The initial query to INIT outputs a group element pk. The u-th NS query gives
out a group element 7, ;. The i-th Hq query gives out a group element A;. The last query to FIN
gives group elements 7 (first component of the forged signature) and pk. Above (plus the group
generator g) are the exhaustive list of group elements that are given out to the adversary /‘Zlﬁlllsg Let
us denote this list as in. Hence, the algebraic adversary ﬂlfﬁsg gives, for each group element in the
list out, a vector that is of dimension [in| which is a valid representation of the corresponding
group element. Note that every group element in the list in is derived using only group operations
on two group elements: g and pk (this is by the construction of game Gm; ;). As a result, every
group element in the list out can be represent using g and pk only. For any Y € out, we use

Ext(Y,g) and Ext(Y, pk) to denote this representation, i.e.

Yy — gExt(Y,g) _pkExt(Y7pk) )

We forego writing explicit code deriving these representations, with the understanding that they
are well-defined and can be computed easily from the oracle queries of ,‘Zlﬂf We will use this
notation freely in simulations of Gmy ;.

We move on to giving adversary Ay;, which simulates Gm; ; for ﬂlﬂsg . Our adversary Ay is
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given in Fig. Our adversary Ay simulates oracles NS, SIGNSTAGE|, SIGNSTAGE,, Ho, H;
exactly as Gmy 1, hence their code are omitted. As stated above, since Ay simulates Gmy 1, the
representation of any group element Y € out are available via scalars Ext(Y, g) and Ext(g, pk).
Our adversary uses these scalars to compute the discrete log x'.

If 2348 gives a valid forgery (pk,m, (T,s, z)) then the verification equation says that
g Ho((pk,m))* =T - apk™ (Tapkm)

where apk = H'i 'i' pk[i]Hz((ivpk)). Since every group element in the above equation can be
represented using g and X, one can solve for DLg 4(X). Our adversary Aq implements this
intuition, computing value o, and oty (line 7 and 8) such that g% = X% The only caveat is that
oy could be 0, in which case DLg ¢ (X) cannot be solved for. When oy = 0 adversary Ay sets
bad, and we would like to upperbound the probability of this event. First, note that the view of
adversary Ang is independent of the value of B,,. This is because the adversary is only given
the value of h = gPs pkBPk . So, if the forgery is such that s # 0, then oy = 0 with probability at
most 1/p. If s = 0, then we need to make sure that Ext(7,X) + ¢ (ex + Lz Ext(pkl[i], X) - €;)
is not zero. We first bound the probability that there exists some query Hs((-, pk’)) (which

defines the values of ¢/, ... |) such that e} + Y, Ext(pk'[i],X) - €, = 0 (call this quantity

/
€|k
Ypi')- This happens with probability at most g2 /p. Suppose the above does not happen, then
for each query H;((T’,apk’,m’)) (which defines the value of ¢), where apk’ is the aggregate
key of some vector pk’, the probability that Ext(T’,X) +¢’- Ypr = 0 is at most g» /p, accounting

for at most ¢» non-zero values that 7, could take. This results in an overall bad probability of

q2/p+q192/p = (q1 + 1)q2/ p. This justifies Equation (3.7). |

'Note that for the fogery pk,m,(T,s,z) returend, the corresponding random oracles queries Ho((pk,m)),
H;((T,apk,m)), and H»((i, pk)) are made in line 4 to 6, even if these points were previously unqueried during the
execution of /‘Zl,ﬂgg .

178



H;(x): / Game Gm3, Gmy

15 If (HF; [x] # L) then Return HF [x]

16 (T,apk,m) < x ; TV]apk] < TV[apk] U {x}
7 HFj[x] ¢=sZ, ; Return HF| [x]

Hj(x): / Game Gmj3, Gmy
s If (HF2[x] # L) then Return HF [x]

19 (-, pk) < x;Fori=1,...,|pk| do HF,[(i, pk)| < e; <= Z,
0 apk « Hl’;’i‘ Dkli]%
If TV]apk] # L then BadSet <— BadSet UTV|[apk]
52 Return HF; [x]

FiN(pk,m,(T,s,z)): 1 Game Gmj3, |Gmy

53 If (pk[k] # pk) then return false

5o If (pk,m) € {(pki,m;) : 1 <i<u} then return false
5 (w,Bg, Bpk) <= TH[pk,m] ; If (w # g) then abort

56 (pky,...,pk,) < pk; apk «+ H?pkin«i’pk))

If ((T,apk,m) € BadSet) then bad <+ true ;
g ¢+ H((T,apk,m)) ; h < Ho((pk,m))
59 Return (g°h* =T - apk®)

HF,[(T,apk,m)] + J_‘

Figure 3.26: Games Gm3 and Gmy for proof of Theorem Oracles Init, NS, SIGNj,
SIGN,, and H are the same as those in Gmy,,. Parameter p is set to (1 — (1 +¢s) ') in oracle
Ho.

3.17 Proof of Theorem
Proof of Theorem[3.7.2; We will start by considering Gm; ,, given in Fig.[3.24] By Lemma[3.16.1}
AV (Ams) = Pr{Gmy p(Ams) | Gmy p(Ams) does not abort] .

Towards construction of an adversary against XIDL, consider game Gmy , (Fig. , differ from
Gm; , only at line it aborts if the coin flip corresponding to the forgery target (pk,m) results
in w = g. Marginally, Gm; , does not abort at line @ with probability (1 —p). We need to lower
bound the probability of Gm; , not aborting overall, at either line @] or line @} Since there are

overall g5 unique queries to NS in the execution of Gmg with Ay, then the probability that Gm;
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Adversary ﬂxl\;(;YTAR’CH’FIN (X):

1

s (pky,...,pk,) < pk; apk < [1/ pk;
¢ If ((T,apk,m) € BadSet) then HF,[(T, apk,m)] < L

¢« H((T,apk,m)) ; h < Ho((pk,m)) ; i < TI[(T, apk,m)]
¢ Return (i,(z+s-Bg) mod p)

pk X (Igpk,m,c) PN N§,SIGN1,SIGN2,HO,H1,Hz(pk)

2 If (pklk] # pk) then return L
3 If (pk,m) € {(pki,m;) : 1 <i<u} thenreturn L

(w,Bg,Bpk) < TH[pk,m] ; If (w # g) then abort

Ha((i,pk)) . (T s Z) G

H(x): Hj(x):
o If (HF;[x] # L) then Return HF [x] 17 If (HF,[x] # L) then Return HF,[x]
) (T,apk,m) < x ¢ (-, pk) < x;If (pk & pk) then
TV]apk] < TV[apk] U {x} s Return HF; [x]+=sZ,,
12 If (TJ[apk] = L) then 20 j 4 j+1; k< minlnd(pk, pk)
1 Return HF; [x] <= Z, 21 If (x # (k, pk)) then
4141415 TIr] 1 22 Return HF, [x] +sZ),
5 HF,[x] + ¢, s CH(TI[apk],T) 25 8 < [Tiu pkli]H2(:PR)
16 Return HF [x] 20 HF>[(k, pk)] < ej <~ NWTAR(S)
25 apk < S-pk® ; TI[apk] < j
26 If TV[apk] # L then
7 BadSet <— BadSet UTV|[apk]
28 Return HF, [x]

Figure 3.27: Adversary 4yiq used in Theorem Oracles NS, SIGN{, SIGN», Hy are simu-
lated exactly per code from Fig.

does not abort is exactly

Pr[Gmy(Ans) does not abort] = p% (1 —p) .

Setting p = (1 — (14¢5)~'), we have that

1
— _ —1\gs -1 P
Pr[Gm;(Ans) does not abort] = (1 — (14+¢g)” )#(14+¢g5)" > e(1+q5)

Y
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where we applied the fact that (1 — (1 +n)~1)" > e~! for positive n. Since game Gm, can only

abort more often than Gm; and that the aborting at line [40|is an event independent of whether

A succeeds, Equation (3.58) gives us that

Pr[Gmg(Ams)] = Pr[Gmy(Ams) | Gmy(Ans) does not abort] .

Hence,

Pr[Gmy o (Ams)] > . -Pr[Gmo(Ams)] - (3.59)

(1+gs)
For the rest of the proof, we set p = (1 — (1 +¢5)~!) and omit writing them in the subscript for
games. Next, we need to further modify oracles H; and H; so that whenever H, derives a fresh
aggregate key apk, it must not have been queried to H; (in the form of (T, apk,m) for any T and
m). Formally, consider games Gmj3 and Gmy given in Fig.[3.26] These games also keep track of a
set BadSet, which contains those H; queries (7, apk,m) such that the aggregate key apk is later
derived in Hj (line . By construction, if any H; query (T, apk,m) is not in BadSet (at the end
of the game execution), the aggregate key apk is either previosly derived in H», or it has never
been derived in any Hj query. Game Gmj3.FIN does not contain the boxed code, which makes

the oracle behave identically to Gm,.H;. So, we have
Pr[Gm;(A4)] = Pr[Gm;3(4)] . (3.60)

Oracle Gmy4.H; contains the boxed code, which reset the oracle H; at the chosen forgery point
(T,apk,m) if it is part of BadSet. This ensures the value HF; [(T, apk,m)] to always be defined
after the Hj query that derives aggregate key apk. By construction, Gm3 and Gmy are identical-

until-bad. So,

Pr[Gm3(4)] < Pr[Gmy(A4)] + Pr[Gmy sets bad] . (3.61)
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We first compute that probability that BadSet is non-empty at line Since each H, query has

probability at most g /p probability of adding elements to BadSet, we can bound
. q192
Pr[BadSet # 0 at line[37]] < ——= . (3.62)
p

Note that flag bad can only be set if Gmy did not abort (in oracle Hy or line [55]), which happens
with probability 1/(e(1+ ¢s)) by previous analysis. Furthermore, the view of the adversary is

independent of whether game Gmy aborts. Hence,

q192

Pr|[Gmy(A4) sets bad| < ——— .
[Gmy4(2) ]_ep(1+qs)

(3.63)

We now move on to the construction of the adversary, given in Fig. The adversary Ayiq
runs Apy,g while giving it simulated oracle Ho, Hy, Hy, NS, SIGNSTAGE|, SIGNSTAGE,. Code
for Hp, NS, S1GN{, SIGN; are copied from game Gmy. The only new code here is in H; and H»,
which we now explain.

For each j-th Hy query x = (-, pk), where HF;[x] is not yet defined the adversary will
sample HF,[(i, pk)| for each i = 1,...,|pk| as follows. If the target public key X is not in pk,

then these values are sampled honestly (line 15). Otherwise, let k be the smallest index such

that pk[k] = X. Our adversary will query the NWTAR oracle from Gmgi} g2.q) SAME SO that the
resulting aggregate public key apk is the target point 7; generated by the game Gm’éif; Dt This

is done by first computing the partial aggregation value of S (line 17), before submitting it to the
NWTAR oracle to obtain response e; which is set as the output of H; (line 19).
For each H query (T, apk,m), the adversary will submit the commitment to the oracle

CH, at the index that corresponds to the aggregate public key apk. This is done so that a forgery

xidl

(T,s,z) corresponding to this H; query can be turned into a break against Gmy 2.00.41"

Here, we

are also utilizing the fact that a successful forgery (pk,m, (T,s,z)) is such that Ho((pk,m)) is a
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known power of g. Hence, the verification equation
gzhs =T-. apkHl((Taapkvm)) ,

xidl

of the signature scheme implies that the computed response z + f3,s, against the game Gmg 2001

T,apk,m))

is valid, i.e. g&tPes =T TJ.HI(( , where T; = apk is the j-th target point generated by

NWwWTAR oracle. Hence,

Pr[Gmy (4ns)] = Pr[Gm’gi}ﬂml (Agia)] - (3.64)

Putting Equation (3.39), (3.60), (3.61)) and (3.64) together, we obtain the result claimed in the

theorem. 1
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